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This report focuses on the intersection of the right to freedom of expression online and the protection 

of personal information in four African countries: Botswana, Ethiopia, Kenya, and Nigeria. The report 

is divided into five major parts, including the introduction and conclusion. The first introduces the 

report, while the second part focuses on the normative standards concerning the right to freedom 

of expression online and protection of personal information under the United Nations and the African 

human rights systems.  

Under both systems, it focused on the applicable provisions of the International Covenant on Civil 

and Political Rights (ICCPR) and the African Charter on Human and Peoples’ Rights (African Charter). 

It noted that both rights are not only protected as stand-alone rights under both systems; their 

intersections, namely media freedoms, the ‘right to be forgotten’ and encryption and anonymity, are 

also protected. Therefore, States party to both the ICCPR and the African Charter, including 

Botswana, Ethiopia, Kenya and Nigeria, have an obligation to protect both rights separately and 

jointly.  

The third part examines the state of both rights and their intersections in Botswana, Ethiopia, Kenya 

and Nigeria. In doing this, each country report is divided into four major sections save for Kenya, 

which includes a section on major highlights of the report.  

For Botswana, the first part introduces the landscape on the right to freedom of expression online 

and protection of personal information. The second section of the Botswana report focuses on the 

constitutional guarantee, laws and major incidents like arrests and court cases that impact the right 

to freedom of expression, especially online in Botswana. It noted that while the right to freedom of 

expression has fared relatively well in the last few years, there are a number of laws that pose threats 

to the enjoyment of the right. The laws include the provisions of sections 59(1) and 93 of the Penal 
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Code, Section 18 of the Cybercrime and Computer Related Crimes Act of 2018, Sections 3 and 6 of 

the Media Practitioners Act of 2008, which provide for offences of alarming publications, 

criminalisation of insulting language, offensive communications online and the need for registration 

of media practitioners respectively.  

The third section of the report considered the status of the protection of personal information in 

Botswana. It noted that while there is a constitutional guarantee on the right to privacy, the most 

proximate law on the right, the Data Protection Act, has not been implemented. It also noted the 

right to erasure and encryption as intersections of the right to freedom of expression and protection 

of personal information in Botswana. The final section concludes.  

The first section of the report on Ethiopia also introduces both rights: freedom of expression online 

and protection of personal information. The second section analyses the constitutional guarantees 

under the FDRE Constitution, the laws and major incidents that impact the right to freedom of 

expression online in Ethiopia. It noted that various laws like Proclamation No. 590/2008 of 2008, 

Hate Speech and Disinformation Proclamation No.1185/2020, draft Computer Crimes Proclamation 

of 2020 were generally in violation of various aspects of article 19 of the ICCPR on the right to 

freedom of expression.  

The third section considered the status of protection of personal information in Ethiopia. It 

highlighted a number of laws that impact the right but notes that Ethiopia has yet to have a 

substantive data protection law. It also noted that with the gap created by such unavailability, the 

government continues to carry out various surveillance activities against human rights defenders and 

activists in the country. It also highlights the ‘right to be forgotten’, encryption and communications 

surveillance as major intersections of both rights. The final part concludes.  

The Kenyan Report is similarly structured but with an additional section of its major highlights. The 

first section introduces the landscape of both rights in Kenya. In contrast, the second section focuses 

on the constitutional provisions, laws and major incidents concerning the right to freedom of 

expression online. Despite the constitutional guarantee and Kenya’s obligations to protect the right 

under international human rights law, various provisions like Section 13 of the National Cohesion 

and Integration Commission (NCIC) Act, sections 22 and 23 of the Computer Misuse and Cybercrimes 

Act, section 16A of Defamation Act, and Section 84d of the Kenya Information and Communications 

Act, (KICA) 1998 pose challenges in varying degrees to the right to freedom of expression online.  

The third section of the report on the protection of personal information is also similar to the previous 

section as it finds that the right may be under threat in Kenya. For example, while the Data Protection 

Act is in force in Kenya, it is slow in terms of implementation, thereby creating a gap in the protection 

of personal information. It also noted that the energy of the Government of Kenya to collect and use 

personal information is not matched with the policy gaps and human rights concerns on the right to 

privacy. Concerning the intersection of both rights, it noted that in Kenya, journalistic exception, it 

also noted that both rights intersect in the areas of journalistic exception, right to rectification and 

erasure and encryption and anonymity. An additional section provides a highlight of the report, and 

the final section concludes.  

Nigeria’s report is also divided into four main sections. The first section introduces and the second 

section analyses the right to freedom of expression online by examining the constitutional provision, 

laws and major incidents that impact the right. It noted that despite the constitutional guarantee of 

the right, various sections of the Penal Code, Cybercrimes Act and other proposed laws like the 
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Protection from Internet Falsehood and Manipulations Bill, the National Commission for the 

Prohibition of Hate Speeches bill, and a host of other violations pose huge threats to the right to 

the freedom of expression online in Nigeria.  

The third section examines the status of the protection of personal information in Nigeria. It noted 

that several laws impact such protection, including the National Data Protection Regulation of 2019, 

Freedom of Information Act of 2013, Credit Reporting Act of 2017, National Health Act of 2014, 

National Identity Management Commission Act of 2007, and the Child Rights Act of 2013. It noted 

that there are numerous challenges posed to the right into the allegations of arbitrary interference 

with the right to privacy by the government. It also noted that both rights intersect in the areas of 

journalistic exception, right to rectification and erasure and encryption and anonymity. The final 

section concludes on the need for more protection of both rights separately and jointly.  

The fourth part of the report focuses on the major recommendations for each country based on their 

status of compliance with international human rights standards highlighted in the first part. The 

recommendations generally note that there is a need for legal reforms spearheaded by the States 

concerning basic digital rights in the country assessed. These legal reforms are mainly on the need 

for the governments to amend the relevant laws and ensure the enactment of rights-respecting ones. 

It also notes that the government must desist from arbitrary use of state powers that impact both 

rights.  

In terms of the trends common to each country, the report finds that each country: 

(a) Has constitutional guarantees and obligations under international human rights law to protect 

the rights to freedom of expression online and protection of personal information; 

(b) Has various laws that negatively impact the rights to freedom of expression online and 

protection of personal information;  

(c) Has major incidents in which State actors are the main violators of the right to freedom of 

expression online and protection of personal information; 

(d) Needs urgent interventions of rights-respecting and inclusive laws and policies concerning 

the right to freedom of expression online and protection of personal information; and 

(e) Has at least an intersection of the right to freedom of expression online and protection of 

personal information, including journalistic exception, encryption and anonymity, right to 

erasure and rectification, and communications surveillance.  

In the final part, the report concludes in general; the need to protect media freedoms, ensure rights-

respecting policies concerning the ‘right to be forgotten and guarantee encryption and anonymity 

as essential aspects of the intersections of the right to freedom of expression online and protection 

of personal information features prominently in the report. 
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Given the rise of new technologies in the past decades, there are hardly any clear distinctions 

between life offline and online. This has become even more glaring given the recent COVID-19 

pandemic where more people have had to rely on digital technologies. These technologies have 

primarily shaped our being, including frontier technologies like artificial intelligence, blockchain 

technologies, the Internet of Things (IoT), and others. These new technologies can close inequality 

gaps, enhance political participation, and open up closed systems with several benefits.1 However, 

the reverse is the case as we continue to see both State and non-State actors who weaponise these 

technologies to violate fundamental digital rights.2 For example, the possible threats to the right to 

privacy are seen more in need of more information, whether personal and non-personal, which is not 

met with adequate policy interventions through data protection.3 The right to freedom of expression 

online, one of the most pivotal rights to democratic development in the digital age, is also under 

threat. Both state and non-state actors continue to indiscriminately police online speech.4  

Today, the right to privacy and freedom of expression online is perhaps the most proximate form of 

basic digital rights. As one of the most critical aspects of the right to privacy in the digital age, the 

United Nations (the UN), through its architecture, has continuously set various standards on data 

protection or protection of personal information, from a right to privacy perspective. As a result, 

 
1 United Nations Conference on Trade and Development, Technology and Innovation Report 2021: Catching Technological Waves (UN 2021) 
<https://unctad.org/system/files/official-document/tir2020_en.pdf> accessed 25 May 2021. 
2 Adrian Shahbaz and Allie Funk, ‘The Pandemic’s Digital Shadow’ (2020) <https://freedomhouse.org/report/freedom-net/2020/pandemics-digital-
shadow> accessed 25 May 2021.  
3 Tomiwa Ilori, ‘Data Protection in Africa and the COVID-19 Pandemic: Old Problems, New Challenges and Multistakeholder Solutions’ (2020) 
<https://africanInternetrights.org/sites/default/files/Tomiwa%20Ilori_AfDec_Data%20protection%20in%20Africa%20and%20the%20COVID-
19%20pandemic_Final%20paper.pdf> accessed 25 May 2021.  
4 Andrew Puddephatt, ‘Freedom of Expression and the Internet’ (2014) <https://www.apc.org/sites/default/files/FoE%20online%20v5_vb.pdf> accessed 
25 May 2021. 
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both the right to privacy and freedom of expression are protected under the International Covenant 

and Civil and Political Rights (ICCPR) under Articles 17 and 19.5    

Digital rights challenges are faced in many African countries as they are faced in other countries 

especially concerning the ongoing COVID-19 pandemic.6 In assessing the protection of these basic 

digital rights, African countries have had several guidance on applying international human rights 

standards within their contexts concerning technologies. Through its several mechanisms, the UN 

has continuously improved its standard and norm-setting role concerning various aspects of human 

rights online. It has carried out this role with the various impacts of the COVID-19 pandemic on 

human rights.7 The African Union (AU), especially its human rights system, has also demonstrated its 

commitment from time to time on the importance of protecting both rights in the digital age.8 An 

essential aspect of these is seen in the race to how a generative balance can be achieved concerning 

maximising the benefits of these technologies on the one hand and protecting basic digital rights 

on the other.  

In order to work towards such balance, this report focuses on the intersections of these two basic 

digital rights: protection of personal information which may also be referred to as data protection 

through the right to privacy and the right to freedom of expression online in four African countries, 

Botswana, Ethiopia, Kenya and Nigeria.  This is not to say that other human rights are not required 

to be protected online as digital rights. However, this report focuses on only two within specific 

contexts in African countries and the specific responsibilities of governments. First, it assesses data 

protection through the lens of the right to privacy and the right to freedom of expression online 

while also highlighting the obligations of these countries under the major international and regional 

human rights systems. Lastly, it examines the significant intersections of both rights and how various 

actors, especially State actors, can ensure their protection.  

This report is divided into five broad parts, including the introduction and conclusion. The second 

part focuses on the international human rights standards through major instruments under the UN 

and African human rights systems on the right to freedom of expression online protection of personal 

information. The third part focuses on four country studies, while the fourth part highlights the major 

recommendations for each stakeholder. The fifth part concludes. 

 

 
5 International Covenant on Civil and Political Rights (ICCPR), adopted 16 December 1966, entered into force 23 March 1976, 999 UNTS 171.  
6 Collaboration on International ICT Policy in East and Southern Africa (CIPESA), ‘State of Internet Freedom in Africa 2020: Resetting Digital Rights 
Amidst The Covid-19 Fallout’ (September 2020) <https://cipesa.org/wp-content/uploads/2021/04/The-State-of-Internet-Freedom-in-Africa-2020-
Report.pdf> accessed 25 May 2021. 
7 ‘COVID-19 Guidance’ (OHCHR, 2020) <https://www.ohchr.org/EN/NewsEvents/Pages/COVID19Guidance.aspx> accessed 25 May 2021  
8 ‘COVID-19: governments Must Promote and Protect Access to and Free Flow of Information during Pandemic – International Experts’ (OHCHR, 2020) 
<https://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=25729&LangID=E> accessed 25 May 2021.  
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At its early stage, the UN Human Rights system had principal instruments, including the Universal 

Declaration on Human Rights (the Universal Declaration), the ICCPR and the International Covenant 

on Economic, Social and Cultural Rights (ICESCR).1 While the Universal Declaration is more 

foundational than binding and has attained the status of international customary law, it is the first 

of the three instruments. The ICCPR and ICESCR were the instruments that formalised categorising 

human rights as generational—civil and political rights as contained in the ICCPR and the socio-

economic rights as contained in the ICESCR. Together, these three instruments are referred to as the 

international bill of rights. Primarily, both the right to freedom of expression and privacy enjoy 

protection directly and indirectly under the international bill of rights.  

In order to monitor, implement, and enforce these instruments, the UN has several bodies. These 

include the Human Rights Council, the Office of the High Commissioner for Human Rights, treaty-

monitoring mechanisms such as the Human Rights Committee working through their general 

comments and recommendations, Special Rapporteurs, independent experts, and working groups 

working through their respective thematic focuses on specific rights in their periodic reports. The 

total of these systems, their monitoring and implementation, make up the UN human rights system. 

This part of this report focuses on a number of these systems in protecting the right to freedom of 

expression and the right to privacy in the digital age under the UN and African human rights systems.  

 
1 UN Human Rights Council (UNHRC), ‘The United Nations Human Rights Treaty System, Fact Sheet No. 30/Rev.1’ (2012). 
<https://www.ohchr.org/Documents/Publications/FactSheet30Rev1.pdf> accessed 25 May 2021. 
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Part 2 | Normative standards on the right to freedom of expression and data protection under the UN and African human rights systems 

2.1. The right to freedom of expression online under the UN human rights system 

The importance of freedom of expression, especially in the digital age, has been noted as central to 

democratic development everywhere, including in African countries.2 Its role in human and social 

development and ensuring the protection of other human rights emphasise the need to ensure its 

protection. The right to express is not limited to one-way oral communication but also includes 

writings, artistic liberty, academic freedom, political and unpopular speech.3 It, however, does not 

include harmful speech that puts others in fear of their lives and is linked to discrimination, hostility 

or violence as the right to freedom of expression is not an absolute right—it can be limited both to 

protect the rights of others and public interests. It forms one of the bases for limiting the right to 

freedom of expression under international human rights law.  

While other instruments provide for the right, Article 19 of the ICCPR is one of the rights' primary 

instruments under international human rights law. It provides that: 

“ 
(1) Everyone shall have the right to hold opinions without interference. 

 

(2) Everyone shall have the right to freedom of expression; this right shall include freedom to seek, receive and 

impart information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the 

form of art, or through any other media of his choice. 
 

(3) The exercise of the rights provided for in paragraph 2 of this Article carries with it special duties and 

responsibilities. It may therefore be subject to certain restrictions, but these shall only be such as are 

provided by law and are necessary: 
 

(a) For respect of the rights or reputations of others; 
 

(b) For the protection of national security or of public order (ordre public), or of public health or morals. 

” 

The right is also provided for under Article 19 of the Universal Declaration, other UN human rights 

treaties, regional human rights instruments, and most States’ constitutions.4 This provision is with 

the attendant obligations by member states to respect, protect, and fulfil the right's realisation. Even 

though states party to the ICCPR have the mandate to protect the right, its interpretation under 

Article 19 has been interpreted to also include the responsibilities of businesses to ensure that this 

right is protected in the course of their commercial activities.5  

Generally, in limiting the right, such limitation must not only be provided for by a law that is 

sufficiently clear, precise and accessible, especially with the extent of restriction, but they must also 

be legitimate based on the examples given under Article 19(3) of the ICCPR. In addition to this, such 

restrictions should be such that they are necessary in a democratic society and not a whimsical or 

 
2 African Commission on Human and Peoples’ Rights (ACHPR), ‘Resolution on the Right to Freedom of Information and Expression on the Internet in 
Africa’  (4 November 2016) ACHPR/Res.362(LIX)2016. 
3 Wj Van Vollenhoven, ‘The Right to Freedom of Expression: The Mother of Our Democracy’ (2016) 18 Potchefstroom Electronic Law 
Journal/Potchefstroomse Elektroniese Regsblad 2299, 2302. 
4 Some of the human rights treaties that also provide for the right to freedom of expression include International Convention on the Elimination of All 
Forms of Racial Discrimination (ICERD), Convention on the Rights of the Child (CRC), Convention on the Rights of Persons with Disabilities (CRPD), 
International Convention on the Protection of the Rights of All Migrant Workers and Members of Their Families (ICMW), see ‘Core International 
Instruments’ (OHCHR) <https://www.ohchr.org/en/professionalinterest/pages/coreinstruments.aspx> accessed 26 May 2021.. 
5 UNHRC, ‘Guiding Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy” Framework’ (2011); 
UNHRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression’ (6 April 2018) UN Doc 
A/HRC/38/35  
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arbitrary limitation, whether by state or non-state actors. Finally, the limitation must also be 

proportionate to the harm being sought to be neutralised and should not render the enjoyment of 

the right completely nugatory. In essence, for the right to freedom of expression to comply with 

international human rights law standards, it must be legal, legitimate, necessary and proportionate.  

These three requirements are non-negotiable and should be complied with at the same time to 

qualify as being compliant with international human rights standards—they are cumulative and 

jointly applicable in restricting the right to freedom of expression, whether online or offline. Given 

this background, several topical issues, especially concerning digital technologies, require applying 

these restrictions, including hate speech online, information disorder, platform regulation, network 

disruptions, and intermediary liability.  

2.1.1.  Hate speech online  

Whether online or offline, hate speech has a special and tenuous relationship concerning the right 

to freedom of expression. It is one of the only universally acceptable bases for the limitation of the 

right. While most international human rights instruments do not explicitly define it, States are 

encouraged to regulate its form and use it in various contexts. As provided for under Article 20,  

“ 
(1) Any propaganda for war shall be prohibited by law. 

 

(2) Any advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility 

or violence shall be prohibited by law. 

” 
The United Nations Strategy and Plan of Action on Hate Speech6 defined hate speech as: 

“ 
any kind of communication in speech, writing or behaviour that attacks or uses pejorative or discriminatory 

language with reference to a person or a group on the basis of who they are, in other words, based on their 

religion, ethnicity, nationality, race, colour, descent, gender or other identity factor. 

” 
While hate speech is accepted as a basis for limitation of the right, it also comes with higher 

responsibilities in determining whether a speech can be limited based on it being hate speech. As 

pointed out earlier, each restriction on the right to freedom of expression must comply with the 

three-part test. Concerning hate speech as a limitation, States and non-State actors like Internet 

intermediaries have also been required to consider six other factors to determine whether a speech 

is harmful enough to become hate speech. The six factors are: 

(a) The ‘social and political context prevalent at the time the speech was made and 

disseminated’;  

 

(b) The status of the speaker, ‘specifically the individual’s or organisation’s standing in the 

context of the audience to whom the speech is directed’; 

 

 
6 United Nations Office on Genocide Prevention and the Responsibility to Protect, ‘United Nations Strategy and Plan of Action on Hate Speech’ 
<https://www.un.org/en/genocideprevention/hate-speech-strategy.shtml> accessed 26 May 2021. 
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(c) Intent, meaning that ‘negligence and recklessness are not sufficient for an offence under 

Article 20 of the Covenant’, which provides that mere distribution or circulation does not 

amount to advocacy or incitement;  

 

(d) Content and form of the speech, in particular ‘the degree to which the speech was 

provocative and direct, as well as the form, style, nature of arguments deployed’;  

 

(e) Extent or reach of the speech act, such as the ‘magnitude and size of its audience’, 

including whether it was ‘a single leaflet or broadcast in the mainstream media or via the 

Internet, the frequency, the quantity and the extent of the communications, whether the 

audience had the means to act on the incitement’; and  

 

(f) Its likelihood, including imminence, meaning that ‘some degree of risk of harm must be 

identified’, including through the determination (by courts, as suggested in the Plan of 

Action) of a ‘reasonable probability that the speech would succeed in inciting actual action 

against the target group’.7  

In distinguishing hate speech from other forms of speech, the UN report prepared by the Special 

Rapporteur on the promotion and protection of the right to freedom of opinion and expression (the 

UN Special Rapporteur)8 noted that: 

“ 
A person who is not advocating hatred that constitutes incitement to discrimination, hostility or violence, for 

example, a person advocating a minority or even offensive interpretation of a religious tenet or historical event, 

or a person sharing examples of hatred and incitement to report on or raise awareness of the issue, is not to 

be silenced under Article 20 (or any other provision of human rights law). Such expression is to be protected 

by the State, even if the State disagrees with or is offended by the expression. There is no ‘heckler’s veto’ in 

international human rights law. 

” 
Particularly concerning regulating hate speech online, States have been advised by the UN human 

rights mechanisms that other alternative regulation methods like education, counter-speech, 

promotion of pluralism, and so forth address hateful speech that does not constitute an incitement 

to discrimination, hostility, or violence. They are also required not to impose special or different 

categories of offences for hate speech online and offline as the same human rights protection should 

apply to both instances. As most States tend to do, the report stated that governments should not 

demand—through legal or extra-legal threats—that intermediaries take action that international 

human rights law would bar States from taking directly. 

2.1.2.  Information disorder 

In times of crisis, access to valuable and authentic information can be the difference between wellness 

and illness, and this access could be a matter of life or death. However, individuals are inundated 

with a barrage of false and even harmful information courtesy of their information ecosystem. Such 

information pollution is often referred to as information disorder. Information disorder can be 

 
7 UN General Assembly (UNGA), ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and 
Expression’ (9 0ctober 2019) UN Doc A/74/486 para 14. 
8 Ibid. 
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described in three primary ways, which are misinformation, disinformation and malinformation.9 

Sharing false information without the intent to cause harm referred to as misinformation, is as 

common as sharing false information to cause harm which is referred to as disinformation. 

Malinformation, also known as propaganda, often shares part-information, which is not necessarily 

false but targeted at manipulating opinions. While all these three forms may harm, the intent is the 

primary distinguishing factor between the three. 

While commenting on trends relating to permissible restrictions under Article 19(3), the UN Special 

Rapporteur noted an ‘all-too-common world view that imagines words as weapons.’10 He explained 

that although expressions can lead to legally reproachable harms, the shared imagination of 

expression as weapons should be discouraged. Therefore, in line with General Comment No. 34 

(2011), the Special Rapporteur submitted that: 

“ 
(a) The phrase ‘duties and responsibilities’ do not imply any additional layer of permission for the state to hide 

behind the repression of the right to freedom of expression in terms of state obligations under the ICCPR; 

(b) The ‘duties and responsibilities’ envisaged under the Article 19(3) restrictions create an individual 

responsibility to fellow individuals within the State and not to the State itself because they are intended as 

necessary and lawful restrictions to protect the specified wellbeing of other individuals or the public in 

general; 

(c) The tripartite principles of lawfulness, specificity and necessity are not negotiable for enforcing the 

derogations.  

” 
In her most recent report on the right to freedom of expression and disinformation, the UN Special 

Rapporteur noted that in order to combat information disorder, a more multi-stakeholder approach 

is required. Such an approach would be such that States abstain from using criminal laws to punish 

disinformation and that non-State actors focus more on ensuring more transparency and 

accountability of their activities.11 

Therefore, States must not target journalists, media houses, news organisations and even private 

individuals. Rather than resort to needless prosecution for criminal defamation, raiding of media 

houses, arrest of journalists for journalistic undertakings, States are encouraged to develop advocacy 

programs targeted at the sensitisation and education of Internet platforms users on the dangers of 

information disorder. 

2.1.3.  Platform regulation and intermediary responsibility  

Before the COVID-19 pandemic, social media platforms played an essential role in shaping online 

speech. Since the pandemic and the intermittent lockdowns that have now become the norm, the 

role of platforms as the avenue for individual and collective expression has become all the more 

important. However, the widespread prevalence of information disorder, online abuse, online 

 
9 Mmegi Online ‘From Pandemic to Infodemic: Countering Disinformation amid COVID19’ (Freedom of Expression, 4 June 2020) 
<https://www.coe.int/en/web/freedom-expression/information-disorder/-/most_viewed_assets/cry1jujZvJxO/content/from-pandemic-to-infodemic-
countering-disinformation-amid-covid19> accessed 26 May 2021.  
10 UNGA, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression’ (6 September 2016) 
UN Doc A/71/373 para 3. 
11 UNHRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Irene Khan’ (13 April 
2021) UN Doc A/HRC/47/25. 
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harassment and other online harms with far-reaching adverse effects have increased the need for 

regulating the activities on social media platforms. Although major stakeholders such as 

governments, civil society and users have insisted that platforms need more regulation, such 

regulation must be right-respecting.12       

To achieve the right-respecting regulation of platforms, the UN Special Rapporteur has stated that 

States and social media platforms need to create a delicately balanced relationship of mutual checks 

and balances. On their part, States must minimise surveillance and censorship activities, and social 

media companies must desist from enabling any illegitimate restriction of the right to freedom of 

expression through the censorship activities of states.13 On their part, States should ensure that the 

achievement of the legitimate aim of profit-making by social media companies does not come at the 

expense of users' rights. Furthermore, to assist companies with regulation, States are required to 

adopt and review rules regarding intermediary liability for digital intermediaries such as social media 

platforms, Internet Service Providers (ISPs), digital news organisations, video streaming platforms 

and other similar digital entities whose digital infrastructure enable the dissemination of 

expressions.14 

Digital intermediaries are also enjoined to adopt a proactive, hands-on approach to ensuring that 

expressions on their platforms are in line with prescribed international human rights standards. As 

soon as it is practicable and reasonable to do so, they should create independent review mechanisms 

to oversee the compliance of their internal mechanism regarding compliance with international 

human rights standards regarding platform regulation. Furthermore, they must neither encourage 

nor enable wanton censorship of expressions on their platforms by state or non-state actors.   

2.1.4.  Network disruptions 

Given the new realities of our world today, the right to freedom of expression online may now be 

said to include the right to uninterrupted access to the Internet. Aside from being a medium of 

expression, the Internet has also become an essential tool for ensuring affordable and inclusive 

education globally. Therefore, the disruption of access to the Internet creates an undesirable divide, 

representing a restriction to the right to freedom of expression.  

In resolution A/HRC/RES/32/13, the Human Rights Council states that the prevention or disruption 

of access to or dissemination of information online violates international human rights law.15 

Individuals should have access to a medium of expression of their own choice online, and no harm 

should befall them to exercise such freedom. Hence, the Internet in every State must remain open, 

free, undisrupted and unhindered. Regarding the disruption of the Internet in some States, the 

Human Rights Council condemned, 

“ 
unequivocally measures to intentionally prevent or disrupt access to or dissemination of information online in 

violation of international human rights law, and calls upon all States to refrain from and cease such measures.16 

” 

 
12 Charles Bradley and Richard Wingfield, ‘A Rights-Respecting Model of Online Content Regulation by Platforms’ (Global Partners Digital 2018). 
13 UNGA (n 15) 286. 
14 Ibid. 
15 UNHRC, ‘Resolution Adopted by the Human Rights Council on 1 July 2016’ (18 July 2016) UN Doc A/HRC/RES/32/13 
16 Ibid para 10. 
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Therefore, States are required to promote the development, expansion and protection of online 

frontiers in their respective jurisdictions to facilitate more access to the Internet rather than stifle it. 

In promoting and expanding Internet access, states are encouraged to adopt an all-inclusive and 

broadly consultative approach to formulate their policies regarding universal access to the Internet 

and the enjoyment of human rights. Rather than clamp down on online expression through the 

disruption of Internet access, States are advised to devise means of ensuring that the Internet is 

utilised to encourage citizen participation in public life. 

Civil society groups are also encouraged to interface and advise the government on the methods 

and means of ensuring a more inclusive Internet. Civil society must engage with the government in 

this regard whenever the government requests observations for framing policies regarding the 

Internet and the freedoms and rights. The academia, research and development bodies with the 

technical expertise necessary to navigate the murkier aspects of balancing rights with regulation 

should spearhead thought leadership in this regard.   

2.2. The right to privacy and the protection of personal information under the UN 

human rights system 

The right to privacy is also one of the rights guaranteed by the Universal Declaration, the ICCPR and 

other major human rights treaties. The Universal Declaration and the ICCPR provisions are similar 

except for the introduction of lawful restriction to the right by the ICCPR. Since the legal status of 

the Universal Declaration is unbinding, and its provision is the same as that of the ICCPR, examination 

of the right to privacy under this report focuses on the ICCPR, which is binding on the States party 

to it. Article 17 of the ICCPR provides that: 

“ 
(1) No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or 

correspondence, nor to unlawful attacks on his honour and reputation.  

 

(2) Everyone has the right to the protection of the law against such interference or attacks. 

” 
This provision of the ICCPR guarantees two notable aspects of the right: the right to privacy and the 

protection of the law whenever the right suffers arbitrary interference or attacks.  

According to the United Nations Human Rights Council (UN HRC) in its General Comment 16, the 

provision against unlawful and arbitrary attacks means that States have an obligation to provide a 

constitutional guarantee for this right and ensure effective and adequate access to a court of law for 

redress if the violation occurs. Although this provision guarantees only against ‘unlawful 

interference’, it must pass a two-pronged test for any interference to be lawful. The first test is that 

such interference is the basis of the law of the land, and such law is cognizant of and respects the 

aims and objectives of the ICCPR.17 The second test is against the arbitrariness of interference, which 

means that even where interference is done lawfully, if such interference is arbitrary, it violates 

international human rights law.  

 
17 UNHRC, ‘General Comment No. 16: Article 17 (Right to Privacy), The Right to Respect of Privacy, Family, Home and Correspondence, and Protection of 
Honour and Reputation’ (8 April 1988) UN Doc HRI/GEN/1/Rev.9 (Vol 1) para 3. 
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Therefore, States are to ensure the legal protection of this right from both state and non-state actors 

and afford legal redress in the advent that violation of the right to privacy occurs.18 States also have 

an obligation to ensure that any interference with the right must pass the two-pronged test; 

otherwise, it violates international human rights law. They are also expected to set up national 

authorities to oversee the implementation and monitoring of national laws on privacy and create a 

mechanism for airing grievances and complaints.19 In order to ensure that such interference is not 

arbitrary, the twin principles of necessity and proportionality must have been complied with 

demonstrably.  To ensure that the right to privacy under the ICCPR is cognizant of developments in 

the digital age, the UN Special Rapporteur on the right to privacy reviews the framework of States 

about their policies and practices on the collection of personal data, surveillance and interception of 

digital communication.20  

2.3. The right to freedom of expression online under the African human rights 

system 

While the ICCPR is more universal in its scope, the African Charter is the region's most primary human 

rights instrument. All African countries are party to it and therefore have obligations to protect the 

rights provided under it, including the right to freedom of expression online and protection of 

personal information. It is noteworthy that even though the protection of personal information is not 

explicitly provided for in the African Charter, the African Commission on Human and Peoples’ Rights 

(ACHPR), understanding the need to protect the right has through its mandate to promote and 

protect the rights contained in the African Charter made provisions concerning protecting personal 

information. 

The African Charter guarantees freedom of expression and the dissemination of opinions for all 

African peoples. It guarantees the freedom to express, disseminate and receive information on the 

continent. Article 9 of the African Charter provides that: 

“ 
(1) Every individual shall have the right to receive information. 

 

(2) Every individual shall have the right to express and disseminate his opinions within the law. 

” 
To assist States in meeting their obligations, the ACHPR has developed a body of soft laws. These 

include the Model Law on Access to Information for Africa 2013 (the Model Law), Guidelines on 

Access to Information and Elections in Africa 2017 (the Guidelines), and the revised Declaration of 

Principles on Freedom of Expression and Access to Information in Africa 2019 (the revised 

Declaration).  

The Model Law is prepared in the form of a ready-to-use right-respecting Act that may be adapted 

to suit the contextual needs of State parties in the creation of their respective laws and policies on 

access to information.21 It generally foregrounds the principles to govern access to information within 

 
18 Ibid.  
19 UNHRC, ‘General Comment No 16’ (n 25) para 16. 
20 UNHRC, ‘Report of the Special Rapporteur on the Right to Privacy’ (6 September 2017) UN Doc A/HRC/34/60. 
21 ACHPR, ‘Model Law on  Access to Information  for Africa’ (2013) 
<https://www.chr.up.ac.za/images/researchunits/dgdr/documents/resources/model_law_on_ati_in_africa/model_law_on_access_to_infomation_en.pd
f> accessed 25 May 2021. 
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the control of both public and private bodies.22 It makes provisions for acceptable exemptions to 

access,23 and it provides an internal review mechanism for such decisions.24 It establishes an 

independent oversight mechanism to proof the internal review mechanism,25 and as an additional 

layer of protection, it makes room for the judicial review mechanism for ensuring overall compliance. 

Although the Model Law is not binding, it is a viable tool for member states to formulate their laws 

and policies regarding the right of access to information. Therefore, States are encouraged to adapt 

it in both form and spirit.  

The Guidelines address the link between access to information and political participation through 

elections. It underlines the importance of the right to access information as a component of Article 

9 and a very important tool in facilitating informed participation in elections.26 It foregrounds the 

necessity of proactive disclosures of information regarding elections by eight major stakeholders, 

including (a) Authorities responsible for appointing the Election Management Bodies; (b) Election 

Management Bodies; (c) Political Parties and Candidates; (d) Law Enforcement Agencies; (e) Election 

Observers and Monitors; (f) Media and Online Media Platform Providers; (g) Media Regulatory Bodies; 

and (h) Civil Society Organisations. Finally, subject to some legitimate exemptions, it offers direction 

on ensuring the implementation of safeguard measures.  

In addition, the African Commission on Human & People’s Rights adopted Resolution 326 Resolution 

on the Right to Freedom of Information and Expression on the Internet in Africa in 2016.27 The 

resolution: 

“ 
(1) Calls on States Parties to respect and take legislative and other measures to guarantee, respect and protect 

citizen’s right to freedom of information and expression through access to Internet services; 

 

(2) Urges African citizens to exercise their right to freedom of information and expression in the Internet 

responsibly; 

 

(3) Encourages the Special Rapporteur of Freedom of Expression and Access to Information in Africa to take 

note of developments in the Internet age during the revision of the Declaration of Principles on Freedom of 

Expression in Africa, which was adopted by the Commission by 2002; and  

 

(4) Urges State Parties, civil society and other stakeholders to collaborate with the Special Rapporteur by 

contributing to the process of revising the Declaration to consider Internet rights. 

” 
In consonance with subsection 3 above and after taking cognisance of digital and technological 

advancements, innovations and the modern challenges, the ACHPR adopted the African 

Declaration.28 The African Declaration—a ‘soft law’ comprising a set of principles addresses the right 

to freedom of expression online.29 The African Declaration restates that the freedom of expression 

 
22 Ibid Part II, of the Model Law 
23 Part III of the Model Law 
24 Part IV of the Model Law 
25 Part V of the Model Law 
26 ACHPR, ‘Guidelines on Access to Information and Elections in Africa’ (2017) 
<https://www.achpr.org/public/Document/file/English/guidelines_on_access_to_information_and_elections_in_africa_eng.pdf> accessed 25 May 2021. 
27 ACHPR /Res.362(LIX) 2016, (n 10).  
28 ACHPR, ‘Declaration of Principles on Freedom of Expression and Access to Information in Africa’ (2019) 
<https://www.achpr.org/legalinstruments/detail?id=69> accessed 25 May 2021. 
29 Part II-IV of the African Declaration 
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is ‘a fundamental and inalienable human right and an indispensable component of democracy.’30 

Principle 1 restates the obligations of Party States under Article 9 of the African Charter that: 

“ 
(1) Freedom of expression and access to information are fundamental rights protected under the African Charter 

and other international human rights laws and standards. The respect, protection and fulfilment of these 

rights is crucial and indispensable for the free development of the human person, the creation and nurturing 

of democratic societies and for enabling the exercise of other rights.  

 

(2) States Parties to the African Charter (States) shall create an enabling environment for the exercise of freedom 

of expression and access to information, including by ensuring protection against acts or omissions of non-

State actors that curtail the enjoyment of freedom of expression and access to information 

” 
Aside from making laws and policies that ensure the actions or inaction of state agencies are 

conducive to the enjoyment of the right, States must also ensure that the actions or omissions of 

non-state actors do not infringe upon the right. For example, the Indiscriminate arrest of journalists, 

Gestapo raids of media houses, criminalisation of journalistic endeavours, seizure of media 

equipment, and a clampdown on media coverage of any kind constitutes an infringement upon the 

right to freedom of expression. Therefore, States have an obligation to take positive actions that 

ensure media independence,31 diversity, and pluralism32 that guarantees the safety of media 

practitioners and journalists.33  

In addition to protecting the freedom of expression offline, States have an additional obligation to 

protect the right to freedom of expression online. Principle 37 of the African Declaration guarantees 

the right to freedom of expression online. Furthermore, it provides that access to the Internet is 

necessary for the enjoyment of this right. Therefore, State parties have an obligation to ensure that 

individuals have universal, equitable, meaningful, and affordable access to the Internet to enjoy their 

right to freedom of expression and access to information online.34 Therefore, States must ensure that 

the Internet remains an open, free and non-discriminatory medium for exchanging information and 

expression.35 

2.3.1.  Hate speech online  

Although the African Charter recognises the right to freedom of expression, the African Declaration 

prohibits speech that advocates racial, religious or discriminatory hatreds capable of inciting hostility, 

violence and discrimination against people. This is in line with the restrictions espoused under Article 

19(3) of the ICCPR. Principle 23 of the African Declaration provides that: 

“ 
(1) States shall prohibit any speech that advocates for national, racial, religious or other forms of discriminatory 

hatred which constitutes incitement to discrimination, hostility or violence.  

 

 
30 Principle 10 of the African Declaration 
31 Principle 12 of the African Declaration 
32 Principle 11 of the African Declaration 
33 Principle 20 of the African Declaration 
34 Principle 37. of the African Declaration 
35 See the African Declaration on Internet Rights and Freedoms <https://africanInternetrights.org/sites/default/files/African-Declaration-English-
FINAL.pdf> 
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(2) States shall criminalise prohibited speech as a last resort and only for the most severe cases. In determining 

the threshold of severity that may warrant criminal sanctions, States shall take into account the:  

(a) prevailing social and political context;  

(b) status of the speaker in relation to the audience;  

(c) existence of a clear intent to incite;  

(d) content and form of the speech;  

(e) extent of the speech, including its public nature, size of audience and means of dissemination; and  

(f) real likelihood and imminence of harm.  

 

(3) States shall not prohibit speech that merely lacks civility or which offends or disturbs. 

” 
In effect, the African Declaration imposes an obligation on States to prohibit hate speech or other 

expressions of hatred that incite discrimination, hostility or violence both online and offline. It also 

imposes an obligation on States to move from prohibition to criminalisation whenever the severity 

threshold of such hate speech warrants it. It is important to stress that before criminalisation; States 

are encouraged to explore other forms of liability and may only resort to the criminalisation in the 

severest cases and as a last resort. States and civil society must work together to enlighten and 

educate individuals on the importance of shunning hate speech in online and offline expressions. 

Civic studies in schools should include subjects such as tolerance, inclusion, pluralism, and the 

management of inter-personal expressions in diverse societies should be promoted.     

2.3.2.  Information disorder  

The continuing penetration of Internet access and digital platforms in African countries has enabled 

individuals access to far-reaching platforms to disseminate information and express their ideas. 

People no longer look to traditional media for their information. Journalists are no longer the only 

source of information, and private individuals are performing the function of disseminating 

information at a hitherto unimaginable scale and rate. This has had positive effects on commerce, 

trade, politics, polity and economies. However, it has also enabled the exchange of real and ‘fake 

news’ at a hitherto impossible rate and speed. In the wake of this newfound capacity, the magnitude 

of Africa’s ‘fake news’ challenge has been dubbed an ongoing disinformation crisis.36 However, ‘fake 

news’ cannot become a tool for creating indiscriminate, disproportionate and unnecessary laws that 

negatively affect digital rights and the freedom of expression online.  

With respect to how States should approach issues of false information issues of ‘fake news’, the 

African Declaration provides for the nature of criminal measures concerning the right to freedom of 

expression. It provides that: 

“ 
(1) States shall review all criminal restrictions of content to ensure that they are justifiable and compatible with 

international human rights law and standards.  

 

(2) States shall repeal laws that criminalise sedition, insult and publication of false news.  

 

(3) States shall amend criminal laws on defamation and libel in favour of civil sanctions which must themselves 

be necessary and proportionate.  

 

 
36 Dumisani Moyo, Admire Mare and Hayes M. Mabweazara, ‘Editorial: Social Media, the Press, and the Crisis of Disinformation in Africa’ (2020) 46 
Communication 1 DOI: 10.1080/02500167.2020.1862966 
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(4) The imposition of custodial sentences for the offences of defamation and libel are a violation of the right to 

freedom of expression.  

 

(5) Freedom of expression shall not be restricted on public order or 18 national security grounds unless there 

is a real risk of harm to a legitimate interest and there is a close causal link between the risk of harm and 

the expression. 

” 
2.3.3.  Platform regulation and intermediary liability  

The African human rights system understands and appreciates that reality in a plural, diverse society 

might require regulation of expressions through digital platforms. However, the African system 

favours self-regulation by media companies. In addition to self-regulation, co-regulation might be 

added to provide an additional layer of safety and guarantee. Principle 16 of the African Declaration 

provides that 

“ 
(1) States shall encourage media self-regulation which shall be impartial, expeditious, cost-effective, and 

promote high standards in the media.  

 

(2) Codes of ethics and conduct shall be developed by the media through transparent and participatory 

processes and shall be effectively implemented to ensure the observance of the highest standards of 

professionalism by the media.  

 

(3) Co-regulation may also be encouraged by States as a complement to self-regulation, founded on informed 

collaboration between stakeholders including the public regulatory authority, media and civil society 

” 
In effect, States have an obligation to encourage self-regulation by media platforms. Media platforms 

must ensure that such self-regulation does not clamp down on just any offensive speech. Rather, 

they must ensure the development of self-regulating mechanisms, including codes of conduct and 

ethics, which are implemented in line with international human rights law and standards. The states 

also have an obligation to create an enabling environment for co-regulation to thrive. Therefore, 

where co-regulation is to be adopted, the triad of media, civil society and public regulatory authority 

should all be involved. In order to ensure the effective regulation of platforms, states have an 

obligation not to mandate Internet platforms to monitor content on their platform proactively.37 

Where monitoring becomes necessary, states must ensure that platforms mainstream human rights 

in such monitoring. Therefore, transparency, access and accountability must be the guiding 

principles. 

States also have an obligation to ensure that any such public regulatory authority must be 

independent and accountable to the public in general. The most preferred model is a multi-

stakeholder model. The multi-stakeholder model ensures that the most proximate stakeholders are 

involved in creating, developing, and enforcing norms and rules that guide and guard the Internet.  

2.3.4. Network disruptions  

Network disruption is a major form of censorship in some African countries. Several African Countries 

have adopted it, making it a go-to tool for the stifling of digital rights, including the freedom of 

 
37 Principle 39. of the African Declaration. 
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expression. While governments have given reasons for shutting Internet access, like ensuring public 

order or protecting against online harms, African states have an obligation under international 

human rights law and the African human rights system not to disrupt or tamper with Internet access. 

Principle 38 of the African Declaration provides that, 

“ 
(1) States shall not interfere with the right of individuals to seek, receive and impart information through any 

means of communication and digital technologies, through measures such as the removal, blocking or 

filtering of content, unless such interference is justifiable and compatible with international human rights 

law and standards.  

 

(2) States shall not engage in or condone any disruption of access to the Internet and other digital technologies 

for segments of the public or an entire population.  

 

(3) States shall only adopt economic measures, including taxes, levies and duties, on Internet and information 

and communication technology service end-users that do not undermine universal, equitable, affordable 

and meaningful access to the Internet and that are justifiable and compatible with international human rights 

law and standards. 

” 
In addition, Principle 38 guarantees freedom of expression through digital technologies by outlawing 

any interference and disruption of the Internet. Aside from ensuring the freedom to express and its 

essence, Principle 38 also seeks to ensure that dissent is neither stifled nor dies in darkness. It is 

imperative to note that Principle 38 recognises ‘justifiable interference’ only when it aligns with 

international human rights law and standards. 

States also have an obligation to ensure that they do not interrupt or disrupt Internet access directly 

or indirectly. Under the Guidelines, Principles 26 and 27 provides that: 

“ 
(26) The body responsible for regulating the broadcast media and any other relevant national security, public or 

private body involved in the provision of telecommunication services shall refrain from shutting down the 

Internet, or any other form of media, during the electoral process.  

 

(27) In exceptional cases in which a shutdown may be permissible under international law, the reasons for any 

shutdown shall be proactively disclosed. Such limitation shall:  

(a) Be authorised by law;  

(b) Serve a legitimate aim; and  

(c) Be necessary and proportional in a democratic society.  

” 
In addition to this, they must not adopt policies that can constitute economic roadblocks to 

‘universal, equitable, affordable and meaningful access to the Internet.’ They are also required to 

refrain from indiscriminate, unreasonable and unjustifiable levies, duties and taxes that could 

increase the cost of Internet access.  

ISPs must not condone subversion by ensuring that any network disruption or interruption is 

justifiable under international human rights law and standards. For such to be justifiable, such 
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interference must be provided for by law to serve a legitimate aim. Moreover, such a law must be 

necessary and proportionate to achieve such aim in a democratic society.38     

2.4. The right to privacy and protection of personal information under the African 

human rights system 

Principle 40 of the African Declaration requires States to guarantee the right to privacy, the 

confidentiality of communication and the protection of personal information within their respective 

jurisdictions.39 It expects States to guarantee privacy through anonymisation and pseudonymisation 

of communication, including on the Internet, to safeguard against any third-party intrusion into 

private communication.40 It prohibits the Party States from adopting any measures that might weaken 

the security architecture for ensuring the enjoyment of privacy in digital communication and obligates 

the Party States to ensure that right-protecting measures regarding this align with international 

standards.41 Principle 40 provides that: 

“ 

(1) Everyone has the right to privacy, including the confidentiality of their communications and the protection 

of their personal information.  

 

(2) Everyone has the right to communicate anonymously or use pseudonyms on the Internet and to secure the 

confidentiality of their communications and personal information from access by third parties through the 

aid of digital technologies.  

 

(3) States shall not adopt laws or other measures prohibiting or weakening encryption, including backdoors, 

key escrows and data localisation requirements, unless such measures are justifiable and compatible with 

international human rights law and standards. 

” 
Although the only lawful basis provided for processing is consent, the African Declaration 

encapsulates the important principles of fairness, limitation to the specified purpose, lawfulness, 

accuracy, confidentiality and transparency. Moreover, its provisions regarding the rights of data 

subjects, such as the right to information, objection, rectification, portability and safeguards against 

child sexual abuse and state obligations to ensure availability of remedies for breach, appear to be 

in tandem with international standards. 

In addition to the Declaration, Chapter II of the African Union Convention on Cybersecurity and 

Personal Data (Malabo Convention) 2014 also foregrounds the protection of personal data.42 The 

rights-focused and principles-based Malabo Convention creates an obligation for the Party States to 

guarantee the rights of data subjects through the principles of fairness, transparency and 

legitimacy.43 Although the Malabo Protocol has not yet come into effect and is currently not binding, 

it provides States with a readily available legislative framework for protecting personal data in their 

 
38 Principle 9 of the African Declaration 
39 Principle 40(1) of the African Declaration 
40 Principle 40(2) of the African Declaration 
41 Principle 40 (3) and 42 (1).  
42 African Union Convention on Cyber Security and Personal Data Protection (2014) (Malabo Convention) 
<https://au.int/sites/default/files/treaties/29560-treaty-0048_-_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf> 
accessed 25 May 2021. 
43 Chapter II, Articles 13, 16-19 of the Malabo Convention 
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respective jurisdictions.44 However, the data protection landscape across the African continent in 

individual countries is still nascent.45 Almost half of all African States have neither the legal nor the 

institutional framework for data protection. Botswana, Ethiopia, Kenya and Nigeria are currently not 

signatories to the Malabo Convention.46  

2.5. Intersection of the right to freedom of expression online and the protection of 

personal information 

The major features of human rights are not only that they are indivisible, interdependent and 

interrelated, but it is also that a number of them are often required to be balanced against the rights 

of others and public interests.  Substantive human rights like the right to privacy, protection of 

personal information and freedom of expression online generate new correlations when examined 

interrelatedly and require more delicate balancing against the rights of others and public interests.  

In this regard, the right to freedom of expression online and protection of personal information in 

the digital age can be seen as two sides to the same coin. Considering digital rights as the coin, 

both rights are perhaps the most affected human rights online today. Together with this is the fact 

that they mutually reinforce each other in the way they are enjoyed and violated. The use of digital 

technologies has made the protection of both rights an important need due to the hunger for more 

data and communication, which unfortunately knows neither boundaries nor limits. In particular, 

State actors in some African countries have as a result of ‘function creep’, overstepped the limits of 

privacy of private citizens afforded them under the law while also encroaching on the rights of 

individuals to express themselves. They have also been joined by various businesses that develop 

rights-averse technologies and, as a result, violate the rights of the average online user. These 

challenges can be examined through three major intersections of both rights: media freedoms, right 

to be forgotten, and encryption and anonymity.  

2.5.1. Media freedoms  

Perhaps, one of the most defining aspects of the relationship between the right to freedom of 

expression and data protection is the freedom of the press. In many African countries, the 

relationship between State actors and the press has always been tenuous. This is due to the role 

performed by most press outfits as the ‘fourth realm’ of the State, which often seeks to hold power 

accountable. Therefore, where States do not see press outfits and media practitioners as inimical to 

state development, their privacy is often monitored, including personal correspondences.47 In most 

instances, it is the combination of the press being seen as pervasive and their privacy being routinely 

violated.  

Given the nature of new technologies, today and the growing evidence and powers of States in 

amassing and deploying them, the press in most African countries is now faced with bigger 

existential threats not only to the right to privacy but also to their ability to freely express themselves 

to fully carry out their responsibilities. In Nigeria, Uganda, South Africa and many other African 

 
44 See Article 6 of the Malabo Convention; Deloitte, ‘Privacy is Paramount: Personal Data Protection in Africa’ (2017) 
<https://www2.deloitte.com/content/dam/Deloitte/za/Documents/risk/za_Privacy_is_Paramount-Personal_Data_Protection_in_Africa.pdf> accessed 26 
May 2021. 
45 Ilori (n 3). 
46 African Union, ‘List of Countries Which Have Signed, Ratified/Acceded To The 
African Union Convention On Cyber Security And Personal Data Protection’ (18 June 2020) <https://au.int/sites/default/files/treaties/29560-sl-
AFRICAN%20UNION%20CONVENTION%20ON%20CYBER%20SECURITY%20AND%20PERSONAL%20DATA%20PROTECTION.pdf> accessed 25 May 2021. 
47 Susana Sampaio-Dias, Hayes Mawindi Mabweazara, Judith Townend & Idil Osman ‘Practices, Policies and Regulation in African Journalism: Mapping a 
Research Agenda’ (2019) 40 African Journalism Studies 3, 1-9, DOI: 10.1080/23743670.2019.1750197.  
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countries, journalists, media outfits, and the press, in general, are being hounded through extra-

legal means.48 This is made possible in part due to the use of intrusive technologies to monitor their 

personal activities indiscriminately and, as a result, infringing both on their personal data and their 

right to freedom of expression.49 The responsibility of the ‘fourth realm’ of the State, to serve as the 

conduit between the governed and the government, is therefore poisoned with unchecked States’ 

arbitrary monitoring of media practitioners, which in turn gradually withers off the essence of the 

press. 

In addition, human rights defenders have also come under threat due to violations of their personal 

information and their rights to freedom of expression. Several African states are renowned for 

investing heavily in surveillance equipment to monitor the activities of government critics, who are 

also often human rights defenders.50 Furthermore, just like media practitioners, the personal 

information and, even in some cases, the residences of these persons are violently and arbitrarily 

broken into by State agents with personal effects carted away.51 As a result, personal information is 

retrieved without authorisation, and a chilling effect is forced on these persons to exercise their right 

to freedom of expression. All of these point to the growing and arbitrary powers of States in violating 

the rights to freedom of expression and personal information of the press and human rights 

defenders. 

2.5.2. ‘Right to be forgotten’ or the right to erasure 

One of the major tensions between the right to freedom of expression online and data protection is 

the ‘right to be forgotten.’ ‘The right to be forgotten’ is the ability of a data subject to request 

information about them to be deleted by a data controller. Often, it occurs when individuals require 

that search engines de-list their information on their platforms. Formally decided on by the Court of 

Justice of the European Union (CJEU) in 2014 and a recent area of concern, the ‘right’ may be 

described as one of such new correlations that occurs when the interrelatedness of human rights 

online are considered. This is because the ‘right’ contains both the right of a data subject to control 

their information that is available to a third party and the right of others to know.  

In an analysis by ARTICLE 19–there are various competing and valid interests concerning the ‘right.’52 

On one hand, the need to be ‘forgotten’ may be as a result of public interest value, plausible reasons 

for delisting, e.g. removal of non-consensual images, right to one’s personal information, the right 

to freedom of expression could also mean the freedom not to express and others. Nevertheless, on 

the other hand, such need may clash with the possibility that it may have useful public interest value 

even when such information may be illegally obtained. These and many more examples point to the 

challenges posed by the ‘right.’53 

However, in determining whether such a right would be granted, it was argued that at least four 

minimum requirements should be complied with. One, only courts or independent adjudicatory 

 
48 Institute of Development Studies ‘Digital Rights in Closing Civic Space: Lessons from Ten AfricanCountries’ (2021) Tony Roberts (ed) DOI: 
10.19088/IDS.2021.003. This edited collection of essays was contributed to by ten African scholars from Zimbabwe, Zambia, Uganda, Sudan, South 
Africa, Nigeria, Kenya, Ethiopia, Egypt, and Cameroon. 
49 Bill Marczak, John Scott-Railton, Siddharth Prakash Rao, Sienna Antis, and Ron Deibert ‘Running in Circles: Uncovering the Clients of Cyberespionage 
Firm Circles’ 21 December 2020 Citizen Lab <https://citizenlab.ca/2020/12/running-in-circles-uncovering-the-clients-of-cyberespionage-firm-circles/> 
accessed 2 June 2021.  
50 Ibid. 
51 Nicole McCain ‘Sanef demands that Crime Intelligence stop ‘bugging’ journalists’ 19 March 2021 News24  
<https://www.news24.com/news24/southafrica/news/sanef-demands-that-crime-intelligence-stop-bugging-journalists-20210319> accessed 6 June 2021.  
52 ARTICLE 19, ‘The “Right to Be Forgotten”: Remembering Freedom of Expression’ (2016) <https://www.Article19.org/resources/policy-brief-the-right-
to-be-forgotten/> accessed 26 May 2021. 
53 ARTICLE 19 (n55). 
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bodies should decide whether ‘right’ requests should be granted. Two, data publishers should be 

notified of such requests and should be able to challenge them. Three, removals should be limited 

in scope, including geographically. Four, relevant service providers, public authorities and the courts 

should all publish transparency reports on the ‘right’ based on the requests made to them, those 

granted, why they were granted and how.54  

2.5.3 Encryption and anonymity  

Today, digital communications lie at the heart of enjoyment of the right to freedom of expression 

and opinion in the digital age. Ensuring the integrity of these communications and their ability to be 

free from external manipulation or interference is where encryption finds meaning. It has been 

defined as the ‘process of converting messages, information, or data into a form unreadable by 

anyone except the intended recipient.’55 Therefore, the encryption of personal digital communications 

is a precondition for protecting the right to freedom of expression and personal information in the 

digital age.  

On anonymity concerning these communications, they are carried out in various ways across the 

world and how it is carried out depends largely on various contexts and issues. For example, the 

more relatively open the society, the more willing are its citizens to openly vocalise their expressions 

using their identities. Conversely, the more relatively closed the society, the less encouraged its 

citizens are to vocalise their expressions using their identities. Therefore, a fine line connects the 

protection of freedoms and how citizens use their ‘real identities.’ 

The UN Special Rapporteur on the promotion and protection of the right to freedom of expression 

and opinion has noted that encryption and anonymity ‘enable private communications and can shield 

an opinion from outside scrutiny, particularly important in hostile political, social, religious and legal 

environments.’56 

In recognising the intersection of both the right to freedom of expression and protection of personal 

information, the UN Special Rapporteur further noted that: 

“ 
Where States impose unlawful censorship through filtering and other technologies, the use of encryption and 

anonymity may empower individuals to circumvent barriers and access information and ideas without the 

intrusion of authorities. Journalists, researchers, lawyers and civil society rely on encryption and anonymity to 

shield themselves (and their sources, clients and partners) from surveillance and harassment. The ability to 

search the web, develop ideas and communicate securely may be the only way in which many can explore basic 

aspects of identity, such as one’s gender, religion, ethnicity, national origin or sexuality. Artists rely on encryption 

and anonymity to safeguard and protect their right to expression, especially in situations where it is not only 

the State creating limitations but also society that does not tolerate unconventional opinions or expression.57 

” 
Therefore, States that mandate arbitrary ‘backdoor’ access to encrypted information require that 

communications made by anonymous entities be made available to them without recourse to 

international law standards and deploy extra-legal means of unmasking anonymous identities that 

 
54 ARTICLE 19 (n55). 
55 UNHRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, David Kaye’ (22 May 
2015) UN Doc A/HRC/29/32. 
56 Ibid para 12.  
57 ibid.  
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violate their international human rights obligations. This is seen in the mandatory requirements for 

SIM registrations, duplication of collection of biometric information, State-ordered blockage of 

privacy-enhancing tools58 and real-name registration of bloggers and online media practitioners. 

In assessing the issues highlighted above, especially from country perspectives, it has become 

important to consider their compliance with these international human rights obligations. The 

countries focused on are Botswana, Ethiopia, Kenya and Nigeria. This is done by highlighting the 

treaties each country is a party to, the constitutional guarantees and laws concerning the right to 

freedom of expression online and protection of personal information in each country. The various 

incidents by both State and non-State actors are then further considered alongside these obligations 

to determine whether the States protect this right. 

 

 

___________________________ 

58 Babatunde Okunoye, ‘Censored Continent: Understanding the Use of Tools during Internet Censorship in Africa: Cameroon, Nigeria, Uganda and 

Zimbabwe as Case Studies.’ (Open Technology Fund (OTF) Information Controls Fellowship 2020) <https://research.torproject.org/techreports/icfp-

censored-continent-2020-07-31.pdf> accessed 15 May 2021. 

 

 

 
58 Babatunde Okunoye, ‘Censored Continent: Understanding the Use of Tools during Internet Censorship in Africa: Cameroon, Nigeria, Uganda and 
Zimbabwe as Case Studies.’ (Open Technology Fund (OTF) Information Controls Fellowship 2020) <https://research.torproject.org/techreports/icfp-
censored-continent-2020-07-31.pdf> accessed 15 May 2021.  
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3.1. Introduction 

Human rights are protected under the 1966 Constitution of Botswana.1 Section 3 of the Constitution 

provides that every person in Botswana is entitled to fundamental rights and freedoms, including 

the right to life, liberty, security of the person and the protection of the law. They are also entitled 

to freedom of conscience, expression and assembly and association, and protection for the privacy 

of their home and other property and from deprivation of property without compensation. In terms 

of international human rights obligations, Botswana has ratified both the ICCPR and the African 

Charter.2  

As of February 2021, there were 1.12 million Internet users in Botswana.3 The number of Internet 

users in Botswana increased by 22,000 (+2.0%) between 2020 and 2021. This means that Internet 

use stands at 47% of the population. As of January 2021, Botswana registered approximately 1.2 

million social media users.4 Social media platforms were used by 50.5% of the population, with 

Facebook being the country's most popular social media platform. The popularity of social media 

platforms may be attributed to the fact that mobile network providers like Orange Botswana, Mascom 

Wireless and Botswana Telecommunications Corporation all have social media packages that 

subsidise WhatsApp, Facebook, Twitter, and Instagram. As a result, many people access the Internet, 

especially social media, through their mobile phones.5  

Botswana's mobile connections increased by 220,000 (+6.0%) between January 2020 and January 

2021. The number of mobile connections in Botswana in January 2021 was equivalent to 163.9% 

of the total population; this is likely so because persons, either natural or juristic, may have more 

than one connected mobile device at any given time. Due to access to the Internet, the affordability 

 smart mobile devices and the creation of social media platforms have made communication 

seamless as individuals express themselves online either publicly or in private. They are also 

consumers of businesses that heavily rely on these platforms and personal data to drive their growth.  

However, despite this background, Botswana seems to struggle with the protection of basic digital 

rights. For example, it still has laws steeped in colonial legacies that violate the right to freedom of 

 
1 Constitution of Botswana, 1966, s 3– s 18. 
2 ICCPR (n 5); African Charter on Human and Peoples’ Rights (African Charter) adopted 27 June 1981, entered into force 21 October 1986 (1982) 21 ILM 
58. 
3 Julia Faria, ‘Total number of Internet users in Botswana from 2017 to 2021’, (Statista, 25 February 2021) 
<https://www.statista.com/statistics/1154993/number-of-Internet-users-botswana/> accessed 1 April 2021 
4 Ibid. 
5 Botswana Communications Regulatory Authority, ‘Internet’, (BOCRA) <https://www.bocra.org.bw/Internet> accessed 30 March 2021  

BOTSWANA 
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expression online. In addition to these, its implementation of the various aspects of its data 

protection law has been largely sub-optimal.  

In examining the challenges faced by both the right to freedom of expression online and the 

protection of personal information in Botswana, first, this report looks into the status of freedom of 

expression online in Botswana, paying particular attention to the guarantees and the restrictions 

thereof. Second, the report delves into the status of data protection which may also be referred to 

as the protection of personal information in Botswana, paying particular attention to the lack of 

adequate safeguards and the consequences of the absence of guarantees. Third, in analysing the 

legal landscape, consideration will be placed on primary and secondary legislation and policy 

implementation and relevant case law. Finally, the report considers the intersection of freedom of 

expression online and data protection, after which it concludes. 

3.1.1 Status of freedom of expression online in Botswana  

• Constitutional Provisions 

The right to freedom of expression is specifically provided for under Section 12 of the Constitution. 

Section 12(1) provides that except with his or her own consent, no person shall be hindered in the 

enjoyment of his or her freedom of expression. This includes freedom to hold opinions without 

interference, freedom to receive ideas and information without interference, freedom to communicate 

ideas and information without interference, whether the communication be to the public generally 

or to any person or class of persons and freedom from interference with his or her correspondence.6  

Whilst the provision speaks to protecting communication of ideas and information to the public 

generally, and to specific persons and correspondences, it is silent on whether the freedom, in 

general, is only afforded to individuals when they express themselves offline. An interpretation that 

concludes that the exclusion of setting out that the freedom also extends online means that 

individuals not protected online cannot be sustained as statutory interpretations also include 

interpretation in favour of giving full effect to the enjoyment of fundamental rights and freedoms. 

Therefore, the protection guaranteed under Section 12 applies online as much as it applies offline. 

This presumption in favour of rights and freedoms was applied in the Court of Appeal case of 

Attorney General v Dow 1992 BLR 119 (CA), where the court held that the Constitution which 

protects rights and freedoms should be given a generous and purposive interpretation, the 

interpretation that should be preferred advances freedom rather than limits it.7 Thus, the same way 

press freedom has not been explicitly provided for under Section 12 (1) but given effect under the 

broad scope of freedom of expression is the same way in which freedom of expression online is 

given effect.  

The government’s interference with individuals’ freedom of expression is regulated by the 

Constitution and other principal legislative enactments. Section 12(2) provides that nothing 

contained in or done under the authority of any law shall be held to be inconsistent with or in 

contravention of the protection of freedom of expression to the extent that the law in question makes 

provision: 

 
6 Constitution of Botswana 1966, s 12(1).  
7 Attorney General v Dow 1992 BLR 119 (CA)  
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“ 

(a) that is reasonably required in the interests of defence, public safety, public order, public morality or public 

health; or 

 

(b) that is reasonably required for the purpose of protecting the reputations, rights and freedoms of other persons 

or the private lives of persons concerned in legal proceedings, preventing the disclosure of information received 

in confidence, maintaining the authority and independence of the courts, regulating educational institutions in 

the interests of persons receiving instruction therein, or regulating the technical administration or the technical 

operation of telephony, telegraphy, posts, wireless, broadcasting or television; or 

 

(c) that imposes restrictions upon public officers, employees of local government bodies, or teachers, and except 

so far as that provision or, as the case may be, the thing done under the authority thereof is shown not to be 

reasonably justifiable in a democratic society. 

” 
The first import of Section 12(2) is that the right to freedom of expression is not absolute. Second, 

an individual’s freedom of expression can be interfered with by enacting laws that enable the 

government to achieve the socio-political objectives outlined therein, among them are ensuring 

public health, protection of reputations, and rights and freedoms of other persons preventing 

disclosure of information considered confidential. Third, the laws enacted to accomplish justified 

interference of the freedom of expression should be reasonably justifiable in a democratic society.  

As a result, it can be deduced from the reading of the provisions that to ascertain whether a 

restriction to freedom of expression online is permissible requires a two-part test which first 

establishes whether the law limiting the freedom of expression achieves any of the three prescribed 

objectives and second, establishes whether the restriction is reasonably justifiable in a democratic 

society. The second aspect of the two-part test is concerned with proportionality, whether the 

limitations introduced by a legislative enactment are proportional to the objective being pursued.  

In the Court of Appeal case of Attorney-General and Another v National Amalgamated Local And 

Central government and Parastatal Workers' Union [2016] 2 BLR 521 (CA), it was held that the test 

of what is reasonably justifiable in a democratic society is an objective one, there is no legal yardstick, 

save that the quality of reasonableness of the provision under attack is to be adjudged on whether 

it arbitrarily or excessively invades the enjoyment of the guaranteed right according to the standards 

of a society that has a proper respect for the rights and freedoms of the individual.8 

• Other Laws  

As mentioned above, the government's interference on the freedom of expression can be actualized 

by the passing of laws that could interfere with freedom of expression to meet the objectives set out 

under Section 12(2) of the Constitution. The other laws on freedom of expression online are those 

which do not guarantee the freedom but rather curtail it for a justified cause.  

Penal Code: Alarming publications 

Some restrictions on freedom of expression online in Botswana existed way before Internet services. 

This is particularly so with the restrictive provisions found in the Penal Code, which is in most part 

a remnant of colonial legacy. The provisions of the Penal Code have been applied to circumstances 

 
8 Attorney-General And Another v National Amalgamated Local And Central government And Parastatal Workers' Union [2016] 2 BLR 521 (CA)  
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offline and have been equally applied to situations in which an individual has expressed themselves 

over the Internet.9  

Section 59(1) of the Penal Code makes provision for alarming publications. It provides that ‘any 

person who publishes any false statement, rumour or report which is likely to cause fear and alarm 

to the public or to disturb the public peace is guilty of an offence.’10 It shall be a defence to a charge 

of alarming publications if the accused proves that, before publication, the person took such 

measures to verify the accuracy of such statement, rumour or report as to lead him reasonably to 

believe that it was true.  

Some people have found themselves on the wrong side of the law for having contravened this 

provision by publishing false information on social media. The provision is one of the legal 

instruments used to address information disorder online. The Penal Code also limits freedom of 

expression online by criminalizing defamation. The provisions on alarming publications and criminal 

defamation have greatly negatively impacted press freedom and hinder the free flow of information 

that journalists and media houses sustain in their various endeavours.11 These provisions are 

considered highly incompatible with the ideals of a democratic society.12  

The Media Institute of Southern Africa (MISA), a regional non-governmental organization that 

advocates for the enjoyment of freedom of expression, access to information and a free, independent, 

diverse and pluralistic media, has called for the decriminalization of defamation, but those calls have 

not been acceded to by Parliament. One of MISA’s notable achievements in advocacy through 

litigation is emerging victorious in an application brought before the Constitutional Court to confirm 

the unconstitutionality of criminal defamation provisions in Zimbabwean penal law; the court 

confirmed that the provisions are indeed unconstitutional and have no force of law in Zimbabwe.13   

Penal Code: Insulting the President or any public officer 

Section 93 of the Penal Code restricts freedom of expression by criminalising the use of abusive, 

obscene or insulting language about the President and any other member of the National Assembly 

or any public officer in a public place or at a public gathering. A public gathering in the Code means 

any meeting, gathering or concourse, whether in a public place or otherwise, which the public or any 

section of the public or more than fifteen persons are permitted to attend or do attend, whether on 

payment or otherwise, and includes a procession to or from a public place.  

The platforms through which individuals express themselves online may qualify as a public 

gathering.14 So far, charges for contravening this provision have been those in which transgressions 

were made offline. During President Seretse Khama Ian Khama’s tenure, four people accused of 

insulting the president were declared persona non grata.15 One was an Indian national named 

 
9 Sandy Grant, ‘Penal Code 59 – A Trap Still Waiting To Be Sprung’ (Mmegi, 20 August 2021) 
https://www.mmegi.bw/index.php?aid=77184&dir=2018/august/20 accessed 1 April 2021; ‘‘Hands off Dan Kenosi’ – MISA’, (Sunday Standard, 2 April 
2015) < https://www.sundaystandard.info/ocyhands-off-dan-kenosioco-misa/> accessed 5 April 2021 
10 Penal Code of Botswana (hereinafter ‘Penal Code’), s 59(1). 
11 Joel Konopo, ‘Botswana in the grip of bad’ (INK Journalism, 7 March 2016) https://inkjournalism.org/51/botswana-in-the-grip-of-bad/ accessed 1 April 
2021. 
12 Bugalo Maripe, ‘Freezing the Press: Freedom of Expression and Statutory Limitations in Botswana’ (2003) 3 AHRLJ 52, 73. 
13 ‘MISA press release on Daniel Kenosi’ (Mmegi, 1 April 2015) <https://www.mmegi.bw/index.php?aid=50320&dir=2015/april/01> accessed 1 April 2021; 
‘Zimbabwe’s ConCourt confirms criminal defamation unconstitutional’ (Misa Zimbabwe, 16 February 2016) 
https://zimbabwe.misa.org/2016/02/16/zimbabwes-concourt-confirms-criminal-defamation-unconstitutional/ accessed 1 April 2021   
14 Penal Code, s 90 (2) – 'public gathering' means any meeting, gathering or concourse, whether in a public place or otherwise, which the public or any 
section of the public or more than 15 persons are permitted to attend or do attend, whether on payment or otherwise, and includes a procession to or 
from a public place. 
15 Greg Kelobonye, ‘Thou shall not insult the president’ (Mmegi) <https://www.mmegi.bw/index.php?sid=6&aid=470&dir=2010/February/Friday26/> 
accessed 5 April 2021 
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Uunikrisham Bhaskaran who was accused of telling his employee to  ‘go and ask for permission to 

go to the toilet from Khama’; the other was a South African, Hendrick Gerber, a senior manager at 

Tati Nickel, who was charged with uttering the words, ‘I don't care even if it is the f**king president 

of the country is coming’16 and the other person was Riaan van de Watt, a South African national 

who was accused of telling his employee that, ‘I cannot tolerate you because you are stupid like your 

President who is a mixture of black and white.’17 Sayed Fakhan Abbs, a manager with Jamal, was 

also arraigned before court and later deported for uttering the words, ‘I do not f**k ladies just like 

your president Khama does not have a wife.’18 No one has been charged with insulting the President 

under the current president’s tenure. Many individuals have expressed that they freely express 

themselves now than they did during President Khama’s tenure.19  

Penal Code: Hate speech on race and religion 

Section 92 of the Penal Code limits freedom of expression by criminalising expression of hatred of 

a person because of race; it provides that any person who utters any words or publishes any writing 

expressing or showing hatred, ridicule or contempt for any person or group of persons wholly or 

mainly because of his or their race, tribe, place of origin, colour or creed is guilty of an offence and 

liable to a fine not exceeding P500 ($45).20  

On account of the restrictions, an individual who expresses hatred on other people online based on 

their religion and race may be charged with Section 92 or Section 140. However, Botswana is 

predominantly a tolerant society regarding both race and religion,21 and no one has been found 

guilty of contravening these provisions of the Penal Code.  

Cybercrime and Computer Related Crimes Act: Offensive electronic communication 

Some restrictions on the freedom of expression online are fresh from the legislative cookhouse. This 

is the case with Section 18 of the Cybercrime and Computer Related Crimes Act of 2018. It provides 

for offensive electronic communication and provides that ‘any person who willfully, maliciously or 

repeatedly uses electronic communication of an offensive nature to disturb or attempt to disturb the 

peace, quiet or privacy of any person with no purpose to legitimate communication, whether or not 

a conversation ensues, commits an offence and is liable to a fine not exceeding P20,000 ($1,798) 

or to imprisonment for a term not exceeding one year, or to both.’22  

The provision has been used as a one size fits all for issues that the government and individuals 

have with any person who has expressed themselves online in a manner that is unwelcome to the 

aggrieved party. Thus, for example, one Resego 'Leshman' Matenge has been charged for 

contravening Section 18 of the Act for creating and causing publication of false electronic 

communication through voice notes across several social media platforms, including WhatsApp and 

 
16 Ibid. 
17 Ibid. 
18 Mmegi Online ‘Khama deports the man who 'insulted' him’ (Mmegi, 2009) < 
https://www.mmegi.bw/index.php?sid=1&aid=101&dir=2009/October/Tuesday20> accessed 5 April 2021 
19 Job Makati, ‘Media freedom in Botswana improves under Masisi’ (Sunday Standard, 28 January 2021) < https://www.sundaystandard.info/media-
freedom-in-botswana-improves-under-masisi/> accessed 5 April 2021 
20 Penal Code, s 92(1). 
21 United States Department of State, ‘Botswana 2018 International Religious Freedom Report’ <https://www.state.gov/wp-
content/uploads/2019/05/BOTSWANA-2018-INTERNATIONAL-RELIGIOUS-FREEDOM-REPORT.pdf> accessed 5 April 2021; United States Department of 
State, ‘Botswana 2019 International Religious Freedom Report’ <https://www.state.gov/reports/2019-report-on-international-religious-
freedom/botswana/> accessed 5 April 2021 
22 Cybercrime & Computer Related Crimes Act 2018, s 18. 
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Facebook, while acting jointly with two others.23 This has also raised questions as to the 

constitutionality of the provisions of Section 18 of the Act. 

The provisions of Section 18 is broad in its construction and application as it has the effect of 

permitting disproportionate interference with the freedom of expression online. To some extent, the 

provision assists with dealing with information disorder issues that impact the violated individual’s 

privacy and peace. On the face of it, it seeks to balance freedom of expression with the right to 

privacy and dignity; however, in practice, it seems to criminalise information disorder, a legislative 

step that is discouraged under international human rights law.  

For example, a 41-year-old man residing in Letlhakane was charged for contravening Section 18 

after falsely publishing a picture on Facebook, claiming that what was depicted took place in 

Letlhakane which in fact did not. What was depicted was a picture of a brutally assaulted man whom 

the accused alleged was brutally assaulted by law enforcement officers during the enforcement of 

Covid19 protocols.24  

In another case, a 28-year-old man residing in Letlhakane published an audio on social media 

platforms alleging that a certain employee of Lazenby Company contracted at Lucara Botswana in 

quarantine when this was not case. On both occasions, it is not clear whose privacy, peace and quiet 

were being disturbed. The interference with the accused persons’ freedom of expression seems 

unjustified and reasonably unjustifiable in a democratic society. According to international human 

rights law, the human right to impart information and ideas is not limited to 'correct' statements. The 

right also protects information and ideas that may shock, offend and disturb, and that prohibitions 

on disinformation may violate international human rights standards.25  

Emergency Powers (Covid19) Regulations: Information disorder  

The most recent restrictive enactments were passed to address, according to the Presidential 

Covid19 Task Force, issues of disinformation and false information in respect of the Covid19 

pandemic.26 In terms of the Emergency Powers (Covid19) Regulations, information from any other 

source other than the Director of Health Services and the World Health Organization should not be 

relied on by the public as credible and correct information.  

The regulations limit freedom of expression online by criminalising the publication of any statement, 

through any medium, including social media, with the intention to deceive any other person about 

COVID-19; COVID-19 infection status of any person; or any measure taken by the government to 

address COVID-19.27 The offence attracts a fine not exceeding P100,000 ($8,990) or imprisonment 

for a term not exceeding five years, or both. Of all the restrictive provisions, the COVID-19 provision 

carries the heaviest sanction for a violation which raises the question of whether it is proportionate. 

The purported justification for limiting freedom of expression in this regard is that a critical aspect 

of the fight against COVID-19 is to protect against the confusion that can be created by information 

disorder regarding COVID-19. However, as already mentioned, it is against international human 

rights law to criminalize information disorder. 

 
23 Pini Bothoko, ‘Leshman’s Attorney Challenges Cybercrime Section’ (Mmegi, 12 October 2020) 
<https://www.mmegi.bw/index.php?aid=87347&dir=2020/october/12> accessed 5 April 2021 
24 Thandy Tebogo, ‘Two men charged with cybercime in Letlhakane’  (Daily News, 15 April 2020) <http://www.dailynews.gov.bw/news-
details.php?nid=55630> accessed 5 April 2021.  
25 ‘Joint Declaration On Freedom Of Expression And 'Fake News', Disinformation And Propoaganda’ (2017) UN Doc FOM.GAL/3/17 
<https://www.osce.org/files/f/documents/6/8/302796.pdf> accessed 20 May 2021. 
26 Emergency Powers (Covid19) Regulations, s 30(3). 
27 Emergency Powers (Covid19) Regulations, s 31(3). 
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For example, Justice Motlhabani, an activist of the Botswana Patriotic Front, Botswana’s youngest 

opposition party, has been charged for contravening Section 31 (3) of the Emergency Powers 

(Covid19) Regulations by publishing on a Facebook page, Botswana Trending News, a page he 

manages that the President is to pay the ruling party members of parliament P12,000,000 

($1,078,911) each so that they can support a motion for the state of emergency.28 He also posted 

that there is a possible war looming in Botswana as the President forcefully seeks to implement a 

state of emergency.  

Motlhabani was also charged for contravening Section 18 of the Cybercrime and Computer Related 

Crimes Act of 2018. He is alleged to have published on the Facebook page he manages that 

Botswana is hiding coronavirus cases to avoid causing unrest amongst citizens and that the 

Directorate of Corruption and Economic Crime head is living in fear as the Directorate of Intelligence 

and Security Services plan to eliminate a hundred-billion-pula mastermind. Although, his charge 

sheet was later amended to replace the charges under the Emergency Powers (Covid19) Regulations 

with the charges under alarming publications under the Penal Code. It is not clear why this 

amendment was made, and he is yet to be tried.29   

Network disruptions, platform regulation and intermediary liability 

Laws on freedom of expression do not provide some thematic areas critical to freedom of expression 

online. On network disruptions, Section 9 of the Cybercrime and Computer Related Crimes Act  

provides that ‘a person who intentionally, without lawful excuse or justification, and by technical 

means, intercepts any non-public transmission to, from or within a computer or computer system; or 

any electromagnetic emissions that are carrying data from a computer or computer system commits 

an offence and is liable to a fine not exceeding P40,000 ($3,596) or to imprisonment for a term not 

exceeding two years, or to both.’30  

This section does not envisage the perpetrator being the government, although governments are 

usually at the forefront of censorship through denial of service. Nothing restricts the government 

from shutting down the Internet, and fortunately, in Botswana, state-ordered disruptions have not 

been a concern. Furthermore, there are currently no policies on platform regulation and intermediary 

liability. The Communications Regulatory Authority Act revised in 2012, does not have provisions to 

accommodate these thematic areas.31  

• Major Incidents   

The Media Practitioners Act of 2008 (MPA) was enacted to preserve press freedom and promote 

high professional standards in the media industry.32 It seeks to introduce the concept of self-

regulation of the media, which is said to be pivotal for ensuring media independence and freedom.33 

The Act has, however received criticism because instead of advancing media freedom, it hinders it.34 

 
28 Portia Mlilo, ‘Justice Motlhabane Case Postponed To Tuesday’ (The Voice, 2 August 2020) < https://news.thevoicebw.com/2020/08/justice-
motlhabane-case-postponed-to-tuesday/> accessed 5 April 2021; Pako Lebanna, ‘Court grants Motlhabani, Co-Accused Bail’ (Daily News, 21 April 2020) < 
http://www.dailynews.gov.bw/news-details.php?nid=55751> accessed 5 April 2021. 
29 Portia Mlilo, ‘State Amends Charge Sheet in Justice Motlhabane Case’ (The Voice, 25 February 2021) < https://news.thevoicebw.com/2021/02/state-
amends-charge-sheet-in-justice-motlhabane-case/> accessed 5 April 2021. 
30 Cybercrime & Computer Related Crimes Act 2018, s 9. 
31 Communications Regulatory Authority Act 2012. 
32 Media Practitioners Act 2008, preamble.  
33 Media Practitioners Act 2008, s 3. 
34 B T Balule ‘The Botswana Media Practitioners Act, 2008: Does It Preserve Media Freedom or is It a Case of Taming the Beast’ (2011) U. Botswana L.J. 
3. 
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The Media Practitioners Act requires, among other things, that every media practitioner be 

registered, including website bloggers.35  

In 2019, the leader of the Alliance for Progressives, Mr Winter Mmolotsi, in parliament, along with 

other opposition Members of Parliament, called for the repeal of the MPA, which they consider 

draconian.36 They identified two problematic areas with the Act. One is that Section 6 of the law 

seeks to accredit journalists through an Executive Committee.  This simply means that journalists 

who are seen to be anti-government would be denied the license to practice, thereby criminalizing 

journalism and resulting in self-censorship. Additionally, the Act also sought to introduce a statutory 

Media Council to replace an already existing Press Council that currently upholds the internationally 

acceptable 'self-regulation' model.  The calls for its repeal failed, and the motion did not receive the 

necessary acceptance by the majority.37 As a result, the Act has not been implemented since it was 

passed in 2008.  

Before the popular use of Internet services, the press has been a victim of governments’ interference 

of press freedoms.38 In 2015, one of Botswana’s largest newspapers, Mmegi was the victim of a 

cyber-attack that wiped out 12 years of archive material, and its editor pointed the finger at the 

country’s Directorate of Intelligence and Security (DIS) as having orchestrated the attack. Not only 

was information wiped out, but their website also could not function.39  

Additionally, there have been constant allegations that law enforcement, particularly the Botswana 

Police Service (BPS) and the Directorate of Intelligence Security Services (DISS), are wiretapping the 

citizens’ mobile devices.40 Allegations in respect of the DISS’ intrusion are more popular and 

persistent. It has been alleged that they use equipment from Israel for massive surveillance of 

residents.41 Section 22 of the Intelligence & Security Services Act empowers the Directorate to seize 

and search electronic devices.42  

The Section provides that in the event the Directorate wishes to investigate a personal or intrusive 

nature such as searches or interception of postal mail, electronic mail, computer or telephonic 

communications, the Director-General or an officer or support staff authorized by him or her shall 

show cause to a court of Senior Magistrate or above or a Judge of the High Court and obtain an 

order in a secret hearing. The Cybercrime and Computer Related Crimes Act also empowers law 

enforcement to seize and search electronic devices.43  

In another instance of challenges posed to the right to freedom of expression in Botswana, in the 

case of Media Publishing (Pty) Ltd v. The Attorney-General and Another 2001 (2) BLR 485 (HC),44 

the applicant, a local newspaper, applied for an interim interdict against the respondents pending 

the determination of the main action by the applicants against the respondents. The applicant was 

the owner of two newspapers which received a substantial amount of government-placed 

 
35 Media Practitioners Act 2008, s 3. 
36 Tswana Times, ‘Opposition party MP’s call for repeal of MPA’ (Tswana Times, 20 August 2020) <http://www.thetswanatimes.co.bw/index.php/92-
home/830-opposition-party-mp-s-call-for-repeal-of-mpa> accessed 10 April 2021. 
37 Ibid.  
38 Sharon Matala, ‘Spies hacked paper’s website’ (Mail & Guardian, 2015) < https://mg.co.za/Article/2015-01-29-spies-hacked-papers-website/> accessed 1 
April 2021. 
39 Ibid.  
40 The Botswana Gazette, ‘The police do not wire tap phones and emails- Kgathi’ (Botswana Gazette, 7 April 2016) 
https://www.thegazette.news/news/the-police-do-not-wire-tap-phones-and-emails-kgathi/#.YKzbtbcza00> accessed 5 April 2021. 
41 Suraya Dadoo, ‘Botswana uses Israeli cyberespionage tools’ (The Patriot on Sunday, March 2021) <https://thepatriot.co.bw/botswana-uses-israeli-
cyberespionage-tools/> accessed 5 April 2021. 
42 Intelligence and Security Service Act, s 22.  
43 Cybercrime and Computer Related Crimes Act 2018, s 27. 
44 Media Publishing (Pty) Ltd v. The Attorney-General and Another 2001 (2) BLR 485 (HC). 



 

30 

Part 3 | Country Report – Botswana 

advertising. However, following the publication of some articles in one of the newspapers critical of 

certain country leaders, including the President and Vice-President, a directive was issued to the 

effect that the government had decided to cease advertising in the two newspapers.  

It was not clear who had issued the directive or to whom it was issued, but the Permanent Secretary 

to the President did not dispute the contents. The Court was of the opinion that it was reasonable 

to infer that it was communicated to all government departments, parastatals and private companies 

in which the government was a shareholder. The applicants sought an order directing that the 

directive would not be implemented pending the outcome of the action. The applicant contended 

that the directive was unconstitutional in that it violated its rights in sections 3, 11(1), 12(1) and 

15(1) of the Constitution.  

It was argued for the applicants that although they did not have the right to receive advertisements 

from the government for publication in its papers, once the government had decided to give that 

benefit or patronage, the government could not withdraw it in order to punish or show its 

disapproval to the applicant for the applicant's conduct of having published material not acceptable 

to the government or top government officials. The respondent argued that in advertising in the 

newspapers, the relationship created was a purely commercial one. Inasmuch as the government 

voluntarily decided to advertise in the applicant's papers, it was entitled, even without assigning a 

reason, to withdraw from advertising those papers.   

In another local case of Garebamono v Attorney-General and Others [2018] 3 BLR 590 (HC),45 the 

applicant, an admitted attorney, who ran a law practice and had been an attorney in good standing 

since 2001, instituted an application in which he sought a declaration that s 52(1)(b), (c) and (d) of 

the Legal Practitioners Act (Cap 61:01) were unconstitutional and directing the third respondent, 

the Law Society of Botswana, to amend its regulations accordingly. The applicant complained that 

in terms of the Act and regulations, he was not allowed to advertise his legal practice. He contended 

that this infringed his constitutional right to freedom of expression.  

The Court held in his favour and adjudged that 'advertising', as seen from the definition thereof in 

the regulations, was a form of communication through which one might wish to publicise or notify 

the public in general of who the legal practitioner was; where he traded from or could be reached; 

what type of legal services it provided; and other information the applicant considered relevant to 

his legal trade as he might wish to communicate to the general public. The provisions and regulations 

of the Act in so far as they prohibited the applicant from advertising, communicating or notifying the 

general public of his trade and services offered, and from where he offered them, clearly contravened 

section 12 of the Constitution of Botswana.  

Applying itself progressively to contemporary demands, the Court held that holding onto a 

prohibition when most liberal democracies had moved away from such prohibitions was a sure sign 

that the prohibition had fallen into disuse. The Law Society has yet to make regulations regarding 

advertising, but ever since the judgment, law firms and lawyers have embraced online presence; they 

now have websites and social media pages, freedom they could not enjoy before the case.  

 
45 Garebamono v Attorney-General and Others [2018] 3 BLR 590 (HC). 
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3.1.2 Status of data protection in Botswana  

• Constitutional Provisions 

There are no constitutional guarantees on data protection in Botswana. However, the right to privacy 

of home and property is one of the fundamental rights and is enshrined in Section 9 of the 

Constitution.46 It is said to extend to personal privacy. Nothing in the Constitution speaks to data 

protection or informational privacy. Considering that there is a presumption in favour of giving a 

fuller effect to fundamental rights, the personal privacy which Section 9 extends cannot be 

reasonably said to exclude information privacy.  

• Other Laws 

Data Protection Act 

The Data Protection Act was signed into law in July 2018 but has not yet come into effect as the 

commencement date has not been announced.47 In addition to this, a critical component of the 

implementation of the Data Protection Act has not been completed, which is the appointment of the 

Information and Data Protection Commissioner, a public office created by the Act to be at the helm 

of the supervisory authority created by the Act.  

The Act establishes the material and territorial scope of the Act. In its territorial scope, the Act applies 

to data controllers established or domiciled in Botswana and data controllers, not within the 

country’s borders but processing personal data through either automated or non-automated means 

in Botswana. The Act establishes a supervisory authority, lays down the data protection principles, 

sets out the criteria for processing personal data and sensitive personal data, otherwise known as 

the lawful basis for processing personal data.48 In the Act, biometric data is identified as sensitive 

personal data, and so is the personal data of minors and data concerning health and personal 

finances.  

The Act also provides security safeguards for personal data as it seeks to protect personal data from 

unauthorized access, modification and destruction. The provision requires the implementation of 

both technical and organizational safeguards. A data controller may be liable to a fine of up to 

P500,000 ($44,954) or an imprisonment term not exceeding nine years.49 As far as combating 

cybercrime is concerned, the Data Protection Act provides a proactive way to deal with cybercrime 

in that it prioritizes prevention as opposed to curative measures, unlike the Cybercrime & Computer 

Related Crimes Act.  

The Cybercrime & Computer Related Crimes Act sets out substantively what constitutes a cybercrime 

in Botswana and how to deal with it from a criminal reprehensibility perspective. The Act requires 

no proactive measures from organizations handling personal data. The Data Protection Act, on the 

other hand, makes those who are handling personal data part of the solution against cybercrime; 

this means that the first line of defence against cybercrime of the individual whose personal data is 

being processed would be the technical and organizational security safeguards implemented by 

 
46 Constitution of Botswana 1966, s 9. 
47 Botswana Communications Regulatory Authority, ‘Data Protection Act’ (BOCRA, 2018) 
<https://www.bocra.org.bw/sites/default/files/documents/DataProtectionAct.pdf> accessed 10 April 2021. 
48 Data Protection Act, s3, s14, s20. 
49 Data Protection Act, s 51. 
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respective data controllers and processors to avert the risk of unauthorized access, modification and 

destruction  

Although insufficient, the protection of personal data may be achieved through reliance on the 

constitutional right to privacy under Section 9 and the common law right to privacy. The protections 

are insufficient because they fail to meet the heights and depth of protection offered by data 

protection principles such as data minimisation, storage limitation, transparency and accountability, 

to name a few. There is a close relationship between the right to privacy and data protection. Both 

under the Constitution and common law, the right to privacy seeks to protect an individual against 

unjustified intrusion into their space or affairs and unjustified dissemination of private information.50  

The safeguards provided by the right to privacy are insufficient as they fail to rise to the occasion of 

how data is used and abused in the digital age. For example, with just, the constitutional and 

common law right to privacy, data controllers and processors are under no obligation to inform data 

subjects about the personal information they have regarding the data subject and the processing 

activities. Data protection gives effect to the right to privacy of the individual about data that 

identifies them and does this by regulating how personal data is to be protected.  

Financial Intelligence Act 

A welcome development is the requirement to comply with the Data Protection Act in endeavours 

to combat financial crime. In order to combat money laundering and counterfeit financing, a lot of 

personal data is collected for customer due diligence. Section 13(2)(a) Financial Intelligence Act51 

provides that the specified party shall maintain due process throughout its controls and procedures 

for the protection of personal data under the Data Protection Act. This provision is currently not 

being adhered to by specified parties, and no accountability in respect of the issue is required by 

the regulator, the Financial Intelligence Agency. This can be attributed to the fact that the Data 

Protection Act is not in force.  

• Major Incidents  

Data Protection: Policy Implementations 

In 2012, the government of Botswana introduced its national ICT policy, called Maitlamo, which 

provides a roadmap to drive social, economic, cultural, and political transformation through the 

effective use of ICTs. Part of the policy's objectives was to drive the implementation of various 

legislative enactments to enable Botswana to be part of the digital economy. The Data Protection 

Act was among the proposed laws, and it has been passed.  

The National Cybersecurity Strategy was also adopted in October 2020. It recognises the importance 

of the commencement of the Data Protection Act in order to improve the country’s cybersecurity 

readiness. One of the policy's objectives is to see to it that the Act is brought into effect. However, 

currently, there are no timelines set for this achievement.  

The BSafe Contact Tracing Application 

The deficiency of the current safeguards became apparent recently when there were complaints that 

the government's official contact tracing application was launched without regard for personal data 

 
50 Setlhake v Relyant Retail Botswana (Pty) Ltd and Another 2005 (1) BLR 446 (HC).  
51 Financial Intelligence Act, s 13(2)(a). 
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protection. The government had promised that its deployment was in due regard to the privacy laws 

in Botswana, which may have been the case since the collection of personal data for contact tracing 

is vital to the fight against Covid19.  

In the case of Itumeleng Ditlhotlhole & Another v Presidential Covid-19 Task Force and Others 

(UAHGB – 000181 – 20, unreported),52 the first Applicant was a security researcher who discovered 

a vulnerability on the government’s official Covid-19 contact tracing app’s web platform and the 

vulnerability enabled the unauthorized disclosure and access of personal data of the registered users 

of the app.  

This vulnerability was as good as a data breach as the information exposed is said to have included 

the registration details of the registered users and their travel history. The applicants instituted an 

application on an urgent basis seeking to promptly resolve the vulnerabilities and take steps to 

ensure that the contract tracing app is safe to use. The case was later settled out of court. 

3.1.3 Intersection of freedom of expression online and data protection 

Freedom of expression enables other freedoms, including the right to privacy. For example, through 

the right to privacy, people enjoy expressing themselves freely and more so in private without fear 

of being monitored. There are at least two major intersections of freedom of expression online and 

data protection in Botswana, namely the ‘right to be forgotten’ and encryption and anonymity.  

The ‘right to be forgotten.’  

The ‘right to be forgotten’ intersects with freedom of expression online in that deleting some 

information about an individual impacts other individuals’ access to that information. In Botswana, 

there is a right to erasure enshrined under Section 30(1)(e)53 of the Data Protection Act, which 

provides that a data subject shall have the right to challenge personal data relating to him or her by 

submitting a complaint. If the challenge is successful, the personal data can be deleted, rectified, 

completed or amended, depending on what is required. Section 42(1) makes provision for lodging 

complaints with the Information and Data Protection Commission. Therefore, to enjoy the right, a 

data subject may lodge a complaint with the regulatory authority. If successful, i.e. if the complaint 

is found to have merit, it may order that the data controller delete personal data about them.  

Individuals in Botswana, however, may not enjoy the benefit of the right to erasure as provided for 

under the Data Protection Act concerning any search engine. This is so because of the territorial 

scope of the Act, which according to Section 3, is limited to data controllers domiciled in Botswana 

and those not domiciled in Botswana but use processing means situate in Botswana. No search 

engine is domiciled in Botswana or uses processing means situate in Botswana. Notwithstanding 

that the provision may not extend to any search engine, it may be applied in respect of websites 

belonging to data controllers domiciled in Botswana, such as those of local newspapers, which often 

contain personal data one would want to be deleted, rectified, completed or amended.   

Encryption  

At present, there are no laws in Botswana limiting the use of encryption. Some countries have 

enacted legislation that establishes a general right for individuals to use encryption products and 

services. However, no statutory law in Botswana guarantees the general right to encryption. This is 

 
52 Itumeleng Ditlhotlhole & Another v Presidential Covid-19 Task Force and Others UAHGB – 000181 – 20 (Gabanage J) 
53 Data Protection Act, s. 30(1)(e). 
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in contrast to Senegal54, Malawi55 and Zambia,56 where specific legislative provisions establish the 

right to the use of encryption.  

The benefit of having the general right to encryption is that it demonstrates that the legislature of 

the respective countries is, to a commendable extent, addressing the challenges brought forth by 

information technology. There is a growing recognition that relevant actors' availability and 

deployment of encryption are necessary ingredients for realizing a free and open Internet.  

Specifically, encryption can support free expression, anonymity, access to information, private 

communication and privacy. When there is a general right to encryption, restrictions on the use of 

encryption are to be carefully scrutinized as would be the case with restrictions on any fundamental 

right. The absence of the general right to encryption does not stop individuals, civil society, and 

businesses from benefiting from the use of encryption products and services as encryption is 

incorporated into many applications and web services commonly used in Botswana. For example, 

they can connect through the Secure Hypertext Transfer Protocol (HTTPS); they enjoy the end-to-end 

encryption (E2EE) deployed on Messenger in Secret Conversation Mode and on WhatsApp.  

3.1.4 Conclusion 

The restrictions applicable offline to a large extent apply to the online environment. The laws, 

however, fail to make provision for contemporary challenges to freedom of expression, such as 

censorship by platforms and holding platforms responsible for the conduct of their users on these 

platforms. With information and communications technology, the law is always playing catch up as 

technology advances quicker than the law does. Therefore, the legislature should move swiftly to 

address challenges brought forth due to technologies that can be resolved through rights-respecting 

laws and policy that are not sufficiently provided for by the current legal landscape in Botswana. 

 

________________________ 

54 Law on Cryptography ( Law No. 2008-41), article 12. 
55 Electronic Transactions & Cybersecurity Act, s. 52(4). 
56 Electronic Communications & Transactions Act, s. 85. 

 
54 Law on Cryptography ( Law No. 2008-41), article 12. 
55 Electronic Transactions & Cybersecurity Act, s. 52(4). 
56 Electronic Communications & Transactions Act, s. 85. 
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3.2. Introduction 

The right to freedom of expression and the right to privacy, including other human rights, have been 

recognised in Ethiopia under the 1995 Constitution of the Federal Democratic Republic of Ethiopia 

(FDRE Constitution) and subsidiary laws.1 In addition, Ethiopia ratified the ICCPR on 11 June 1993. 

This means Ethiopia is fully bound by Articles 17 and 19 of the ICCPR on the right to privacy and 

freedom of expression. Similarly, Ethiopia has also ratified the African Charter on 15 June 1998 and, 

as a result, fully accepted the provisions of Article 9 on the right to freedom of expression and access 

to information.  

The right to freedom of expression is a pre-condition for ensuring a democratic society.2 This is 

because freedom of expression enables citizens to participate in a democracy.3 As a result, freedom 

of expression exercised through new media, such as the Internet, has been called the ‘oxygen of 

democracy.’4 In this respect, it has been observed that ‘[i]f freedom of expression is the oxygen of 

democracy then the Internet is the atmosphere, where people are living, breathing and exercising 

their freedom of expression.’5 This claim is compelling because there is a growing reliance on the 

Internet in the digital age. 

Equally, the right to privacy is a key for the individual existence of human beings and ensuring their 

personal autonomy.6 In other words, privacy allows ‘the individual to isolate oneself from others, to 

withdraw from public life into one’s own private sphere, in order to shape one’s life according to 

egocentric wishes and outlooks.’7 It has been argued that privacy empowers individuals to have the 

‘right to be let alone’ or ‘solitude’ which further encompasses thoughts, emotions and sensations 

protected in common law.8 

Given this background, Ethiopia has adopted legal and policy frameworks protecting the right to 

freedom of expression and privacy. More importantly, Ethiopia has ratified additional major 

 
1 Constitution of the Federal Democratic Republic of Ethiopia , Federal Negarit Gazette, Addis Ababa, 21 August 1995 <https://ethiopianembassy.be/wp-
content/uploads/Constitution-of-the-FDRE.pdf> accessed 25 May 2021.  
2 See Leonard James Mark Cooray, The Australian Achievement: From Bondage to Freedom (ACFR Community Education Project 1988). 
3 UNHRC, ‘General Comment No. 34’ (12 September 2011) UN Doc CCPR/C/GC/34 para 2 ‘freedom of expression constitutes the foundation stone for 
every free and democratic society.’ 
4  Freedom of expression and information is the oxygen of democracy – say Council of Europe leaders at meeting of Council of Europe, European Union 
and OSCE leaders on promoting and reinforcing freedom of expression and information at the pan‑European level in Luxembourg (1 October 2002) see 
Wolfgang Benedek and Matthias C Kettemann, Freedom of Expression and the Internet (Council of Europe 2013) 24.  
5  Ibid. . 
6 Manfred Nowak, U.N. Covenant on Civil and Political Rights: CCPR Commentary, (NP Engel Publisher, 1993) 378. 
7 Ibid. 
8 For a detailed discussion on the historical notions of the right to privacy see Samuel D. Warren and Louis D. Brandeis, ‘The Right to Privacy’ (1890) 4 
Harvard Law Review 193, 198. 
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international human rights treaties that protect the right to privacy and freedom of expression, such 

as the Convention on the Rights of the Child (including the right to privacy under Article 16, and 

freedom of expression in Article 13), and Convention on the Rights of Disabilities (incorporating the 

right to privacy in Article 22 and freedom of expression in Article 21). Furthermore, at the regional 

level, Ethiopia is a party to the 1990 African Charter on the Rights and Welfare of the Child (ACRWC). 

It is fully bound by its Article 7 on the right to freedom of expression and Article 10 on the right to 

privacy. As the ACHPR recommended states to take legislative, administrative, judicial and policy 

measures on the right to freedom of expression and privacy, the Ethiopian government is expected 

to draw guidance from the revised Declaration.9 

After the advent of the Internet in the country in 1997,10 various policies were implemented to initiate 

the country’s digitisation objectives. For example, Ethiopia has enacted a digital transformation 

strategy under the Second Growth and Transformation Plan/GTP II (2016-2020).11 Recently, the 

government of Ethiopia launched a national ‘Digital Strategy’ (2020-2025), which aspires to have 

Ethiopia's digital transformation by the year 2025. One of the aspirations of this strategy is to build 

a robust Internet connectivity to catalyse a digital economy.12 However, with the growing pace of 

Internet penetration in the country, which is currently estimated at 22 million Internet users,13 both 

opportunities and threats are emerging in the digital age regarding the protection of the right to 

privacy and freedom of expression.  

Setting out on the status of both the right to freedom of expression and the right to privacy, this 

report is divided into six broad parts. The first part introduces the report, while the second part 

explores the status of the right to freedom of expression in Ethiopia, including discussing the relevant 

provisions of the FDRE Constitution and subsidiary laws. The third part focuses on the status of data 

protection in Ethiopia. It seeks to analyse the constitutional provision and other subsidiary laws 

governing privacy. The report interrogates the intersection between the right to freedom of 

expression and data protection in part four. The fifth part considers the major highlights underlying 

these rights, while the sixth part concludes. 

3.2.1 Status of the right to freedom of expression in Ethiopia 

In Ethiopia, freedom of expression is a linchpin right that enables individuals to express their views 

and participate in the democratic process. Intuitively, the right to freedom of expression comprises 

a bundle of rights,14  including the freedom to seek, receive, impart information and ideas of all 

kinds, regardless of frontiers, either orally, in writing or print, in the form of art or through any other 

media of whatever choice,15 including—the Internet.16 The UN Committee on Civil and Political Rights 

has stressed that the Internet17 is a means of expression since paragraph 2 of Article 19 protects all 

forms of expression and the means of their dissemination.  

 
9 Declaration of Principles on Freedom of Expression and Access to Information in Africa, adopted by the African Commission on Human and Peoples’ 
Rights at its 65th Ordinary Session held from 21 October to 10 November 2019 in Banjul, The Gambia, Principle 43(1). 
10 Kinfe M Yilma and Halefom Abraha ‘The Internet and Regulatory Responses in Ethiopia: Telecoms, Cybercrimes, Privacy, E-commerce, and the New 
Media’ (2015)  9 Mizan Law Review 109. 
11 UNESCO, ‘Second Growth and Transformation Plan (GTP II: 2016-2020)’ (12 June 2017) <https://en.unesco.org/creativity/policy-monitoring-
platform/second-growth-transformation-plan> accessed 21 April 2021. 
12  Ethiopian Digital Strategy 2025, s 5. 
13 Kaleyesus Bekele ‘Ethio-Telecom expresses concern on liberalization process’ (The Reporter, 18 January 2020) 
<https://www.thereporterethiopia.com/Article/ethio-telecom-expresses-concern-liberalization-process> accessed 21 April 2021. 
14 Dirk Voorhoof, ‘The Right to Freedom of Expression and Information under the European Human Rights System: Towards a more Transparent 
Democratic Society, EUI Working Paper’ RSCAS 2014/12, (2014) 1-22. 
15 ICCPR (n 5).  
16 Jacob Rowbottom, ‘To Rant, Vent and Converse: Protecting Low Level Digital Speech’ (2012) 71 Cambridge Law Journal 355. 
17 UNHRC, ‘General comment No. 34’ (n 117) para 15. 
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• Constitutional Provisions 

Freedom of expression is guaranteed under Article 29 of the FDRE Constitution.18 It provides that: 

“ 
(1) Everyone has the right to hold opinions without interference. 

 

(2) Everyone has the right to freedom of expression without any interference. This right shall include freedom 

to seek, receive and impart information and ideas of all kinds, regardless of frontiers, either orally, in writing 

or in print, in the form of art, or through any media of his choice. 
 

(3) Freedom of the press and other mass media and freedom of artistic creativity is guaranteed. Freedom of 

the press shall specifically include the following elements:  

 

(a) Prohibition of any form of censorship. 

(b) Access to information of public interest. 
 

(4) In the interest of the free flow of information, ideas and opinions which are essential to the functioning of 

a democratic order, the press shall, as an institution, enjoy legal protection to ensure its operational 

independence and its capacity to entertain diverse opinions. 
 

(5) Any media financed by or under the control of the State, shall be operated in a manner ensuring its capacity 

to entertain diversity in the expression of opinion. 

 

(6) These rights can be limited only through laws which are guided by the principle that freedom of expression 

and information cannot be limited on account of the content or effect of the point of view expressed. Legal 

limitations can be laid down in order to protect the well-being of the youth, and the honour and reputation 

of individuals. A propaganda for war as well as the public expression of opinion intended to injure human 

dignity shall be prohibited by law. 
 

(7) Any citizen who violates any legal limitations on the exercise of these rights may be held liable under the 

law. 

” 
The Constitution endorses freedom of expression in similar terms as under the Universal 

Declaration19 and the ICCPR.20 It recognises the freedom to seek, receive and impart information.21 

This further resonates with the so-called ‘two dimensions’ of freedom of expression—individual and 

collective freedoms—through enabling the right holders to act individually or collectively.22 It also 

embraces a plethora of modes and means of expression, be it orally, in writing, in print or by any 

medium of one’s choice.23 Thus, freedom of expression on the Internet is equally protected under 

the Constitution through the phrase ‘any media of his choice.’ Most importantly, the Constitution 

under Article 9(4) provides ‘all international agreements ratified by Ethiopia are an integral part of 

the law of the land.’ 

 
18 Constitution of the Federal Democratic Republic of Ethiopia, article 29. 
19  Universal Declaration of Human Rights (UDHR) adopted 10 December 1948, UNGA Res 217 A(III) Article. 19   
20  ICCPR (n 5) art 19.  
21  Ibid. 
22  See ‘The Last Temptation of Christ’ (Olmedo-Bustos et al.) v. Chile. Merits, Reparations and Costs. IACtHR Judgment of February 5, 2001. Series C No. 
73. para. 64; and Compulsory Membership in an Association Prescribed by Law for the Practice of Journalism (Arts. 13 and 29 American Convention on 
Human Rights). IACtHR Advisory Opinion OC-5/85 of November 13, 1985. Series A No. 5. Para. 30. 
23   Ibid. 
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The Constitution refers to international instruments so that the government (legislative, executive 

and judiciary) should draw inspiration regarding the promotion and protection of human rights. It 

stipulates:  

“ 
The fundamental rights and freedoms specified in this Chapter (chapter 3 on fundamental rights and freedoms) 

shall be interpreted in a manner conforming to the principles of the Universal Declaration of Human Rights, 

International Covenants on human rights and international instruments adopted by Ethiopia.24  

” 
The above constitutional safeguards have to be interpreted in light of the Universal Declaration, 

ICCPR, the African Charter or any other relevant international human rights instrument. However, one 

of the apparent flaws in the Constitution is that it places freedom of expression under the category 

of democratic rights, as distinct from human rights. The practical implication of dividing rights as a 

human rights and democratic rights remains baffling and has no basis under international human 

rights law.25 Moreover, some of the grounds set out by which the right to freedom of expression can 

be limited under Article 29(6), such as ‘the public expression of opinion intended to injure human 

dignity’ seems to be nebulous and also unsupported by international human rights law.26  

• Other laws  

Ethiopia has also enacted sector-specific laws governing mass media, broadcasting services, hate 

speech and disinformation, network disruptions and social media regulation. For example, the 

Ethiopian Freedom of the Mass Media and Access to Information Proclamation27 stresses the need 

for upholding freedom of expression for the mass media houses. However, as of 5 April 2021, the 

2008 Mass Media and Access to Information Proclamation has been amended with new Media 

Proclamation No.1238/2021. The major highlights of the Media Proclamation are: 

“ 
(1) Applies to mainstream media (print and broadcasters) and online media, excluding social media. (Article 2(1) 

Media Proclamation)  
 

(2) Renaming of the previous media regulatory body, i.e., Ethiopian Broadcasting Authority, into Ethiopian Media 

Authority. (Article 4) 
 

(3) Registration regime for periodicals and online media shall not impose substantive restrictions on the right to 

freedom of expression. (Article 22(1)) 
 

(4) Media houses have the right to freedom of expression (Article 48) 
 

(5) Defamation (or sedition) is committed; it shall entail civil liability, not criminal liability. (Article 84(1)  
 

(6) Compensation for civil damages involves hefty fines (up to 300,000 Birr approximately USD7320).  

 

” 

 
24   Constitution of the Federal Democratic Republic of Ethiopia, (n114) art 13. 
25  Gedion Timothewos, ‘Freedom of Expression in Ethiopia: The Jurisprudential Dearth’ (2010) 4 Mizan Law Review 2, 201. 
26   Mesenbet Tadeg, ‘Freedom of Expression and the Media Landscape in Ethiopia: Contemporary Challenges’ (2016), 5 University of Baltimore Journal 
of Media Law & Ethics 69, 86. 
27 Ethiopia: Proclamation No. 590/2008 of 2008, Freedom of the Mass Media and Access to Information Proclamation, 4 December 2008, article 4. 
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Hate Speech: Hate Speech and Disinformation Proclamation No.1185/2020 

In February 2020, the Ethiopian parliament passed a Proclamation aimed at countering hate speech. 

Article 2(2) of the Proclamation defines ‘hate speech’ as any speech that deliberately promotes 

hatred, discrimination or attack against a person or group based on protected status. However, this 

definition is still vague and susceptible to subjectivity under international human rights law because 

it fails to define the term ‘hatred’, one of the major ingredients of effectively regulating hate speech. 

Information disorder: Hate Speech and Disinformation Proclamation No.1185/2020 

Article 2(3) of the Hate Speech and Disinformation Proclamation defines disinformation as ‘a speech 

that is false, is disseminated by a person who knew or should reasonably have known the falsity of 

the information and is highly likely to cause a public disturbance, riot, violence or conflict.’ However, 

this definition is sweeping in scope, violating the legality requirement under Article 19(3) of the 

ICCPR. 

Platform regulation and intermediary liability 

Laws governing platforms and Internet intermediaries are not comprehensive; rather, they are 

subsumed under the Hate Speech and Disinformation Proclamation No.1185/2020. Article 8(1) of 

the Proclamation generally describes that enterprises that provide social media service should strive 

to suppress and prevent the dissemination of hate speech and disinformation. Although the term 

‘enterprise’ is not defined under the Proclamation, it could be interpreted to mean Internet 

intermediaries (and social media platforms). 

Most importantly, the Proclamation mandates social media service providers to act within twenty-

four hours to remove or take down the circulation of disinformation or hate speech upon receiving 

notification as provided under Article 8(2). Nevertheless, this law does not detail how this expedited 

removal process will be operationalised while also posing extra burden on platforms during content 

moderation. 

Network Disruptions: Computer Crimes Proclamation 2020 (Draft)  

The Draft Proclamation discourages Internet shutdown measures as stipulated under Article 24(1). 

It provides: ‘Measures aimed at Internet shutdown, blocking, or filtering should only be made when 

necessary to protect national security, public order, public health and public safety.’ If this law is 

approved as is, it will normalise the practice of Internet shutdown or censorship in Ethiopia, which 

already poses huge threats to the protection of human rights both online and offline. 

• Major incidents 

Some court cases have been filed since the enactment of the controversial Hate Speech and 

Disinformation Proclamation. For example, Yayesew Shimles was the first victim of the new law and 

was indicted for sharing false information to the public as he posted on Facebook without 

mentioning a source in anticipation of COVID-19’s impact and that the government had ordered the 

preparation of 200,000 burial places.28 However, the case is still being adjudicated and pending 

before the court.  

 
28 See Addis Standard, ‘Prosecutor’s charge journalist Yayesew with newly enacted hate speech law’ (21 April 2020) < https://addisstandard.com/news-
update-prosecutors-charge-journalist-yayesew-with-newly-enacted-hate-speech-law/> accessed 21 April 2021. 
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Another pressing concern is Internet shutdowns which have become the hallmark of the Ethiopian 

government. The Ethiopian government has been using different narratives, including a proposed 

law to justify network disruptions, which in turn muzzle the right to freedom of expression.29 About 

freedom of expression on the Internet, emerging concerns in Ethiopia include a lack of Internet 

access, hate speech and disinformation regulation, draconian national laws such as the 2016 

Computer Crimes Proclamation, and Internet censorship.30 

3.2.2 Status of data protection in Ethiopia  

The right to privacy is a constitutionally guaranteed right in Ethiopia. However, while Ethiopia has 

ratified major international and regional human rights documents and has incorporated the right to 

privacy in its constitution, it has not yet enacted comprehensive data protection law despite the 

recent reform efforts. 

• Constitutional provisions 

Article 26 of the FDRE Constitution provides for the right to privacy as follows: 

“ 
(1) Everyone has the right to privacy. This right shall include the right not to be subjected to searches of his 

home, person or property, or the seizure of any property under his personal possession.  
 

(2) Everyone has the right to the inviolability of his notes and correspondence including postal letters, and 

communications made by means of telephone, telecommunications and electronic devices.  
 

(3) Public officials shall respect and protect these rights. No restrictions may be placed on the enjoyment of such 

rights except in compelling circumstances and in accordance with specific laws whose purposes shall be the 

safeguarding of national security or public peace, the prevention of crimes or the protection of health, public 

morality or the rights and freedoms of others. 

” 
The above constitutional Section starts with the recognition of the right to privacy with a generic 

approach. This is because the Constitution fails to define neither what amounts to privacy nor did it 

take guidance on the concept of privacy from the jurisprudence of the UN Human Rights Committee 

as the concept of privacy may include: identity, integrity, personal autonomy, intimacy, 

communication, sexuality and data protection.31  

Sub Articles 1 and 2 of Article 26 further lay down different aspects of privacy, which are described 

in terms of protecting one's person, home, property, and correspondence and communication. Thus, 

in principle, one should not interfere with the privacy of individuals, including their person, home, 

property, correspondence and communication. However, it is worth noting that the list of protected 

interests, i.e. different spheres of privacy, is not exhaustive.32 Therefore, although the Constitution is 

silent on whether or not family falls within the ambit of protected interests, the right to privacy 

should be construed broadly to include non-interference with one’s family. 

 
29 See Tomiwa Ilori, ‘Life Interrupted: Centering the Social Impact of Network Shutdowns in Advocacy in Africa’ (Global Network Initiative (GNI) report 
2021) 12; Yohannes Eneyew Ayalew, ‘The Internet shutdown muzzle(s) freedom of expression in Ethiopia: competing narratives,’ (2019) 28 Information 
& Communications Technology Law, 208. 
30 See Yohannes Eneyew Ayalew, ‘Assessing the limitations to freedom of expression on the Internet in Ethiopia against the African Charter on Human 
and Peoples’ Rights’ (2020) 20 African Human Rights Law Journal 315, 322. 
31 Nowak (n6) 385. 
32 See Alebachew Birhanu Enyew, ‘Towards Data Protection Law in Ethiopia’ in Alex B. Makulilo (ed) African Data Privacy Laws (Springer International 
Publishing 2016) 150. 
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The first provision of Article 26(3) requires public officials to refrain from interferences with individual 

privacy and prevent persons/entities that would endanger the right. The second part of the same 

sub-Article deals with permissible limitations to the rights to privacy. The FDRE Constitution does 

not enshrine the right to privacy in absolute terms. Indeed, the right can be limited for other 

competing interests. However, limitations to the right to benefit others and general welfare may not 

always be justifiable. 

Article 26(3) of the Constitution makes clear that limitations to the right are only permissible under 

the fulfilment of certain cumulative requirements: (1) there must be a purpose for limitations, (2) 

there must be compelling circumstances, and (3) limitation must be made under specific laws. These 

criteria are important to balance the constitutional right to privacy and other competing interests, 

such as the right to freedom of expression, which is further taken up in Part IV. Thus, the right to 

privacy can only be lawfully limited upon the satisfaction of the three criteria together. Concerning 

the first criterion, Article 26(3) of the FDRE Constitution enumerates six competing interests, namely 

national security, public peace, the prevention of crimes, the protection of health, public morality, 

and the rights and freedoms of others.  

• Other laws 

Biometric data/digital ID 

The biometric data and digital IDs are regulated by Registration of Vital and National Identity Card 

Proclamation No.760/2012. This law is slightly amended by Proclamation No.1049/2017. As laid 

down under Article 56 (1) of the Proclamation, individuals who have attained majority age shall be 

obligated to obtain a national identity card.  

Article 58(2) further provides the particulars of national IDs. Accordingly, a national identity card to 

be issued shall have the quality of lasting for the period of its validity (ten years) referred to in Article 

59 of this Proclamation, have security features and contain the following particulars: a) the full name 

including grandfather, sex, date and place of birth, principal residence, photograph, fingerprint and 

signature of the holder; b) national identification number and identity card number; and c) issuance 

and expiry date.  

Cybercrime: Computer Crimes Proclamation No.958/2016 (now under revision) 

Computer Crimes Proclamation is another piece of legislation that could impact data protection. The 

Proclamation under Article 2(1) defines ‘computer crimes’ as:  

“ 

(a) A crime committed against a computer, computer system, computer data or computer network; 
 

(b) A conventional crime committed by means of a computer, computer system, computer data or computer 

network; or  
 

(c) Illegal computer content data disseminated through a computer, computer system, or computer network. 

” 
For example, illegal access of computer data or systems will entail simple imprisonment not 

exceeding three years or a fine from Birr 30,000 to 50,000 ($665 to $1,109) or both. The law fails 

to regulate emergent cybercrimes, such as racist and xenophobic content, intellectual property-
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related crimes, revenge pornography and large-scale cyber-attacks found under the African Union 

Convention on Cybercrime and Protection of Personal Data. 

Data Protection Proclamation (Draft)  

The Draft Law defines ‘personal data’ as any information relating to an identified or identifiable 

natural person who can be identified: from such data; or from such data and other information which 

is in possession of, or is likely to come into the possession of, the data controller, and includes any 

expression of opinion about the individual and any indication of intentions of the data controller or 

any other person in respect of the individual.33 

The Draft Law contains detailed provisions on data collection, use, protection, and processing and 

establishes a regulatory entity called the Data Protection Commission. The draft provides for 

the definition of ‘personal data’. It sets out the principles (the principle of fairness and transparency, 

purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality, 

security, and data transfer) governing the processing of personal data.   

It also contains the fundamental rights of data subjects, including the right to be informed, right to 

access, right to rectification, right to erasure, right to object, right not to be subject to automated 

decision making, right to restriction, and right to data portability. This law looks modern but may 

face some practical implementation measures since currently there is no Data Protection Commission 

or any other adequate body. 

Personal privacy and civil remedies: the 1960 Civil Code  

The Ethiopian Civil Code has numerous provisions that protect privacy. The first of such provisions 

is Article 11, which provides that ‘no person may have his freedom restricted, or be subject to a 

search, except in cases provided by the law.’34 Articles 20 and 24 of the Civil Code provide for the 

right to refuse to be compelled to submit oneself into a medical examination without consent and 

the right not to be compelled to reveal facts obtained in the course of one’s professional duty. 

Besides, Article 27 forbids the exhibition or publication of one’s photograph without the consent of 

the author. It enshrines that ‘The photograph or the image of a person may not be exhibited in a 

public place, nor reproduced, nor offered for sale without the consent of such a person.’ 

The other provision protecting individuals from unlawful interference is the rule governing trespass. 

Article 2053 clearly states that,  

“ 

A person commits an offence where, without due legal authority, he forces his way on the land or into the house 

of another, against the clearly expressed will of the lawful owner or possessor of the land or house. 

” 
Unless courts expand the notions of privacy, the Civil Code did not define privacy nor provide 

reasonable compensation for moral damages. For example, the moral damages, including for privacy 

intrusions (trespass or unlawful publication of personal information), is quite insignificant 

compensation since the law put a cap 1,000 Birr (25USD) as per Article 2116(3) of the Civil Code. 

 
33 House of Peoples Representatives of the FDRE, ‘Laws’ <laws1> accessed 21 April 2021. 
34 ‘Ethiopian Civil Code’ <https://www.trans-lex.org/604600/_/ethiopian-civil-code/> accessed 26 May 2021. 
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Privacy and criminal remedies: the 2004 Criminal Code 

The 2004 Criminal Code offers penal remedies for privacy breaches. For instance, Articles 604 and 

605 of the Criminal Code provide, whoever commits any of the enumerated acts constituting a 

violation of the privacy of domicile or restricted area is punishable with up to five years of 

imprisonment in aggravated cases. 

Article 606 of the Criminal Code criminalises violation of the privacy of correspondence or 

consignments, including intrusion of one's letter, telegram, telecom, and other electronic 

correspondence upon complaint, with up to six months of imprisonment or a fine. However, some 

wordings such as ‘violation of the privacy of domicile’ are vague and subjective. This may violate the 

principle of legality under Articles 2 and 23 of the Criminal Code of Ethiopia and Article 19(3) of the 

ICCPR. 

• Major incidents 

The government is now striving for the expansion of its National Digital ID project.35 Currently, under 

the auspices of the Ministry of Peace, there is a strategy to implement a National Digital ID. According 

to the government’s digital plan, a digital ID program implementation has begun in Addis Ababa, 

which could be a pilot for scaling up at the national level subject to a review of its success.36 

There is no well-developed jurisprudence on the right to privacy or data protection concerning case 

law. However, in Riyan Miftah v Elsiwdi Kebls, the Federal Supreme Court Cassation bench delivered 

a landmark ruling in 2013.37 The facts of the case show the respondent’s company had advertised 

the images of a child without the child's consent (through his guardian). The company used the 

applicant’s image and ran an advertisement for four years in Ethiopia and beyond, including 

advertisements on the Internet that reached more than 25 countries.38 The Federal Supreme Court 

Cassation bench ruled in favour of the applicant as: ‘no image or photograph of a person may be 

publicly exhibited, sold, or disseminated without the consent of the person concerned.’39  

The Court awarded damages for privacy intrusion as provided under Articles 27 and 29 of the Civil 

Code. Notably, the court emphasised the extent of damages to be awarded rather than the 

conception of the right to privacy. As a result, it missed the opportunity to provide guidance on the 

different nuances of the right to privacy. The dearth of jurisprudence is mainly due to Ethiopia’s civil 

law tradition, where little or no value is given to judicial decisions. However, since 2005, the ruling 

of the Cassation Division of the Federal Supreme Court ('Cassation Bench') on the interpretation of 

the law is proclaimed to be binding on all other courts.  

Ethiopia has been undergoing a massive legal reform project since April 2018. As part of this reform, 

the Legal and Justice Affairs Advisory Council (LJAAC) has been established.40 The Council seeks to 

reform draconian laws such as the Anti-Terrorism Proclamation, Charities and Societies Proclamation, 

and the Mass Media Proclamation. In addition, it expanded to other areas of law that could contribute 

 
35 Digital Strategy (n12) 56. 
36  Ibid  
37 Kinfe Michael, ‘Sources of Ethiopian Privacy Laws’ <https://www.abyssinialaw.com/component/k2/item/1544> accessed 15 June 2021.  
 
38 See Child Ryan Miftah v. Elswid Cables, Ethiopian Federal Supreme Court Cassation Division FSC File No.91710 Volume 15, November 25, 2013) 319. 
39 Ibid. 
40 Abadir M. Ibrahim and Abduletif Kedir Idris, ‘The Silent Fighters: The Volunteers behind Ethiopia’s Democratic Reforms,’ (Addis Standard, 27 February  
2020) <http://addisstandard.com/profile-the-silent-fighters-the-volunteers-behind-ethiopias-democratic-reforms/ > accessed 21 April  2021. 
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to national democratisation and human rights promotion.41 However, enforcement challenges are 

still there due to the weakness of institutions and the lack of independent bureaucracy.  

Both the right to freedom of expression and the right to privacy are constitutionally protected in 

Ethiopia. However, both rights could be limited based on communal interests and the rights of 

others, such as national security, public health, morality, the rights of others and propaganda of war. 

Additionally, one of the biggest challenges under the Ethiopian legal system is an absence of judicial 

review power and the court's passive role in interpreting the constitutionally guaranteed rights, 

including freedom of expression and privacy. As a result of this, there is a feeble jurisprudence on 

the status of free speech and privacy in Ethiopia.  

3.2.3 Intersection of the right to freedom of expression and data protection in 

Ethiopia  

The right to privacy and freedom of expression can be mutually reinforcing in some contexts. The 

right to privacy reinforces the right to freedom of expression to the extent that privacy plays an 

important role in creating the content required to be expressed, thereby making possible the 

adequate exercise of freedom of expression.42 Respect for privacy is thus a prerequisite for trust by 

those engaging in communicative activities, which is a precondition for exercising the right to 

freedom of expression.43 Freedom of expression equally reinforces the right to privacy to the point 

that freedom of expression is critical to protecting privacy.44  

For instance, in addition to other factors at play, freedom of information may enable disclosures 

about large-scale data breaches and privacy invasions such as those by behemoth tech companies 

which may otherwise not be disclosed. As interdependent rights, freedom of expression and privacy 

also intersect over the right to be forgotten and encryption.45  

The right to privacy and freedom of expression intersect in the digital age, raising a balancing issue 

in the context of the publication of personal information and an individual’s right to be forgotten. To 

illustrate this, in the context of the publication of personal information about individuals where their 

private information is posted on the Internet, different touchstones such as the contribution of the 

personal information to the general debate, the method of obtaining the information, the popularity 

of the person, prior conduct of the person, the content and form, and severity of the sanctions 

imposed should be used to balance the right to privacy and expression.46  

The ‘right to be forgotten.’ 

The Draft Data Protection Proclamation (the latest version May 2021) under Article 38 provides for 

the ‘right to be forgotten.’ Accordingly, the data subject shall have the right to obtain from the 

controller the erasure of personal data where one of the following grounds applies:  

 
41 UNHRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression on His Visit to 
Ethiopia’ ( 29 April 2020) UN Doc A/HRC/44/49/Add.1 paras 15–16. 
42 UNHRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, Frank La Rue’ (17 
April 2013) UN Doc. A/HRC/23/40. 
43  Toby Mendel et al, ‘Global Survey on Internet Privacy and Freedom of Expression’ (UNESCO Series on Internet Freedom, UNESCO 2012) 95. 
44  Joseph Cannataci et al, ‘Privacy, free expression and transparency and redefining their new boundaries in the Internet ecosystem’ (UNESCO Internet 
Study 2016) 79. 
45  Eric Barendt, ‘Privacy and Freedom of Speech’ in Andrew T. Kenyon and Megan Richardson (eds.), New Dimensions in Privacy Law: International and 
Comparative Perspectives (Cambridge University Press 2006) 11-31. 
46 Einarsson v. Iceland (Instagram case) ECtHR (7 November 2017) para 53. See also Axel Springer AG v. Germany, ECtHR (7 February 2012), paras 89-95 
and Von Hannover v. Germany (no. 2), ECtHR, (12 February, 2012) para 108-113. 
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“ 
(a) the personal data are no longer necessary in relation to the purposes for which they were collected or 

otherwise processed;  
 

(b) the data subject withdraws consent on which the processing is based and where there is no other legal ground 

for the processing;  
 

(c) the data subject objects to the processing and there are no overriding legitimate grounds for the processing;  
 

(d) the personal data have been unlawfully processed. 

 

” 
Apparently, the drafters took the content of the right to be forgotten from the EU GDPR.47 However, 

unlike the GDPR, the Amharic version of the Draft law as presented, looks dubious. This is because 

the four grounds stated in the draft are, in fact, the obligations of the data controller under the 

GDPR, not the data subject. The Amharic version suggests that the data subject will have such rights 

upon fulfilling the above grounds.  

Thus, the Draft Law should be revised, giving effect to such drafting errors.  Unlike GDPR, the Draft 

law lists few exceptional grounds by which processing data should be necessary so that the right to 

be forgotten may be limited. Nevertheless, the Draft law ignores the other important ground for 

restricting the right to be forgotten, i.e., exercising the right of freedom of information.48 This ground 

is vital to balance the right to privacy and freedom of expression in the context of the right to be 

forgotten.  

Therefore, the drafters should significantly revise this bill to not restrict the right to freedom of 

expression. In the Ethiopian context, there are few instances where the right to privacy intersects 

with freedom of expression. For example, Eskinder Nega, a human rights defender and journalist, 

was harassed by police in 2020 for expressing his opinion and attempting to make a press 

conference. The Police had confiscated his phone and possessions, thereby also violating his right 

to privacy.49  

Encryption 

Before the coming into effect of the Electronic Signature Proclamation, there was no law addressing 

encryption. For example, the Telecom Fraud Offences Proclamation No.761/2012 has some generic 

normative rules. In particular, Article 3(1) of the Proclamation criminalises the manufacture, assembly, 

or import of any telecommunications equipment without a permit, punishable by ‘rigorous 

imprisonment for between 10 and 15 years and a fine of between ETB 100,000 and ETB 150,000 

($2,219 and $3,329). 

Article 2(7) of the Electronic Signature Proclamation defines encryption ‘as a process of transforming 

electronic message into a form that cannot be read by a person or machine other than the intended 

recipient.’ The power to issue encryption service is vested on certificate providers under Articles 22 

and 24. According to this law, certificate providers are those legal persons who are duly authorised 

or recognised to issue a certificate. Importantly, prior authorisation by the Root Certificate Authority 

 
47 EU General Data Protection Regulation (GDPR): Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC 
(General Data Protection Regulation), OJ 2016 L 119/1, article 17. 
48  Ibid, article 17(3) (a).  
49 Amnesty International, ‘Ethiopia: Stop harassing Eskinder Nega for his opinions’ (7 June 2019) 
<https://www.amnesty.org/en/latest/news/2019/06/ethiopia-stop-harassing-eskinder-nega-for-his-opinions/> accessed 21 April 2021. 
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is mandatory before utilising or manufacturing any crypto product. This law mandates the Information 

Network and Security Agency (INSA) as a regulator of encryption service in the country. In particular, 

INSA will act as the Root Certificate Authority in Ethiopia under Article 9 of the Proclamation. 

Communications surveillance  

Finally, another area where these two rights intersect is communications surveillance. In a report 

entitled ‘They Know Everything We Do’, Human Rights Watch documented how the Ethiopian 

government uses its control over the telecommunications system to restrict the right to privacy, 

freedom of expression, freedom of association, and assembly.50 These rights are entrenched under 

international law and in the Ethiopian Constitution but are routinely violated by the government. 

Moreover, in practice, they are undercut by problematic national laws and practices by the authorities 

(for example, warrantless interceptions and surveillance to counterterrorism)51 that wholly disregard 

applicable human rights protections.52 

3.2.4 Conclusion 

In summary, Ethiopia has an obligation under the Constitution and international instruments to 

respect, protect and fulfil freedom of expression and data protection, both offline and online. This 

report has found that the Ethiopian government has taken legislative measures to protect the right 

to freedom of expression and privacy.  

Nonetheless, there are practical concerns that some laws would shackle the right to freedom of 

expression and intrude on the right to privacy stemming from governmental interference. For 

example, the Internet shutdown has become the new normal that is leaving millions of Ethiopians in 

the dark which, might stifle the right to freedom of expression. Thus, this report recommends the 

Ethiopian government to end the practice of Internet shutdown and desisting from normalising them 

while also abiding by international human rights standards such as legality, legitimacy, necessity, 

and proportionality. Most importantly, the Ethiopian government should enact a comprehensive data 

protection law that will allow data subjects to exercise their right to privacy. 

_________________________ 

50 Human Rights Watch, ‘They Know Everything We Do’ Telecom and Internet Surveillance in Ethiopia, (2014) 
<https://www.hrw.org/node/256532/printable/print> accessed 21 April 2021. 
51 Hiruy W Gebreegziabher, ‘The right to privacy in the age of surveillance to counter terrorism in Ethiopia’ (2018) 18 African Human Rights Law Journal 
392. 
52 Ibid. 

 

 
50 Human Rights Watch, ‘They Know Everything We Do’ Telecom and Internet Surveillance in Ethiopia, (2014) 
<https://www.hrw.org/node/256532/printable/print> accessed 21 April 2021. 
51 Hiruy W Gebreegziabher, ‘The right to privacy in the age of surveillance to counter terrorism in Ethiopia’ (2018) 18 African Human Rights Law Journal 
392. 
52 Ibid. 
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3.3. Introduction  

While the protection and promotion of the right to freedom of expression have had a long and 

chequered history in Kenya, the prioritisation of the right to data protection was not properly 

protected through a stand-alone law until 2019. Kenya’s transformative 2010 Constitution 

guarantees the rights to information and communications privacy and freedom of expression, both 

online and offline.1 In addition to this, Kenya has ratified various international and regional 

instruments and treaties guaranteeing the right to freedom of expression and informational privacy. 

The ICCPR and the African Charter form part of Kenya's laws by virtue of Article 2 (6) of the 2010 

Constitution. The Universal Declaration, which has attained the status of international customary law, 

also forms part of Kenya’s laws under Article 2 (5) of the 2010 Constitution.  

Kenya also ratified the African Charter on the Rights and Welfare of the Child (ACERWC) (1990), with 

Article 10 of the ACERWC explicitly protecting children's privacy against arbitrary and unlawful 

interferences. In 2018, Kenya ratified the African Continental Free Trade Area Agreement (AfCFTA), 

which, according to its Article 15 (a)(ii)) requires States to ensure ‘the protection of the privacy of 

individuals about the processing and dissemination of personal data and the protection of 

confidentiality of individual records and accounts.’  Notably, Kenya has not ratified the African Union 

Convention on Cybercrimes and Personal Data Protection (AU Convention). 

While not binding on Kenya, soft law instruments such as the revised Declaration of Principles on 

Freedom of Expression and Access to Information in Africa (the revised Declaration) and the 

Resolution on the Right to Freedom of Information and Expression on the Internet in Africa establish 

guiding standards for the respect, protection and fulfilment of human rights. Kenya is also a member 

of the Freedom Online Coalition (FOC), where it is committed to promoting Internet freedom. 

Despite these international and regional commitments and the transformative nature of the 2010 

Constitution, Kenya’s promotion of freedom of expression online has been typified by both standard-

setting progression and rights-violating regression. Instructively, Kenyan courts have delivered 

positive pronouncements and struck down unconstitutional provisions for suppressing the right to 

freedom of expression, including provisions in the Penal Code. Despite this, Parliament has 

reintroduced some of these provisions, including criminal defamation. Problematically, many laws 

are not aligned with the 2010 Constitution and the general rules of international law and rely on 

disproportionate civil and criminal sanctions used by state agents to harass and intimidate targeted 

 
1 Constitution of Kenya <Kenya Law: The Constitution of Kenya> (2010). 

KENYA 
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online users. In effect, this situation has a ‘chilling effect’ on the right to freedom of expression online 

in Kenya. 

On data protection, Kenya’s Data Protection Act (DPA) 2019 was enacted in November 2019, but 

the enforcement of this law has been wanting with Kenya’s first Data Protection Commissioner only 

being appointed in November 2020. In effect, this meant that the collection and processing of 

personal data, including sensitive health data, by State and non-State actors was unsupervised for 

one year. At an operational and functional level, many commentators note that Kenya’s data 

protection authority lacks independence and autonomy and cannot properly oversee the protection 

of personal information and freedom of expression in Kenya.2  

The right to freedom of expression online and data protection are mutually reinforcing and have the 

same level of importance under the Bill of Rights, i.e., no right is superior to the other. Some of the 

areas where these two rights intersect, demanding a proper balance between these co-equal rights, 

is by incorporating specific exemptions for journalistic, academic, artistic, literary and other cultural 

purposes in data protection laws, the right to rectification and erasure and encryption and 

anonymity.3 However, as explored below, these intersections have not been adequately protected, 

especially as required under international human rights law.   

When examining these and other concerns in detail, the report first documents the constitutional 

and legal status of the right to freedom of expression and data protection in Kenya. This is 

complemented by a breakdown of any major incidents like policy implementation, court cases, 

violations, forward-looking practices affecting the protection, promotion and fulfilment of these two 

rights. Building on this information, the report then identifies where freedom of expression and data 

protection intersect in Kenya. Finally, the report identifies key highlights before concluding. This 

report does not cover all the laws affecting freedom of expression and data protection; however, it 

exercised discretion and prioritised laws, policies, and issues that best reflect the country's situation.  

3.3.1. Status of the right to freedom of expression online in Kenya 

• Constitutional Provisions 

In Kenya, the right to freedom of expression is not only a fundamental enabler of other human rights, 

including media freedom and access to information. However, it is also the cornerstone of multi-

party democracy. The right to freedom of expression for every person, online and offline, is primarily 

guaranteed under Article 33 of the 2010 Constitution. This provision states that:  

“ 
Every person has the right to freedom of expression, which includes— 

(a) freedom to seek, receive or impart information or ideas;  

(b) freedom of artistic creativity; and  

(c) academic freedom and freedom of scientific research. 

” 
In addition, this right is not absolute; the State can apply permissible limitations under exceptional 

circumstances. Under Article 33(2) and (3) of the 2010 Constitution, the right to freedom of 

 
2 ARTICLE 19 Eastern Africa, the Kenya ICT Action Network, Pollicy, ‘Covid-19 surveillance in Kenya and Uganda is reducing people’s rights’ (2021) 
<https://www.Article19.org/covid-19-reduced-peoples-rights-in-kenya-and-uganda/> accessed 26 April 2021. 
3 ARTICLE 19, Rwanda: Draft data protection bill must incorporate freedom of expression and information safeguards < Rwanda: Draft data protection 
bill must incorporate freedom of expression and information safeguards - ARTICLE 19>, (2021) accessed 16 June 2021.  
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expression does not extend to ‘propaganda for war, incitement to violence, hate speech, or advocacy 

of hatred.’4 Further, the importance of ‘respect’ under Article 33(3), 2010 Constitution reveals the 

competing and conflicting nature of the right to freedom of expression with other individuals’ rights 

and reputations. Similarly, Article 24 of the 2010 Constitution permits certain rights to be limited 

by law. However, this limitation must satisfy strict conditions and tests and be ‘reasonable and 

justifiable in an open and democratic society.’ 

• Other Laws 

Some colonial-era and post-2010 Constitution laws interfere with the proper enjoyment of the right 

to freedom of expression, both online and offline, in Kenya. These include laws on hate speech, 

defamation, false publication, amongst others. 

Hate Speech: The National Cohesion and Integration Commission (NCIC) Act 

The National Cohesion and Integration Commission (NCIC) Act builds on the express prohibition of 

hate speech under the 2010 Constitution in Kenya. Generally, even though the term ‘hate speech’ 

has not been defined under conventional international law, various mechanisms have grappled with 

its meaning, but held that this term does not include broad terms including ‘ridicule’ or ‘justification.’5 

Section 13, NCIC Act defines hate speech as speech which is,  

threatening, abusive or insulting or involves the use of threatening, abusive or insulting words or 

behaviour commits an offence if such person intends thereby to stir up ethnic hatred, or having 

regard to all the circumstances, ethnic hatred is likely to be stirred up. 

Hate speech under the NCIC Act is defined by reference to ‘ethnic hatred’, which means ‘hatred 

against a group of persons defined by reference to colour, race, nationality (including citizenship) or 

ethnic or national origins.’ Here, any person who ‘uses threatening, abusive or insulting words or 

behaviour, or displays any written material’, or ‘publishes or distributes written material’ or ‘presents 

or directs the performance the public performance of a play’, amongst other types of speech which 

fall within the remit of this provision, risks a fine of KES.1 million (USD9,258) or imprisonment of 3 

years, or both, if found guilty.  

As outlined below, this definition does not align with the various interpretations of the right to 

freedom of expression under Articles 19 and 20 of the ICCPR and risks stifling legitimate expression 

in Kenya.6 Furthermore, the UN Human Rights Committee confirmed that the right to freedom of 

expression extends to expressing opinions, information, and ideas that are ‘deeply offensive’ and 

those which ‘offend, shock or disturb,’ provided these do not constitute an incitement to hatred.7 

Based on this, the imposition of criminal sanctions on abusive or threatening speech that does not 

constitute an incitement to hatred does not meet the permissible limitations threshold under 

international law. 

 
4 Under Article 33 (2) (d), advocacy of hatred includes advocacy that ‘constitutes ethnic incitement, vilification of others or incitement to cause harm or 
is based on any ground of discrimination specified or contemplated in Article 27 (4).’ 
5 UN General Assembly, ‘Promotion and protection of the right to freedom of opinion and expression, David Kaye (2019) para 17 <https://documents-
dds-ny.un.org/doc/UNDOC/GEN/N19/308/13/PDF/N1930813.pdf?OpenElement>  accessed 21 April 2021.  
6 ARTICLE 19,’ Commentary on the Regulation of ‘Hate Speech’ in Kenya’ (2010) 17-18 <https://www.Article19.org/data/files/pdfs/analysis/kenya-
commentary-on-the-regulation-of-hate-speech-.pdf> accessed 25 March 2021. 
7 UNHRC, ‘General Comment No. 34’ (n 117) para 11; ARTICLE 19, ‘Commentary on The Regulation of “Hate Speech” in Kenya’ (n 172) 18; Handyside v the 
United Kingdom, judgment of 7 December 1976, Application No 5493/72; Giniewski v France, judgment of 31 January 2006, Application No 64016/00 para 
43. 
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False information and publications: The Computer Misuse and Cybercrimes Act, 2018  

The prohibitions on ‘false publications and the publication of false information, both online and 

offline, are set out under Sections 22 and 23 of the Computer Misuse and Cybercrimes Act (the 

CMCA) 2018. These prohibitions attempt to regulate information disorder, including ‘fake news’ and 

disinformation, in the digital environment and restrict the freedom of expression in Kenya.  

Section 22 of the CMCA 2018 prohibits the intentional publication of data which is ‘false, misleading 

or fictitious’ or which ‘misinforms with the intent that the data shall be considered or acted upon as 

authentic, with or without any financial gain.’ Under this provision, a convicted person can be fined 

up to KES.5 million shillings (USD45,851) or face (2) two years imprisonment, or both. 

Conversely, Section 23 of the CMCA 2018 prohibits the publication of ‘false information,’ knowingly, 

and attracts a fine of KES.5 million shillings (USD45,851) and imprisonment of up to ten (10) years, 

or both. This provision prohibits:  

“ 
(a) The publication of information that is ‘false in print, broadcast, data or over a computer system, that 

is calculated or results in panic, chaos, or violence among citizens of the Republic,’ or  

(b) The publication of information which is likely to discredit the reputation of a person. 

” 
At the outset, any restrictions attempting to address information disorder, be it mis-, dis- or mal-

information, ‘de facto, limits the right to freedom of expression.’8 As noted above, any restrictions 

on the right to freedom of expression must be aligned with the permissible restrictions under 

international law and Article 24 of the 2010 Constitution.  

These two provisions prohibit the publication of information based on the ‘falsity of information,’ 

which is not a legitimate restriction under international human rights law. In a 2017 Joint Declaration 

by four special international and regional mechanisms on freedom of expression on ‘fake news’, 

disinformation and propaganda, it was noted that: 

“ 
The human right to impart information and ideas is not limited to ‘correct’ statements, that the right also protects 

information and ideas that may shock, offend and disturb, and that prohibitions on disinformation may violate 

international human rights standards, while, at the same time, this does not justify the dissemination of 

knowingly or recklessly false statements by official or State actors. 

” 
In effect, both provisions create a legal ‘duty of truth’ where the State, relying on its monitoring 

machinery, determines what is and is not objective, reliable and factual information and what is and 

is not truth. This permits the State to police and sanctions the ‘desirable’ content that individuals 

can publish and share on their online platforms, including social media platforms, direct messaging 

platforms, and messaging platforms, which restricts the free flow of information.  

 
8 ARTICLE 19, ‘Submission to UN Special Rapporteur on freedom of expression and ‘disinformation’’ 
(2021)<https://www.Article19.org/resources/submission-special-rapporteur-on-freedom-of-expression-and-disinformation/>  accessed 25 March 2021.  
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This control of information also criminalises the intentional sharing of ‘false information’ which 

‘serves a social purpose’,9 including the publication of parodies and other forms of literary, artistic 

and creative expression which critically ‘question our lives, perceptions of ourselves and others, 

world visions, power relations, human nature and taboos,’ amongst others.10 In 2013, the UN Special 

Rapporteur recalled that any ‘expression of political dissent and participation in public debate, 

including in the form of art, is protected under Article 19 of ICCPR.’11  

Further, Section 23 of the CMCA re-introduces criminal defamation in Kenya, which was declared 

unconstitutional in the 2017 Jacqueline Okuta case.12 In 2002, the UN Special Rapporteur on 

Freedom of Opinion and Expression, the OSCE Representative on Freedom of the Media and the 

OAS Special Rapporteur on Freedom of Expression stated that:  

“ 
Criminal defamation is not a justifiable restriction on freedom of expression and called for the abolition of all 

criminal defamation laws, and their replacement, where necessary, with appropriate civil defamation laws.13 

” 
Civil Defamation: The Defamation Act  

The right to freedom of expression is limited by the Defamation Act (CAP 36), which facilitates 

protecting individuals’ reputations, including private and public figures in Kenya. The Act’s long title 

states that the law seeks to ‘consolidate and amend the Statute law relating to libel, other than 

criminal libel, slander and other malicious falsehoods.’  

This law gives further effect to Article 33(3), 2010 Constitution, which calls for the ‘respect of others’ 

reputation.’ This constitutional provision recognises that an appropriate balance must be struck 

between the right to freedom of expression, the public interest regarding information, and ensuring 

that no injury is caused to people’s dignity and reputation during the exercise of this right.  

Kenya’s Defamation Act disproportionately balances these two rights by failing to protect against 

vexatious litigation, otherwise referred to as ‘Strategic Lawsuits Against Public Participation’ (SLAPP), 

and failing to distinguish between the defamation of public figures, who are expected to tolerate a 

greater degree of criticism compared to the injury caused to a private individual’s reputation.14 

Further, the award of pecuniary damages under Section 16A of the Defamation Act is left to judges' 

discretion, without an attendant requirement to assess the financial capacity of the alleged defamer.15 

Additionally, the Defamation Act does not provide a guiding ‘maximum award’ ceiling for non-

material harm.   

 
9 Ibid.  
10 UNHRC, ‘Report of the Special Rapporteur in the Field of Cultural Rights, Farida Shaheed’ (14 March 2013) UN Doc A/HRC/23/34.  
11 Ibid.  
12 Jacqueline Okuta & another v Attorney General & 2 others [2017] eKLR.  
13 ‘International Mechanisms for Promoting Freedom of Expression, Joint Declaration by the UN Special Rapporteur on Freedom of Opinion and 
Expression, the OSCE Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression’ (OAS, 2002) 
<http://www.oas.org/en/iachr/expression/showArticle.asp?artID=87&lID=1> accessed 25 March 2021.  
14 Principle 21, Declaration of Principles on Freedom of Expression and Access to Information in Africa (2019) <African Commission on Human and 
Peoples' Rights Presspublic (achpr.org) accessed 27 April 2021.  
15 ARTICLE 19, ‘Defining Defamation: Principles on Freedom of Expression and Protection of Reputation’ (2017), Principle 19 (b) 
<https://www.Article19.org/data/files/medialibrary/38641/Defamation-Principles-(online)-.pdf> accessed 23 March 2021.  



 

52 

Part 3 | Country Report – Kenya 

It has been observed that the failure to assess a defendant’s financial capacity during defamation 

lawsuits is threatening media sustainability in Kenya and risks stifling journalists’ and media 

organisations’ ability to express themselves, both online and offline, legitimately.16  

• Regulating the online environment 

The regulation of the online environment and private companies in Kenya has taken two forms, 

including attempts to impose liability on intermediaries and regulate online platform providers and 

users. In these instances, State’s monitoring and surveillance machinery and capacities raises 

concerns about the protection of the rights to freedom of expression online, privacy and data 

protection.  

Platform regulation 

In Kenya, the regulation of online platforms is governed by various issue-specific legal frameworks, 

including communications and anti-terrorism laws. These laws create content-related offences which 

rely on punitive and disproportionate civil and criminal sanctions, which create a chilling effect and 

risks discouraging select groups, including bloggers, journalists and online publishers of information, 

from legitimately expressing themselves on issues of public importance given fears of legal censure.  

Kenya’s telecommunications sector is generally governed by the Kenya Information and 

Communications Act (KICA) 1998, which has been amended several times since its enactment. While 

various provisions have a bearing on the regulation of platforms, Section 84D of the KICA 1998 has 

directly affected individuals’ ability to express themselves freely online in Kenya. This provision 

prohibited the publication, in electronic form, of ‘any material which is lascivious or appeals to the 

prurient interest and its effect is such as to tend to deprave and corrupt persons’ and attracted a 

maximum fine of KES 200 000 (USD1,832.54) or imprisonment of 2 years, or both.  

In 2019, this provision was declared unconstitutional by the High Court in the Cyprian Andama v 

Director of Public Prosecution & another case. The Court affirmed that this provision was not a 

legitimate restriction of the right to freedom of expression. Additionally, the Court notes that this 

provision offended the legality requirement that a law be both ‘clear and unambiguous’, which failure 

had a ‘chilling effect’ on the right to freedom of expression under the ‘fear created by the 

consequences of a charge under the provision.’17 

In Kenya, the regulation and monitoring of the online environment is also linked to national security 

and counter-terrorism efforts. The Prevention of Terrorism Act (PTA), 2012 provides for the 

‘detection and prevention of terrorist activities but contains various broad provisions that interfere 

with the right to freedom of expression online, impacting journalists, bloggers, and online publishers 

of information. For example, an amendment to the PTA by the Security Laws Amendment Act, 2014, 

introduced a new provision criminalising the ‘publication of offending material’ which ‘directly or 

indirectly encourages or induces another person to commit or prepare to commit an act of terrorism.’ 

This provision attracts a maximum imprisonment term of 14 years under Section 30A of the PTA.  

Crucially, the UN HRC called on States to ensure that,  

 
16 Mugambi Kiai, Winfred Gakii & Sigi Mwanzia, ‘Defamation liability: Razing media outlets to the ground?’ (The Star, 2020) <https://www.the-
star.co.ke/siasa/2021-04-24-defamation-liability-razing-media-outlets-to-the-ground/> accessed 24 April 2021.  
17 Cyprian Andama v Director of Public Prosecution & another; Article 19 East Africa (Interested Party) [2019] eKLR < Petition 214 of 2018 - Kenya Law> 
accessed 27 April 2021. 
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“ 
measures to combat terrorism and preserve national security are in compliance with their obligations under 

international law and do not hinder the work and safety of individuals, groups and organs of society engaged 

in promoting and defending human rights.18  

” 
Problematically, Section 30A of the PTA is not aligned with Kenya’s international obligations under 

Article 19 of the ICCPR, which ‘protects information and ideas that may shock, offend and disturb.’19 

Intermediary liability 

The UN Special Rapporteur noted that States are imposing obligations on private companies ‘to 

monitor and rapidly remove user-generated content’ in laws which are ‘likely to undermine freedom 

of expression even in democratic societies.’20 These ‘demands for quick, automatic removals risk new 

forms of prior restraint that already threaten creative endeavours in the context of copyright.’21   

Instructively, in July 2017, the Communications Authority of Kenya (CAK) and the NCIC released the 

Guidelines on Prevention of Dissemination of Undesirable Bulk and Premium Rate Political Messages 

and Political Social Media Content via Electronic Communications Networks.22 These Guidelines 

imposed liability on social media service providers to ‘pull down accounts used in disseminating 

undesirable political contents on their platform that have been brought to their attention within 24 

hours but failed to subject this account removal process to judicial review and oversight. Further, it 

was noted that the Guidelines delegated ‘prior restraint powers’ to various private companies 

without an attendant right of appeal for the party whose content is restricted.23  

Aside from these Guidelines, intermediary liability can arise based on common law actions (e.g., 

contract law or a tortious action). Further, intermediary liability for Internet service providers (ISPs) 

or platform providers can arise based on ‘copyright infringement, digital privacy, defamation, national 

and public security, hate speech, child protection and intellectual property disputes.’24 

Prior to the enactment of the Consumer Protection Act, 2012, previous iterations of the Consumer 

Protection Bill, 2011 defined an intermediary as:  

“ 
a person who, in the ordinary course of business and for remuneration or gain, engages in the business 

of — 

 
18 UN HRC, ‘Resolution adopted by the Human Rights Council 22/6’ (12 April 2013) UN Doc A/HRC/RES/22/6.  
19 The United Nations (UN) Special Rapporteur on Freedom of Opinion and Expression, the Organization for Security and Co-operation in Europe 
(OSCE) Representative on Freedom of the Media, the Organization of American States (OAS) Special Rapporteur on Freedom of Expression and the 
African Commission on Human and Peoples’ Rights (ACHPR) Special Rapporteur on Freedom of Expression and Access to Information, Joint 
Declaration on Freedom of Expression and ‘Fake News’, Disinformation and Propaganda (2017) < OAS :: Special Rapporteurship for Freedom of 
Expression> accessed 27 April 2021.  
20 UN General Assembly, ‘Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, David 
Kaye’ (2018) < 1805436 (un.org)> para 16 accessed 27 April 2021. 
21 Ibid, para 17. 
22 “The Guidelines on Prevention of Dissemination of Undesirable Bulk and Premium Rate Political Messages and Political Social Media Content via 
Electronic Communications Networks’ <https://ca.go.ke/wp-content/uploads/2018/02/Guidelines-on-Prevention-of-Dissemination-of-Undesirable-Bulk-
and-Premium-Rate-Political-Messages-and-Political-Social-Media-Content-Via-Electronic-Networks-1.pdf> accessed 22 June 2021. 
23 ARTICLE 19, ‘Kenya: New Draft Guidelines on dissemination via Electronic Communications Networks should be scrapped’ (2017) <Kenya: New Draft 
Guidelines on dissemination via Electronic Communications Networks should be scrapped - ARTICLE 19> accessed 27 April 2021. 
24 Media Defence, ‘Intermediary Liability’ <https://www.mediadefence.org/ereader/publications/advanced-modules-on-digital-rights-and-freedom-of-
expression-online/module-5-trends-in-censorship-by-private-actors/intermediary-liability/> accessed 1 April 2021.  
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(a) representing another person with respect to the actual or potential supply of any goods or 

services;  

 

(b) accepting possession of any goods or other property from a person for the purpose of offering 

the property for sale; or  

 

(c) offering to sell to a consumer, soliciting offers for or selling to a consumer any goods or property 

that belongs to a third person, or service to be supplied by a third person, but does not include 

a person whose activities as an intermediary are regulated in terms of any other national 

legislation. 

” 
Kenya’s draft Intellectual Property Bill (IP Bill) 2020 refers to and introduces intermediary liability 

and monitoring requirements on ISPs, with attendant civil and criminal penalties. Specifically, the IP 

Bill 2020 introduces a notice-and-takedown system that gives hosting services an incentive to 

remove content without proper notice or evidence of actual infringement, which will have a chilling 

effect on freedom of expression.  

Additionally, the IP Bill 2020 purports to protect ISPs with protection from liability where they are 

unaware of ‘facts and circumstances unless the infringing nature of the material is apparent.’ 

However, it has been noted that this reliance on ‘constructive’ rather than ‘actual knowledge’ 

provides a conflicting requirement for ISPs to monitor content on their platforms, which risks chilling 

the right to freedom of expression.25 At the time of writing, the IP Bill 2020 is still undergoing 

review.  

Network disruptions 

Unlike its neighbouring countries, including Tanzania and Uganda, there have been no reported 

incidents of a state-ordered network disruption (e.g. an Internet shutdown) by the State. While a 

Kenya ICT Action Network report noted that Kenya does not have any ‘legal basis for an Internet 

shutdown,’ various laws can be used by the government to justify a state-ordered network disruption. 

These include state of emergency provisions in the 2010 Constitution, national security and public 

order laws (the PTA, the Preservation of Public Security Act), and hate speech laws (the NCIC Act).26  

On 16 April 2021, amendments to the Computer Misuse and Cybercrimes (Amendment) Bill, 2021, 

were tabled before the National Assembly, Parliament. One of the proposed amendments, under 

Clause 2 of the Bill, seeks to expand the functions of the National Computer and Cybercrimes 

Coordination Committee to ‘recommend that websites be rendered inaccessible in the Republic of 

Kenya.’ The draft Bill has not yet been considered by Parliament, but if enacted, it will amount to an 

endorsement of state-sanctioned communications disruptions. Generally, this proposed amendment 

is not in line with international law, with four international mechanisms promoting freedom of 

expression noting, in 2011, that,  

 

 

 
25 ARTICLE 19, ‘Kenya: Intellectual Property Bill must not water down freedom of expression protections’ (2020) 
<https://www.Article19.org/resources/kenya-intellectual-property-bill/> accessed 1 April 2021.  
26 Kenya ICT Action Network, ‘Building trust between the state and citizens: A Policy Brief on Internet shutdowns and elections in Kenya (2017) 
<https://www.kictanet.or.ke/wp-content/uploads/2017/09/Kenya_Policy_Brief_On_Internet_Shutdowns.pdf> accessed 1 April 2021; Part 4, ‘Emergency 
Measures’ Constitution of Kenya < Const2010 (kenyalaw.org)> (2010) accessed 27 April 2021. 
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“ 
cutting off access to the Internet, or parts of the Internet, for whole populations or segments of the public 

(shutting down the Internet) can never be justified, including on public order or national security grounds.27  

” 
In addition, the licensing regime in Kenya permits the CAK to suspend communications services, 

affecting both licensees from providing services, and subscribers, from accessing and using services. 

For example, the Kenya Information and Communications (Registration of Subscribers of 

Telecommunications Services) Regulations, 2014, permits the CAK to order a licensee to deactivate 

(i.e., disable access) or suspend (temporarily disable) access of telecommunications services to a 

subscriber. However, poor documentation makes it unclear what terms and conditions govern the 

relationship between the CAK and communications providers and whether these permit the CAK to 

order providers to effect network disruptions.  

Before Kenya’s 2017 General Elections, the CAK stated that they would shut down the Internet to 

‘prevent violence’ as a ‘worst-case scenario’ option.28 The CAK further noted that they possessed a 

‘social media monitoring system and [had spent] 400 million Kenya shillings ($3.6m) on a device 

management system that will help us closely monitor mobile phones and the activities around 

them.’29 The CAK has exercised these powers of disruption following its interference with the 

transmission signals of three private TV stations, including NTV, KTN News, and Citizen TV, in 2018. 

The High Court ordered the restoration of these signals by CAK.30 

Additionally, in 2018, the CAK announced its installation of the Device Management System (DMS), 

contested by Mobile Network Operators (MNOs) and human rights organisations in Kenya.31 One of 

the documents sent by the CAK to MNO’s revealed that the DMS is expected to facilitate the 

collection of information on International Mobile Equipment Identity (IMEI), International Mobile 

Subscriber Identity (IMSI), and Mobile Station Integrated Services Digital Network (MSISDN) of mobile 

cellular end-users. The system will then enable the identification of illegal end-user's terminals, which 

will be listed on the DMS whitelist.’ Here, a ‘dedicated link’ was expected to be created and 

maintained between MNO’s mobile cellular systems and the DMS located at CA Centre’s.32 The 

rejection by MNOs of this system was based on concerns that the DMS would permit the State to 

intercept and record communication and mobile data in breach of users’ right to privacy. This matter 

is ongoing and is currently before the Supreme Court of Kenya. 

Based on this, it is clear that the CAK, deriving its mandate and powers from KICA, can interfere with 

the free flow of information online and access to the Internet and other digital communications 

platforms, but multiple actors are challenging these interferences to ensure the protection of freedom 

of expression and informational privacy. 

 
27 The United Nations (UN) Special Rapporteur on Freedom of Opinion and Expression, the Organization for Security and Co-operation in Europe 
(OSCE) Representative on Freedom of the Media, the Organization of American States (OAS) Special Rapporteur on Freedom of Expression and the 
African Commission on Human and Peoples’ Rights (ACHPR) Special Rapporteur on Freedom of Expression and Access to Information, Joint 
Declaration on Freedom of Expression and the Internet, < empty sheet (osce.org)> (2011) accessed 16 June 2021. 
28 PC TechMag, Kenya’s Communication Authority May ‘Block Internet’ During Elections <https://pctechmag.com/2017/01/kenyas-communication-
authority-may-block-internet-during-elections/> (2017), accessed 1 April 2021. 
29 Ibid. 
30 Mercy Asamba, High Court suspends order to shut down TV stations, <https://www.standardmedia.co.ke/kenya/article/2001268124/high-court-
suspends-order-to-shut-down-tv-stations> (2018), accessed 1 April 2021.  
31 Okiya Omtatah Okoiti v Communication Authority of Kenya & 8 others [2018] eKLR <http://kenyalaw.org/caselaw/cases/view/151117/>; Communications 
Authority of Kenya v Okiya Omtata Okoiti & 8 others [2020] eKLR <http://kenyalaw.org/caselaw/cases/view/193383>.  
32 Communications Authority of Kenya v Okiya Omtata Okoiti & 8 others [2020] eKLR <http://kenyalaw.org/caselaw/cases/view/193383>  



 

56 

Part 3 | Country Report – Kenya 

• Major Incidents 

The Kenyan judiciary has protected the right to freedom of expression online in numerous seminal 

cases, which continue to affirm the role played by this right in the democratic nation.  

The Penal Code 

In February 2017, the High Court of Kenya declared criminal defamation offence unconstitutional for 

violating the right to freedom of expression in the Jacqueline Okuta & another v Attorney General & 

2 others [2017] eKLR case. In this particular matter, the accused individuals used Facebook to 

publish statements that were deemed defamatory under Section 194 of the Penal Code.33 The Court 

noted that: 

“ 
the harmful and undesirable consequences of criminalizing defamation, the chilling possibilities of arrest, 

detention and two years imprisonment, are manifestly excessive in their effect and unjustifiable in a modern 

democratic society like ours. 

” 
Here, the Court affirmed that defamation could be addressed by reference to ‘an appropriate and 

satisfactory alternative civil remedy’, noting that ‘the offence of criminal defamation constitutes a 

disproportionate instrument for achieving the intended objective of protecting the reputations, rights 

and freedoms of other persons.’ 

In April 2017, Section 132 of the Penal Code was declared unconstitutional for violating the right 

to freedom of expression in the Robert Alai v The Attorney General & another [2017] eKLR case. In 

this particular matter, Robert Alai was charged with using Twitter to publish content which is 

‘calculated to bring into contempt or to excite defiance of or disobedience to, the lawful authority of 

a public officer, who in this case is the President of Kenya. The Court noted that,  

“ 
it is no longer tenable to use laws that are oppressive to the public for the sole purpose of protecting the dignity 

of public officers, thereby, violating people’s right to freedom of expression.  

” 
Additionally, the Court affirmed that any law which purports to restrict a constitutionally guaranteed 

right must be, 

 “ 
reasonable, justifiable and the objective of that limitation is intended to serve the society. The standard required 

to justify limitation is high enough to discourage any limitation that does not meet a constitutional test. And 

that limitation to a right is an exception rather than a rule.34 

” 

 
33 Jacqueline Okuta & another v Attorney General & 2 others [2017] eKLR <http://kenyalaw.org/caselaw/cases/view/130781/>    
34 Robert Alai v The Hon Attorney General & another [2017] eKLR <http://kenyalaw.org/caselaw/cases/view/135467/>  
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In May 2021, Section 66 of the Penal Code was declared unconstitutional for violating the right to 

freedom of expression in the Cyprian Andama v Director of Public Prosecutions & 2 Others eKLR 

case.35 In this particular matter, Cyprian Andama was charged with the offence of ‘publishing alarming 

information’ on his Twitter handle. The Court appreciated that this offence was enacted before the 

2010-Constitution was enacted in Kenya and that it had not been subjected to the scrutiny required 

by Article 24 of the 2010 Constitution on the permissible limits of the rights. However, in its 

determination, the Court found Section 66 to be:  

“ 
excessively broad as it is capable of prohibiting the publishing of false statements as well as opinions honestly 

believed to be truthful hence limiting the citizens’ right under Article 35 to access information. A law that limits 

constitutional rights without any justification violates the Constitution and ought to be removed from the penal 

laws. 

” 
The CMCA, 2018 

The CMCA, 2018 continues to be challenged in court, both for its vague and disproportionate 

content-related offences and on procedural grounds. In May 2018, the Bloggers Association of 

Kenya (BAKE) filed a constitutional petition challenging 26 provisions, including Sections 22 and 23, 

CMCA36 , for threatening the rights to expression, media freedom, and privacy. Despite earlier 

pronouncements suspending the application of these provisions, in 2020, the High Court declared 

the Act valid and constitutional in its entirety.37 The matter is currently before the Court of Appeal.  

At the procedural level, the Senate lodged a petition against the National Assembly contesting the 

CMCA’s 2018 enactment for failing to adhere to the procedural and constitutional requirements for 

adopting laws. The High Court, in October 2020, declared the CMCA, 2018 ‘unconstitutional, thus 

null and void,’ but suspended its order until July 2021 (9-month suspension) to give both houses 

an opportunity to regularize the laws.38 

The ability of the CMCA 2018 to control and stifle free speech online continues to be documented 

by stakeholders in Kenya. For example, before and during official announcements of the coronavirus 

pandemic in March 2020, Sections 22 and 23 of CMCA 2018 provisions have been used to 

intimidate, harass, summon and arrest more than ten digital technology users, including bloggers, 

journalists, content creators, activists, media personnel, students, and politicians.39   

Notably, the vague nature of these two content-related provisions continues to grant dangerously 

wide powers to state agents who are abusing and misusing these provisions without adequate 

oversight. For example, these provisions are being used by state agents to ‘target Internet users 

whose posts countered the government’s official Covid-19 narrative’ and who ‘created and uploaded 

online content, including posts and websites, commenting on Kenya’s political situation and detailing 

 
35 Cyprian Andama v Director of Public Prosecutions & 2 others; Article 19 East Africa (Interested Party) [2021] eKLR < Petition 3 of 2019 - Kenya Law > 
36 Bloggers Association of Kenya (BAKE) v Attorney General & 3 others; Article 19 East Africa & another (Interested Parties) [2020] eKLR 
<http://kenyalaw.org/caselaw/cases/view/191276/>. The 26 provisions being contested include sections 5, 16-17, 22-24, 27-29, 31-41, and 48-53, CMCA 
2018.  
37 Ibid.  
38 Senate of the Republic of Kenya & 4 others v Speaker of the National Assembly & another; Attorney General & 7 others (Interested Parties) [2020] eKLR 
<http://kenyalaw.org/caselaw/cases/view/202549/>  
39 ARTICLE 19, Freedom of Expression and the Digital Environment in Eastern Africa Monitoring report <Freedom-of-Expression-and-the-Digital-
Environment-in-Eastern-Africa.pdf (article19.org)> (2021) pp. 21, accessed 27 April 2021.  
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corruption scandals.’40 In one recent case involving an activist, Mutemi wa Kiama, the Court issued 

orders barring Kiama from expressing himself on matters relating to COVID-19 loans and ordered 

that his social media accounts be blocked.41 

In effect, this targeted assault on online users, and the prior restraint orders being issued against 

individuals by the courts, could create a chilling effect on the right to freedom of expression online.  

• The right to freedom of expression online: forward-looking practices  

In 2019, attempts were made to amend the KICA 1998 and to regulate the use of social media 

platforms under the Kenya Information and Communication (Amendment) Bill (National Assembly Bill 

No. 61 of 2019). This ‘Social Media’ Bill called for the licensing of social media platforms, the sharing 

of information by licensed persons, the creation of obligations for social media users, the registration 

of bloggers, and the development of a code of conduct by the CAK.  

The ‘Social Media’ Bill was rejected by the National Assembly’s Departmental Committee on 

Communication, Information and Innovation (NA Committee) for offending the constitutional rights 

to free expression, media freedom, privacy, and data protection. The NA Committee, relying on 

arguments submitted by stakeholders, argued that, for example, the definition of ‘blogging’ to mean 

everyone on a social media platform and the attendant requirement for licensing before sharing 

information offended Articles 33 and 34, 2010 Constitution for being vague and unclear. The NA 

Committee also noted that the processing of personal information provisions had already been 

canvassed in the Data Protection Act, 2019.42  

3.3.2.  Status of data protection in Kenya  

• Constitutional Provisions 

The right to informational privacy or data protection and communications privacy is guaranteed 

under Articles 31 (c) and (d), 2010 Constitution. This provision reads that:  

“ 
Every person has the right to privacy, which includes the right not to have— 

▪ information relating to their family or private affairs unnecessarily required or revealed; or 

▪ the privacy of their communications infringed. 

” 
• Other Laws  

The Data Protection Act, 2019 

On 8 November 2019, the Data Protection Act (DPA) 2019 received presidential assent before 

commencing 25 November 2019. The Data Protection Act, 2019 is tasked with giving further effect 

to this constitutional provision and establishing the Office of the Data Protection Commissioner 

 
40 ARTICLE 19, ‘Freedom of Expression and the Digital Environment in Eastern Africa Monitoring report’ (2021) 21 <Freedom-of-Expression-and-the-
Digital-Environment-in-Eastern-Africa.pdf (Article19.org)> accessed 27 April 2021.  
41 ARTICLE 19, ‘Kenya: Release and cease attacks on Edwin Mutemi wa Kiama’ (2021) <Kenya: Release and cease attacks on Edwin Mutemi wa Kiama - 
ARTICLE 19> accessed 27 April 2021. 
42 The National Assembly:  Departmental Committee on Communication, Information and Innovation, Report on the Consideration of the Kenya 
Information and Communication (Amendment) Bill  (N.A Bill No, 16 of 2019) <http://www.parliament.go.ke/sites/default/files/2019-
12/Report%20on%20KICA%20%28Amendment%29%20Bill%20%28N.A%20Bill%20No.%2061%20of%202019%29.pdf> (2019) accessed 2 April 2021.  



 

59 

Part 3 | Country Report – Kenya 

(ODPC); making provision for the regulation of the processing of personal data; providing for the 

rights of data subjects and obligations of data controllers and processors, and for connected 

purposes. 

Despite the DPA 2019 commencing operation in November 2019, data controllers and processors 

have collected and processed data without proper oversight. Kenya’s first Data Protection 

Commissioner, Immaculate Kassait, was appointed in November 2020, following her nomination and 

approval by the National Assembly and the President.43  

The Office of the Data Commissioner has released various guidance notes and guidelines, including 

the draft Guidance Note on Access to Personal Data during COVID-19 Pandemic (draft guidance 

note), which was released to the public for comments in January 2021.44 Similarly, the Taskforce on 

the development of Data Protection Regulations recently released three regulations, including the 

Data Protection (General) Regulations), 2021, the Data Protection (Registration of Data Controllers 

and Data Processors) Regulations, 2021 and the Data Protection (Compliance and Enforcements) 

Regulations, 2021.45   

The Access to Information Act, 2016 

Before the enactment of the DPA 2019, the protection of personal information in Kenya was 

provided for, albeit inadequately, under various sector-specific laws, including the Kenya Information 

and Communications (Consumer Protection) Regulations, 2010 (confidentiality provision), the 

Consumer Protection Act (2012), amongst others.  

The Access to Information Act (ATI Act) 2016 also inadequately provided for personal data 

protection, with far-reaching effects for the protection of the right. Notably, under Section 21 of the 

Access to Information Act 2016, the Commission on Administrative Justice (or Office of the 

Ombudsman) possesses data protection functions, which were neither repealed nor harmonised with 

the functions of the recently-operationalized Office of the Data Commissioner. Thus, for example, the 

Office of the Ombudsman can ‘develop and facilitate public education awareness and develop 

programmes on the right to access to information and right to protection of personal data’, ‘work 

with public entities to promote the right to access to information and work with other regulatory 

bodies on promotion and compliance with data protection measures in terms of legislation,’ amongst 

others. 

In addition, the ATI Act, 2016 and the DPA, 2019 both promote differing definitions of personal 

data and information, which introduces uncertainty into the law. Under Section 2 of the DPA, 2019, 

personal data is defined as ‘any information relating to an identified or identifiable natural person.’ 

Conversely, Section 2, ATI Act, 2016 provides a more expansive definition of personal information 

to mean ‘information about an identifiable individual, including, but not limited to— 

 

 
43 ‘Immaculate Kassait appointed as Kenya’s first Data Commissioner’ (KBC, 2020) 
<https://www.kbc.co.ke/immaculate-kassait-appointed-as-kenyas-first-data-commissioner/> accessed 2 April 2021.  
44 Office of the Data Protection Commissioner, ‘(Draft) Guidance Note on Access to Personal Data during COVID-19 Pandemic’ (2021) 
<https://ict.go.ke/wp-content/uploads/2021/01/Draft-Data-Request-Review-Framework-Jan-2021.pdf> accessed 2 April 2021. 
45 Data Protection (General) Regulations (2021) <https://www.odpc.go.ke/wp-content/uploads/2021/04/Data-Protection-General-regulations.pdf> 
accessed 24 April 2021; Data Protection (Registration of Data Controllers and Data Processors) Regulations (2021) <https://www.odpc.go.ke/wp-
content/uploads/2021/04/Data-Protection-Registration-of-data-controllers-and-data-processor-Regulations.pdf>  accessed 24 April 2021; Data Protection 
(Compliance and Enforcements) Regulations (2021) <https://www.odpc.go.ke/wp-content/uploads/2021/04/THE-DATA-PROTECTION-COMPLIANCE-AND-
ENFORCEMENT-REGULATIONS-2021.pdf> accessed 24 April 2021.   
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“ 
(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social 

origin, colour, age, physical, psychological or mental health, well-being, disability, religion, 

conscience, belief, culture, language and birth of the individual; 

 

(b) information relating to the education or the medical, criminal or employment history of the individual 

or information relating to financial transactions in which the individual has been involved; 

 

(c) any identifying number, symbol or other particular assigned to the individual; 

 

(d) the fingerprints, blood type, address, telephone or other contact details of the individual; 

 

(e) a person's opinion or views over another person;  

 

(f) correspondence sent by the individual that is implicitly or explicitly of a private or confidential nature 

or further correspondence that would reveal the contents of the original correspondence; 

 

(g) any information given in support or in relation to an award or grant proposed to be given to another 

person; 

 

(h) contact details of an individual.46 

” 
Biometric Data: Digital IDs and Universal Health Coverage 

The collection and processing of biometric data precedes the DPA 2019. For example, Kenya’s 

electoral processes have relied on biometric identifiers. In contrast, reports indicate that ‘biometric 

registration was first introduced to Kenya in 2007’ with the collection of this data (e.g., fingerprint 

and iris scans) feeding into the United Nations High Commissioner for Refugees (UN HCR) 

‘centralized, integrated biometric databases.’47 Under Section 2 of the DPA, biometric data is defined 

as ‘personal data resulting from specific technical processing based on physical, physiological or 

behavioural characterisation including blood typing, fingerprinting, deoxyribonucleic acid analysis, 

earlobe geometry, retinal scanning and voice recognition.’ 

Kenya’s digital ID system, the National Integrated Identity Management System (NIIMS), is a national 

population register that relies on biometric data for identification purposes under Rule 6 (a), NIIMS 

Rules, 2020.48 NIIMS, under Section 3 of the Registration of Persons Act collects a wide array of 

biometric data, including ‘fingerprints, hand geometry, earlobe geometry, retina and iris patterns, 

voice waves, and Deoxyribonucleic Acid in digital form.’ According to reports, the biometric data of 

‘over... 37 million Kenyans’ was collected during the mass registration exercise and has been ‘cleaned 

up and matched’ in anticipation of the ‘mass-production of Huduma cards.’49  

 
46 Access to Information Act  2016 s 2 < No. 31 of 2016 (kenyalaw.org) > accessed 27 April 2021.  
47 Karen Weitzberg, ‘In Kenya, thousands left in limbo without ID cards’ (2020) <https://www.codastory.com/authoritarian-tech/kenya-biometrics-
double-registration/>) accessed 13 April 2021; Rawlson King, ‘Safaricom considers fingerprint biometrics for SIM registration’ (2018) 
<https://www.biometricupdate.com/201808/safaricom-considers-fingerprint-biometrics-for-sim-registration> accessed on 13 April 2021. 
48 The Registration of Persons (National Integrated Identity Management System) Rules, 2020 (2020) <http://citizenshiprightsafrica.org/wp-
content/uploads/2020/10/Kenya-Registration-of-Persons-National-Integrated-Identity-Management-System-Rules-2020.pdf> accessed 13 April 2021.  
49 Frank Hersey, ‘Huduma Namba digital ID cards to go into production as 2022 election issues raised’ 
(2020)<https://www.biometricupdate.com/202010/huduma-namba-digital-id-cards-to-go-into-production-as-2022-election-issues-raised> accessed 13 
April 2021.  
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In November 2020, reports emerged that the government had deployed a biometric registration 

process under the Universal Health Coverage (UHC) scheme.50 This scheme initially captures the 

biometric data of ‘one million poor Kenyan citizens,’, but it is unclear where this sensitive personal 

data will be stored and the safeguards to protect the storage system.  

Data protection and cybercrimes 

Generally, the protection of individuals’ personal data must go hand-in-hand with protection against 

cybercrimes. In Kenya, the protection of personal data is primarily governed by the DPA 2019. In 

contrast, cybercrimes are primarily governed by the CMCA 2018, but these two laws provide 

complimentary safeguards for protecting personal data against cybercrimes.  

Despite this, the inadequacies of the CMCA 2018 to deals with cybersecurity issues as reflected by 

the issuance of the Cybersecurity Guideline for Payment Service Providers, which the Central Bank 

of Kenya released in 2020. The CBK notes that these guidelines are intended to ‘create a safer and 

more secure cyberspace that underpins information system security priorities, to promote stability 

of the Kenyan payment system sub-sector.’  

• Major Incidents 

Questioning the Data Protection Act and the NIIMS: Court Cases 

In November 2019, the constitutionality of the DPA 2019 was challenged via a constitutional 

petition, which was filed by Okiya Omtatah and supported by ARTICLE 19, Eastern Africa. The petition 

raises both substantive and procedural queries, including the independence of the ODPC, the broad 

exemptions, amongst others. This matter is still before the High Court.51  

In February 2019, the NIIMS was challenged by human rights organisations on procedural and 

substantive grounds. Notably, the petitioners magnified that NIIMS would impact and limit the right 

to privacy and data protection under Article 31 of the 2010 Constitution of Kenya. Specifically, the 

petitioners noted that the collection of personal information under the NIIMS is intrusive, excessive, 

and disproportionate; that children's rights to privacy are violated or threatened by the NIIMS; and 

queried whether the personal information collected under the NIIMS has sufficient legal and data 

protection safeguards.  

In part, one of the major concerns associated with the NIIMS and its collection of biometric data is 

the centralised design of the system, which creates vulnerabilities, with centralization creating a 

single point of failure at the point of data processing and storage. This single point of failure exposes 

users’ personal data to hacking or exploitation by state and non-state actors and raises misuse and 

function creep concerns.52 

In January 2020, the High Court ordered the government to enact an ‘appropriate and 

comprehensive regulatory framework’ for NIIMS, which complied with the 2010 Constitution.53 

Accordingly, in October 2020, the Registration of Persons (National Integrated Identity Management 

System) Rules, 2020, and the Data Protection (Civil Registration) Regulations, 2020 were gazetted. 

 
50 Ayang Macdonald, ‘Biometric registration for Kenya’s universal health coverage scheme underway’ (2020) 
<https://www.biometricupdate.com/202011/biometric-registration-for-kenyas-universal-health-coverage-scheme-underway> accessed 13 April 2021.  
51 Faith Nyasuguta, ‘Court declines to suspend Data Protection Act’ (2020) <https://www.the-star.co.ke/news/2019-11-21-court-declines-to-suspend-data-
protection-act/> accessed on 13 April 2021.  
52 UN General Assembly, ‘Report of the Special Rapporteur on the right to privacy, Joseph A. Cannataci’ (27 July 2020) UN Doc A/75/147 para. 73.  
53 Nubian Rights Forum & 2 others v Attorney General & 6 others; Child Welfare Society & 9 others (Interested Parties) [2020] eKLR 
<http://kenyalaw.org/caselaw/cases/view/189189/>  
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The latter regulation applies only to specific civil registration entities and gives further effect to 

Section 71 of the DPA 2019, which sanctions the Cabinet Secretary for Information, Communication, 

Technology, Innovation, and Youth Affairs to make Regulations.   

In October 2020, the Statute Law establishing NIIMS was one of the 22 laws declared 

‘unconstitutional thus null and void.’54 However, this order was suspended, until July 2021, to give 

the Speakers of both Houses of Parliament time to address the due process (procedural) issues 

affecting these laws.   

3.3.3. Intersection of the right to freedom of expression and data protection 

In Kenya, the rights to informational privacy and freedom of expression are not only mutually 

interdependent and reinforcing, but they also occupy the same level of primacy in Kenya’s 2010 

Constitution, i.e., no right is more superior to the other. The UN Special Rapporteur noted that an 

‘undue interference with individuals’ privacy could both, directly and indirectly, limit the free 

development and exchange of ideas.’55 In 2011, the UN HRC in General Comment No. 34 (2011) on 

the right to freedom of expression, called on States parties to recall that a ‘free, uncensored and 

unhindered press or other media is essential in any society to ensure freedom of opinion and 

expression and the enjoyment of other Covenant rights.’ 

Notably, the enforcement of data protection laws and the promotion of the right to privacy can 

‘disproportionately impact the legitimate exercise of freedom of expression56 and media freedom. 

This recognition builds on calls by the UN HRC to States Parties to ensure that they ‘take account of 

the extent to which developments in information and communication technologies, such as Internet 

and mobile-based electronic information dissemination systems, have substantially changed 

communication practices; around the world.’57 

Journalistic exemption 

The intersection between, and the balancing of, the rights to freedom of expression, media freedom, 

and data protection, and the prioritisation between the right to privacy vis-a-vis the public interest 

is best exemplified by the ‘journalistic exemption’ provision in the DPA 2019. Generally, this 

provision recognises that the processing of personal data can be exempted for historical, statistical, 

journalistic, literature and art or scientific research.58  

Notably, this exemption is not a blanket one. However, data controllers and processors who fall 

within its scope are exempted from complying with numerous data protection obligations, including 

the limitation to the retention of personal data under Section 39, (1)(d), DPA 2019. Moreover, unlike 

other jurisdictions, like the EU General Data Protection Regulation (GDPR), or the UK, this exemption 

does not apply to other data protection obligations, including compliance with data subjects' rights 

and automated processing cross-jurisdictional transfer, amongst others. This raises queries about 

the practicality of the exemption, and its prioritisation of the rights to media freedom and free 

expression, impacting the activities of the media and journalists.  

 
54 Senate of the Republic of Kenya & 4 others v Speaker of the National Assembly & another; Attorney General & 7 others (Interested Parties) [2020] eKLR 
<http://kenyalaw.org/caselaw/cases/view/202549/>  
55 UNHRC, ‘Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La Rue’ (17 
April 2013) UN Doc A/HRC/23/40 para 24. 
56 ARTICLE 19, ‘The Global Principles on Protection of Freedom of Expression and Privacy’ (2017) <http://Article19.shorthand.com/>  accessed 17 April 
2021.  
57 UNHRC, ‘General comment No. 34 (n 117). 
58 Data Protection Act 2019 s 30(b)(viii) <TheDataProtectionAct__No24of2019.pdf (kenyalaw.org)> accessed 17 April 2021.  
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It is certain that the Data Commissioner’s Office, in conjunction with the Cabinet Secretary, will need 

to expound on this exemption to ensure that the freedom of expression and data protection are 

adequately balanced and protected in Kenya.  

The right of rectification and erasure 

The balance between the rights to data protection, access to information, and freedom of expression 

is best exemplified by the ‘right of rectification and erasure’ under Section 40 of the DPA, 2019. In 

addition, the right to rectification and erasure is integral to the accuracy principle under Section 25 

(f) of the DPA, 2019, which obliges data controllers and processors to ensure that personal data is 

‘accurate and, where necessary, kept up to date, with every reasonable step being taken to ensure 

that any inaccurate personal data is erased or rectified without delay.’ 

This provision empowers data subjects to request data controllers or processors to rectify or erase 

personal data in their possession without undue delay. The DPA, 2019 is categorical that the right 

to rectification applies where this data is 'inaccurate, outdated, incomplete or misleading and the 

right to erasure applies where the personal data is irrelevant, excessive or obtained unlawfully, or 

where the data controller or processor is no longer authorised to retain this personal data.59 Under 

this provision, data controllers who have shared a data subject’s personal data for processing 

purposes are obliged to ‘take all reasonable steps to inform third parties about a request for 

rectification or erasure.’  

Despite the fundamental nature of this right, it can be limited where personal data is required for 

‘purposes of evidence.’60 Here, data controllers and processors are permitted to ‘restrict its 

processing’ rather than rectify or erase this personal data. However, an obligation is placed on data 

controllers and processors to ensure that they ‘inform the data subject within a reasonable time.’ 

While this provision is largely aligned with international standards, this provision fails to provide a 

period within which data controllers and processors must comply with requests for rectification or 

erasure requests. The recently released draft Data Protection Regulations, 2021, attempts to cure 

this gap by providing that data controllers and processors must comply with a request for 

rectification within seven (7) days of receiving the request, where they ‘satisfied that a rectification 

is necessary.’61 On the other hand, data erasure requests must be complied with within fourteen (14) 

days unless the processing is necessary to exercise the right of freedom of expression and 

information. However, these draft Regulations have not yet been adopted, making it difficult and 

almost practically impossible for data subjects to properly exercise this right, consequently impacting 

individuals’ rights to know and access reliable and timely information as provided under Article 35 

of the Constitution, 2010. 

Encryption and anonymity 

The protection of freedom of expression and the rights to privacy and data protection is tied to 

encryption, which is a fundamental feature enabling online anonymity. In keeping with the traditional 

association of anonymity with the right to privacy, the right to communications privacy is interpreted 

as protecting anonymity under Article 31 of the Constitution of Kenya, 2010. However, anonymity 

is also a fundamental aspect enabling the promotion of the right to freedom of expression. The 

Special Rapporteur on Freedom of Expression affirms that restrictions on encryption and anonymity 

 
59 Section 40, Data Protection Act <TheDataProtectionAct__No24of2019.pdf (kenyalaw.org)> (2019) accessed 4 June 2021.  
60 Ibid.  
61 Draft Data Protection Regulations, 2021 <Data-Protection-General-regulations.pdf (odpc.go.ke)> accessed 4 June 2021.  



 

64 

Part 3 | Country Report – Kenya 

must meet the three-part test of limitations to the right to freedom of expression under international 

law.62 

The DPA, 2019, introduces new legal protections for digital anonymity and encryption to promote 

personal data protection in Kenya. Under Section 2 of the DPA, 2019, the term ‘encryption’ is defined 

as ‘the process of converting the content of any readable data using technical means into coded 

form’ whereas ‘anonymisation’ is defined as the ‘removal of personal identifiers from personal data 

so that the data subject is no longer identifiable.’  

On encryption, the DPA 2019 imposes obligations on data controllers and processors to secure 

personal data and implement appropriate technical and organisational security measures, including 

the ‘encryption of personal data.’63 On anonymization, Section 37 of the DPA, 2019 mandates data 

controllers or processors to anonymise personal data used for commercial purposes, ‘in such a 

manner as to ensure that the data subject is no longer identifiable.’64 The requirement for personal 

data to be anonymized is also featured in the limitation of personal data provided under Section 39 

(2), DPA, 2019.  

Despite these protections, digital anonymity is watered down by the Kenya Information and 

Communications (Registration of SIM-Cards) Regulations (SIM-Cards Regulations), 2015, and the 

CMCA, 2018. Generally, mandatory SIM card registration has been criticized for ‘eradicat[ing] the 

anonymity of communications, enable[ing] location-tracking, and simplify[ing] communications 

surveillance and interception. Facilitating the creation of an extensive database of user information 

places individuals at risk of being tracked or targeted and having their private information misused.’ 
65 

Despite the implications of such real-name policies and practices, Regulation 11 of the SIM Cards 

Regulations states that a 'telecommunications operator shall grant the [Communications Authority 

of Kenya’s] officers access to its systems, premises, facilities, files, records, and other data to enable 

the Authority to inspect such systems, premises, facilities, files, records, and other data for purposes 

of ensuring compliance with the Act and these Regulations.'66  

Under the CMCA, 2018, Sections 52 and 53 impact digital anonymity by enabling the police or an 

authorised person to collect traffic data in real-time (up to six (6) months) and intercept content data 

(for up to nine (9) months) respectively. However, despite these two provisions being subjected to 

judicial oversight, with police officers being required to apply for an order or a warrant, both 

provisions rely on ‘reasonable grounds’, rather than ‘probable cause,’ with the former having a lower 

evidentiary standard. Additionally, despite mandatory court orders being required before the police 

can intercept or collect traffic or content data, courts in other jurisdictions have still found such 

provisions unconstitutional for creating profiles for surveillance purposes.67 The High Court upheld 

the constitutionality of these provisions, but the matter is being appealed. 

 
62 UN HRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression’, Frank La Rue < 
Human Rights Documents (ohchr.org) > accessed 4 June 2021.  
63 Section 41 (4), Data Protection Act <TheDataProtectionAct__No24of2019.pdf (kenyalaw.org)> (2019) accessed 7 June 2021.  
64 Section 37, Data Protection Act <TheDataProtectionAct__No24of2019.pdf (kenyalaw.org)> (2019) accessed 7 June 2021.  
65 101: SIM Card Registration” (Privacy International2019) <https://privacyinternational.org/explainer/2654/101-sim-card-registration> accessed 7 June  
2021. 
66 Regulation 11, Kenya Information and Communications (Registration of SIM-Cards) Regulations (SIM-Cards Regulations), 2015 < Registration-of-SIM-–
Cards-Regulations-2015-1.pdf> 
67 The Supreme Court of Philippines found the provision permitting the collection of real-time traffic data ‘does not enjoy the objective reasonable 
expectation of privacy, [and that] the existence of enough data may reveal the personal information of its sender or recipient, against which the 
Section fails to provide sufficient safeguard.  The Court viewed the law as ‘virtually limitless, enabling law enforcement authorities to engage in ‘fishing 
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3.3.4. Major Highlights 

(a) The rights to freedom of expression and data protection are constitutionally guaranteed in 

Kenya. 

 

(b) A range of colonial-era and post-2010 Constitution laws interfere with the proper enjoyment 

of the right to freedom of expression, both online and offline, in Kenya. The Computer Misuse 

and Cybercrimes Act 2018 is the most problematic law affecting the right to freedom of 

expression online. Since January 2020, more than ten digital technology users, including 

bloggers, journalists, content creators, activists, media personnel, students, and politicians, 

have been intimidated, harassed, summoned or arrested using various provisions.  

 

(c) The Kenyan judiciary has protected the right to freedom of expression online in numerous 

seminal cases. However, in recent rulings, the protection of this right has been trumped by 

the protection of State interests, as exemplified in the High Court ruling upholding the validity 

of the Computer Misuse and Cybercrimes Act.  

 

(d) The ‘Social Media’ Bill was rejected by the National Assembly’s Departmental Committee on 

Communication, Information and Innovation (NA Committee) for offending the constitutional 

rights to free expression, media freedom, privacy, and data protection.  

 

(e) Kenya has a stand-alone law that gives further effect to the right to information and 

communications privacy. Despite this, the publications of guidelines, rules, and regulations 

capable of promoting the proper enforcement of the law are still undergoing review and 

public consultation.  

3.3.5. Conclusion 

This report has documented the status of the right to freedom of expression and data protection in 

Kenya by focusing on proximate laws and policies, assessing major incidents including policy 

implementation, court cases, violations, providing a few examples of forward-looking practices.  

Kenya, by virtue of Articles 2 (4) and (5) of the 2010 Constitution, is bound by the general rules of 

international law, which form part of the law of Kenya. The Republic of Kenya has acceded to 

numerous international instruments68 or co-sponsored numerous resolutions, including the 

foundational Resolution/20/8 on the applicability of rights both online and offline.69 Despite this, 

these general rules under international human rights law and constitutional protections have been 

 
expedition’ choosing whatever specified communication they want.’ See: Disini vs. Secretary of Justice (Cybercrime Law)  <Global Freedom of 
Expression | Disini v. The Secretary of Justice - Global Freedom of Expression (columbia.edu)> 
68 Kenya acceded to the ICCPR on 23 March 1976. Kenya Stakeholders Coalition, UPR, Annexure 3, List of Kenya’s Ratification of International Human 
Rights Treaties 
<https://lib.ohchr.org/HRBodies/UPR/Documents/Session8/KE/KSC_UPR_KEN_S08_2010_KenyaStakeholdersCoalitionforUPR_Annex3.pdf#:~:text=LIST
%20OF%20KENYA%E2%80%99S%20RATIFICATION%20OF%20INTERNATIONAL%20HUMAN%20RIGHTS,Economic%2C%20Social%20and%20Cultural%20Rights%
20%28ICESCR%29.%20Accession%2001.05.1972> (2010) accessed 16 April 2021. 
69  UN HRC, ‘Resolution 20/8 on the promotion, protection and enjoyment of human rights on the Internet’ (2012) UN Doc A/HRC/RES/20/8.  

watered down in national laws, whose interpretation by state agents is interfering, infringing, and 

violating the rights to data protection and freedom of expression online. 
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3.4. Introduction 

Nigeria’s normative standards on basic digital rights, including the protection of personal information 

and the right to freedom of expression online, is sourced from its Constitution and international 

human rights obligations. For example, concerning the right to privacy which may be regarded as 

the basis for the protection of personal information, Section 37 of the 1999 Constitution as amended 

provides for the right to privacy on the one hand. On the other hand, Section 39 of the 1999 

Constitution guarantees freedom of expression, including holding opinions, receiving, imparting 

ideas and information without interference.  

In terms of relevant major international human rights instruments that bear on both basic digital 

rights, Nigeria has ratified some international and regional human rights instruments, including the 

African Charter, the ICCPR, and the ICESCR. At the sub-regional level, Nigeria has also adopted the 

Declaration of Political Principles of the Economic Community of West African States, which stipulates 

member states' commitment to the ‘recognition, promotion and protection of human and peoples' 

rights under the provisions of the African Charter on Human and Peoples' Rights.’1 

Despite the obligations of Nigeria to protect these rights, there have been increasing threats to both 

the protection of personal information and the right to freedom of expression online. Personal 

information of citizens provided to state agencies has been found on third-party websites. State-

ordered surveillance is carried out indiscriminately against government critics, including journalists, 

media practitioners, and human rights defenders, and online dissent is constantly being clamped 

down on through digital technologies and problematic laws. 

Given this background, this report focuses on the constitutional guarantees and limitations of the 

right to freedom of expression and the protection of personal information, which may also be referred 

to as data protection in Nigeria. It considers laws and policies affecting these rights, their 

implementation, ongoing court cases or decisions, and instances of violations of both rights. 

Specifically, where they exist, it considers the legal framework for network disruptions, intermediary 

liability, content takedown, and anonymity and encryption. Finally, the report highlights the 

intersection between the freedom of expression and data protection in Nigeria and concludes. 

 
1 ECOWAS, ‘Declaration A/DCL.1/7/91 of Political Principles of the Economic Community of West African States’ (1991) 
<https://www.eods.eu/library/ECOWAS_Declaration%20of%20Political%20Principles%20of%20the%20Economic%20Community%20of%20West%20African%2
0States_1991_EN.pdf> accessed May 19 2021. 

NIGERIA 
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3.4.1. Status of the right to freedom of expression online in Nigeria 

• Constitutional provisions 

The right to freedom of expression is expressly provided under Section 39 of the 1999 Constitution. 

Every person is guaranteed their right to freedom of expression, hold opinions, and communicate 

ideas and information without interference. The Nigerian courts have similarly highlighted the 

importance of the right in some cases.2   

The Court of Appeal, in the case of IGP v ANPP described the right to freedom of expression as ‘the 

backbone of any democratic form of government.’3 However, although the Nigerian Constitution 

guarantees the right, it also provides limitations on the exercise of the right under Section 45. In 

considering the constitutional limitation, the Court of Appeal in the case of President F.R.N. v Isa 

held that ‘in a democratic setup, the right to freedom of expression can never be absolute’ and 

added that: 

“ 
By the express provision of section 45(1) of the Constitution, the law must be reasonably justifiable in a 

democratic society and it must be in the interest of defence, public safety, public order, public morality or public 

health, it could also be for the purpose of protecting the right and freedom of other persons.4 

” 

• Other laws 

There have been legislative attempts to regulate aspects of expression in Nigeria. Asides from the 

Constitutions, some laws also exist that bear on the protection of the right to freedom of expression. 

These laws include legislation on criminal defamation, hate speech, network disruption, and false 

publication. 

Criminal Defamation: Penal Code, Criminal Code, and the Defamatory and Offensive Publications Act  

Section 391 to 395 of the Penal Code Act,5  applicable in the Northern States of Nigeria, and 

Sections 373 to 376 of the Criminal Code Act,6 applicable in the Southern States of Nigeria, 

criminalises defamation. Thus, in Nigeria, defamation is actionable as a tort under civil law and an 

offence under criminal law. 

Section 391 of the Penal Code provides that,  

“ 
Whoever by words either spoken or reproduced by mechanical means or intended to be read or by signs or by 
visible representations makes or publishes any imputation concerning any person, intending to harm or knowing 
or having reason to believe that the imputation will harm the reputation of that person, is said ... to defame that 
person. 

” 

 
2 Okafor & Ors v. Ntoka & Ors (2017) LPELR-42794(CA). Inspector General of Police v ANPP (2007) LPELR-8932(CA). 
3 Inspector General of Police V. All Nigeria Peoples Party & Ors (2007) LPELR-8932(CA). 
4 [2017] 3NWLR (Part 1553) (P. 383, paras.A-E). 
5 Penal Code (Northern States) Federal Provisions Act - CAP. P3 L.F.N. 2004. 
6 Criminal Code Act - CAP. C38 L.F.N. 2004. 
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Section 392 of the Penal Code also provides that whoever defames another shall be punished with 

imprisonment for a term that may extend to two years or with a fine or both. This provision has been 

used in the past to convict journalists and citizens who openly dissent.7 Similarly, Section 373 of the 

Criminal Code defines defamatory matter to mean one which is, 

“ 
likely to injure the reputation of any person by exposing him to hatred, contempt, or ridicule, or likely to damage 

any person in his profession or trade by any injury to his reputation. 

” 

In addition, Section 375 of the Criminal Code provides that any person who publishes any 

defamatory matter is guilty of a misdemeanour and is liable to imprisonment for one year. It also 

provides that anyone who publishes any defamatory matter knowing it to be false is liable to 

imprisonment for two years. Another law that touches on criminal defamation is the Defamatory and 

Offensive Publications Act which criminalises pictorial representation of a living or dead individual, 

publication of music, circulation of publications capable of provoking any section of a community.8 

The Act imposes a fine of N100 or three-month imprisonment or both, and the Court is also 

empowered to order the confiscation of such material.9 However, under international law, 

criminalising speech through defamation laws is not a justifiable restriction on freedom of expression, 

and complainants should look to relief under civil law. In addition, the UN special rapporteur has 

buttressed the need for the abolition of criminal defamation laws.10   

Hate Speech: Cybercrimes Act 

Section 24(1)(a) of the Cybercrimes Act of 2015 criminalises the sharing of a ‘grossly offensive, 

pornographic, or indecent, obscene, or menacing character through computer systems or networks.’ 

The Act stipulates the penalty of a fine not more than N7,000,000.00 ($18,420) or an imprisonment 

term not more than three years or both.  

Similarly, Section 26 of the Cybercrimes Act prohibits distributing materials capable of creating hate, 

racist or xenophobic attacks, ethnic or religious attacks, or denying or approving, or justifying acts 

constituting genocide or crimes against humanity. The Act also stipulates the penalty of a fine not 

more than N10,000,000.00 ($26,315) or an imprisonment term, not more than five years or both.11 

The government has used the law to arrest journalists and citizens who have shared content online 

and have been critical of the government.12 

In addition, the Nigerian Broadcasting Commission established under the Nigerian Broadcasting 

Commission (Amendment) Act of 1999 adopted the Nigerian Broadcasting Code (NBC Code) to 

 
7 Committee to Protect Journalists (CPJ), ‘Nigerian Journalists Charged with Criminal Defamation, Breach of Peace’ (Committee to Protect Journalists, 
October 29, 2019) <https://cpj.org/2019/10/nigerian-journalists-charged-with-criminal-defamat/> accessed May 12 2021. 
8 Defamatory and Offensive Publications Act, s 2. 
9 Defamatory and Offensive Publications Act, s 2(1)(c).  
10 International Mechanisms for Promoting Freedom of Expression, Joint Declaration by the UN Special Rapporteur on Freedom of Opinion and 
Expression, the OSCE Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression, available at 
<http://www.oas.org/en/iachr/expression/showArticle.asp?artID=87&lID=1> (2002) accessed 25 March 2021.  
11 Cybercrimes Act 2015, s 26(1)(d). 
12 Peter Nkanga, ‘How Nigeria’s Cybercrime Law Is Being Used to Try to Muzzle the Press - Committee to Protect Journalists’ (Committee to Protect 
Journalists, 21 September 2016) <https://cpj.org/2016/09/how-nigerias-cybercrime-law-is-being-used-to-try-t/> accessed 12 May 2021; Premium Times, 
‘Nigerian Journalist Detained since August on Cybercrime Charge – CPJ’ (Premium Times Nigeria, 17 September 2020) 
<https://www.premiumtimesng.com/news/top-news/415154-nigerian-journalist-detained-since-august-on-cybercrime-charge-cpj.html> accessed 12 May 
2021. 
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regulate the broadcasting entities, including online broadcasts. The Code defines hate speech for 

broadcasting entities as, 

“ 
any programme, promotion, community service announcement or station identity, which is likely, in any 

circumstance, to provoke or perpetuate in a reasonable person, intense dislike, serious contempt or severe ridicule 

against a person or groups of people because of age, colour, gender, national or ethnic origin, disability, race, 

religion or political leanings.13   

” 
Broadcasters are also mandated to ensure political adverts or broadcasts do not contain hate 

messages or speeches.14 The revised version of the NBC Code increased the punishment for hate 

speech15 from five hundred thousand naira ($1,315) to five million naira ($13,175), representing a 

1000% increase. 

There have also been other legislative proposals to regulate hate speech. The National Commission 

for the Prohibition of Hate Speeches bill, also known as the Hate Speech Bill, was reintroduced to 

the Senate in November 2019 after failing at the third reading upon its introduction in 2018. It 

provides punishment for a series of offences, including hate speech. It imposes life imprisonment or 

death by hanging where death has occurred due to said hate speech.16 The Bill is still pending before 

the Senate. A similar Bill, the Hate Speech (Prohibition) Bill, 2019 (HB246), is currently pending 

before the House of Representatives. Section 2 of the Bill imposes a monetary fine and imprisonment 

term of up to three years for hate speech. The Bill designates the Police and the National Human 

Rights Commission as the government agencies to enforce the proposed law.  

While the attempt to regulate hate speech may be consistent with the provision of Article 20 of 

International Covenant on Civil and Political Right (ICCPR), which prohibits ‘propaganda for war’ and 

‘any advocacy of national, racial or religious hatred that constitutes incitement to discrimination, 

hostility or violence, the laws are in contravention of the established human right norms.  

Similarly, the Digital Rights and Freedom Bill, 2019 (DRFB) prohibits hate speech, child pornography, 

defamation, direct and public incitement from committing genocide, and advocacy of national, racial, 

or religious hatred that constitutes incitement to discrimination, hostility, or violence.17; however, 

unlike other proposed Bills, it puts measures to prevent arbitrary abuse. In addition, the Court is 

designated as the independent body to review and determine what amounts to hate speech.18   

False information online: Cybercrimes Act and Nigeria Broadcasting Code 

In Nigeria, Section 24(1)(b) of the Cybercrimes Act is one of the laws on false information online. It 

provides that, 

 

 
13 NBC Code, article 3.0.2.2.   
14 NBC Code, article 7.6.5. 
15 NBC Code, article 3.1.1. 
16 A Bill for an Act to Provide for the Prohibition of Hate Speeches and for other related matters (2019) <https://media.premiumtimesng.com/wp-
content/files/2019/11/ational-Commission-of-Prohibition-of-Hate-Speeches-Bill-2019-1.pdf> accessed 25 March 2021. 
17 Digital Right and Freedom Bill 2019, s 7(11).  
18 Digital Right and Freedom Bill 2019, s 6(16). 
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“ 
Any person who knowingly or intentionally sends a message or other matter by means of computer systems or 

network that – 

(b) he knows to be false, for the purpose of causing annoyance, inconvenience, danger, obstruction, insult, injury, 

criminal intimidation, enmity, hatred, ill will, or needless anxiety to another or causes such a message to be sent. 

” 
The provision imposes a fine of not more than N7,000,000 ($18,421) or imprisonment for three 

years or both. Similarly, Section 59(1) of the Criminal Code Act criminalises the spreading of false 

news, and it provides that: 

“ 
Any person who publishes or reproduces any statement, rumour or report which is likely to cause fear and alarm 

to the public or to disturb the public peace, knowing or having reason to believe that such statement, rumour or 

report is false, is guilty of a misdemeanour and liable on conviction to imprisonment for three years.  

” 
In addition to these laws, the Nigeria Broadcasting Code mandates that the contents of online 

platforms are mandatory to conform with the Code's programming standards on ‘fake news.’19 In 

addition, broadcasters have the responsibility to verify news material emanating from an 

unconventional source.20  

In addition to this, in 2015, the Nigerian Senate proposed the Frivolous Petitions Prohibition Bill 

which criminalised the sending of false and abusive statements through text message or any social 

media with the intent to set the public against any person, group, government institution or bodies 

established by law with imprisonment for two years or a fine of N2,000,000 ($5,263) or both fine 

and imprisonment.21 However, following widespread protests and consultations, it was withdrawn in 

May 2016.22 According to the Senate's  Committee on Judiciary, Human Rights and Legal Matters 

Chairman, he ‘noted that most of the provisions of the Bill had already been covered by other extant 

laws of the federation and could not be duplicated.’23  

A similar bill was introduced in November 2019 through the Protection from Internet Falsehood and 

Manipulations Bill,24 often referred to as the Anti-Social Media Bill. Its aims include preventing the 

transmission of false statements, safeguarding against coordinated inauthentic behaviour, providing 

measures on paid political adverts, and sanctioning offenders. The punishment for contravening 

these provisions is a fine of up to N300,000 ($789) or a term of imprisonment of up to three years 

or both, or in any other case, a fine not exceeding N10,000,000 ($26,315). The same punishment 

is also prescribed against persons using an ‘inauthentic online account or both.’ The Bill is still 

pending before the Senate Judiciary, Human Rights, and Legal Matters Committee. A civil society 

 
19 Amended NBC Code, article 2.12.7.1.  
20  Amended NBC Code, article 5.6.2.  
21 Frivolous Petition Bill, s 3(4). 
22 Olaniyi S, 'Senate Throws Out Frivolous Petitions Bill' (The Guardian Nigeria, 2019) <https://guardian.ng/news/senate-throws-out-frivolous-petitions-
bill/> accessed 25 March 2021 
23 Media Foundation for West Africa (MFWA), ‘Nigeria: Senate Withdraws Frivolous Petitions Bill’ (Media Foundation for West Africa) 
<https://www.mfwa.org/country-highlights/nigeria-senate-withdraws-frivolous-petitions-bill/> accessed 22 May 2021. 
24 Protection From Internet Falsehood And Manipulation Bill 2019 <http://Protection-from-Internet-Falsehood-and-Manipulation-Bill-2019.pdf> accessed 25 
March 2021. 



 

72 

Part 3 | Country Report – Nigeria 

group has sued the National Assembly before the Federal High Court on the Bill, urging the Court 

to declare it illegal.25  

The recurrent theme in these laws and proposed Bills is the absence of a definition of ingredients of 

the offences as this has been abused. For example, the provision of the Cybercrimes Act has been 

criticised for not defining the ‘use of vague terms like ‘inconvenience,’ ‘annoyance,’ or ‘insult,’ which 

leaves room for vague interpretation and further makes it easy to be used to harass journalists, 

bloggers, and media practitioners.’26 The laws could lead to censorship and suppression of opinion 

online by the arbitrary abuse and lack of legitimate procedures conforming with international human 

rights standards.  

Intermediary Liability: Nigeria Broadcasting Commission Code, Internet Service Providers Guidelines, 

Cybercrimes Act, Copyright Act 

The Internet Service Providers Guidelines (ISP Guidelines) issued by the Nigeria Communications 

Commission (NCC) regulates Internet Service Providers (ISP) as content intermediaries. ISPs are 

prohibited from impairing or degrading lawful Internet traffic based on Internet content, source, 

destination, application, or service, or use of a non-harmful device, except for reasonable network 

management.27 In addition, the ISP Guidelines created limitations on liability for content 

intermediaries. ISPs will not be held liable when acting as a mere conduit,28 caching,29 and hosting.30  

ISPs are not responsible if they did not initiate the transmission, select the transmission recipients, 

select or modify the content transmitted, and act without delay when receiving a takedown notice.31 

An intermediary will not be held liable if they do not have knowledge of illegal activity related to the 

information and do not interfere with the lawful use of technology to obtain data on the use of the 

information. The provision empowers the NCC to enforce takedown requests. 32  

The NCC's Internet Code of Practice also provides that no lawful content software or application shall 

be blocked or made unavailable to users.33 There is an obligation on Internet Access Service 

Providers not to block any lawful content, applications, services, or non-harmful devices, except for 

reasonable network management.34 Unfortunately, the Guideline is a sector-specific framework 

applicable to only ISPs. Thus, the Guidelines may not have the normative value and requisite binding 

force, like a primary law enacted by the legislature. 

A similar provision to the NCC's Internet Code of Practice also exists in Section 40(2) (e) of the 

Cybercrimes Act, which mandates service providers to assist with the erasure, removal, or 

cancellation of the service enabling the commission of an offence, suggesting the obligation to assist 

law enforcement agencies with illegal content or copyright infringement. The provision could be 

directed at intermediaries where offending content is shared. The Nigeria Broadcasting Code also 

 
25 IFEX, ‘MRA Sues National Assembly over Hate Speech Bill’ (IFEX, 24 April 2020) <https://ifex.org/mra-sues-national-assembly-over-hate-speech-bill/> 
accessed 12 May 2021. 
26 Amnesty International, ‘Endangered Voices Attack on Freedom of Expression In Nigeria’  (2019) 
<https://www.amnesty.org/download/Documents/AFR4495042019ENGLISH.PDF> accessed 25 March 2021. 
27 Internet Code of Practice, article 3.4. 
28 Internet Service Providers Guidelines, para 11(a). 
29 Internet Service Providers Guidelines, para 11(b). 
30 Internet Service Providers Guidelines, para 11(c). 
31 Internet Service Providers Guidelines, para 11(a). 
32 Internet Service Providers Guidelines para 12; Bernard Oluwafemi, ‘Liability of Internet Service Providers under Nigerian Law’ ( 2019) 6 International 
Journal of Research 6. 
33 Internet Code of Practice, article 2(b). 
34 Internet Code of Practice, article 3.3. 
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makes web and online platforms liable for every content on their platform.35 In violation of the Code, 

the Commission is empowered to order a takedown, shutdown, or blocking of the platform.36 

Asides from these provisions, there are proposed laws that could potentially impact the role of 

intermediaries. Section 3(8) of the Digital Rights and Freedom Bill (DRFB) provides that a Court 

warrant shall be necessary for an intermediary to honour a request for private information. The 

concerned individual shall be notified of the request37  , and intermediaries are also expected to 

publish the nature and frequency of government requests.38 In addition, the DRFB categorically 

prohibits disconnection from the Internet on the grounds of copyright infringement.39  

To censor or remove access to copyrightable content, the government or intermediary must get an 

order from the Court to do so.40 To restrict freedom of expression on the grounds of copyright, the 

government must demonstrate that it is prescribed by law to protect the ends that copyright seeks 

to achieve, necessary in a democratic state, with the burden to prove the existence of copyright on 

the owner.41 The DRFB also prohibits the intentional blocking of content by a person without 

copyright while giving the victim an entitlement to compensation in a Court of law.42 Intermediaries 

are expected to publish and keep a record of government requests.43 In addition to these, the draft 

Copyright Bill 2015 also gives the Copyright Commission the power to block content directly or 

with assistance where the content infringes copyright.44 There have been previous reports of blocking 

access to specific websites in the country,45 even though the blocking and filtering of access to 

websites, social media, or content are expressly prohibited.46 

Network disruptions: Nigeria Communications Commission Act and Internet Code of Practice  

Internet shutdown violates the right to freedom of expression online and offline. They also impact 

‘access to information, association, peaceful assembly, political participation, mental and physical 

health, and education.’47 Similarly, they have direr economic costs in a developing country like 

Nigeria. According to Netblock's Cost of Shutdown Tool, Nigeria can lose $5,593,819 in an hour, 

$134,251,654 a day, and $939,761,581 in a week for a total shutdown.48  

In terms of its laws, the NCC has the power under Section 148(1)(b) of the Nigerian Communications 

Act during a public emergency or in the public interest to ‘withdraw either totally or partially the use 

of any service or network facilities from any licensee, person or the general public.’ Similarly, 

telecommunication companies must assist the government in the preservation of national unity.49 In 

addition, the NCC's Internet Code of Practice prohibits ISPs from impairing or degrading lawful 

 
35 Nigeria Broadcasting Code, article 2.12.7. 
36 Nigeria Broadcasting Code, article 2.12.7.2. 
37  ‘Revised Digital and Freedom Bill 2019’ <https://paradigmhq.org/download/revised-digital-rights-and-freedom-bill-2019/> accessed 13 April 2021 
38 Digital Right and Freedom Bill 2019, s 3(9). 
39 Digital Right and Freedom Bill 2019, s 6(12)(d). 
40 Digital Right and Freedom Bill 2019, s 6(5). 
41 Digital Right and Freedom Bill 2019, s 6(12). 
42 Digital Right and Freedom Bill 2019, s 6 (12)(j). 
43 Digital Right and Freedom Bill 2019, s 3(9). 
44 Draft Copyright Bill 2015, s 54. 
45 Paradigm Initiative, ‘President Buhari’s Secret War on Free Speech’ (Paradigm Initiative, 17 November 2017) <https://paradigmhq.org/president-
buharis-secret-war-on-free-speech/> accessed 14 December  2020 
46 Digital Right and Freedom Bill 2019, s 7(9). 
47 Magnus Killander and Tomiwa Ilori, ‘Internet Shutdowns in Africa Threaten Democracy and Development’ (The Conversation,  26 July 2020) 
<https://theconversation.com/Internet-shutdowns-in-africa-threaten-democracy-and-development-142868> accessed 12 May 2021. 
48 ‘Cost of Shutdown Tool’ (Netblocks, 2021) 
<https://netblocks.org/cost/#:~:text=Cost%20of%20Shutdown%20Tool,ITU%2C%20Eurostat%20and%20U.S.%20Census.> accessed 12 May 2021. 
49 Nigeria Communication Commission Act, s 146(2). 
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Internet traffic based on Internet content, source, destination, application, service, or use of a non-

harmful device, except for reasonable network management. 50  

The Digital Right and Freedoms Bill provides against the throttling and jamming of the Internet, or 

Internet shutdown explicitly. He describes it as a gross violation of the freedom of expression.51 The 

Bill notably prohibits the jamming of wireless signals, depriving individuals of their right to 

expression and information.52 The Bill's provision conflicts with the proposed Protection from Internet 

Falsehood and Manipulation Bill, which the government could use to block Internet access53 or block 

access to social media platforms.54 

• Major Incidents  

Freedom of expression online: Violations and the shrinking civic space 

There have been many indiscriminate arrests of journalists,55 activists, and other private individuals 

due to their social media and online posts56 or the violation of the Cybercrimes Act. For example, 

Obinna Don Norman, a journalist, was arrested in 2019 at a local radio station in Abia State and 

charged under the Cybercrimes Act.57 Ibrahim ‘IG’ Wala, an activist, was also arrested for criticising 

the Chairman of the National Hajj Commission through a Facebook post.58 As a result, he was tried 

and sentenced for Criminal Defamation.59 In one case, an individual was detained for 54 days without 

a charge for the impersonation of a former president online through the use of a parody account.60 

In contrast, it is not only government members or high-ranking officials responsible for instigating 

these arrests but also private institutions and individuals. For example, Chijioke Nnamani, a graduate 

of Madonna University, was arrested for criticising the University management. He was detained in 

2019, along with six other individuals now known as the ‘Madonna 7’, before being released in July 

2020 after the prosecution withdrew the case.61 

The provision of Section 24 of the Cybercrimes Act has been criticised for being vague and 

excessive.62 However, the Court of Appeal has held that the provisions of the law are not contrary 

to the constitutional provision on the right to freedom of expression.63  

 
50 Internet Code of Practice, article 3.4. 
51 Digital Right and Freedom Bill 2019, s 6(17). 
52 Ridwan Oloyede and Douglas Onah, ‘A Comparative Analysis between the Digital Rights and Freedom Bill and Other Legislation in Nigeria’ ( 2020) 
<https://paradigmhq.org/wp-content/uploads/2021/04/Digital-Rights-Analysis-1.pdf> accessed 12 May 2021. 
53 Protection from Internet Falsehood and Manipulation Bill 2019, s 12(3). 
54 Protection from Internet Falsehood and Manipulation Bill 2019, s 18 and s 23 (3). 
55 CPJ, 'Journalist Arrested, Charged Under Cybercrime Law in Nigeria' (Committee to Protect Journalists, 2019) <https://cpj.org/2019/03/journalist-
arrested-charged-under-cybercrime-law-i/> accessed 25 March 2021; 'Nigerian Journalist Jailed For Refusing To Reveal Source - Committee To Protect 
Journalists' (Committee to Protect Journalists, 2018) <https://cpj.org/2018/08/nigerian-journalist-jailed-for-refusing-to-reveal-/> accessed 25 March 2021 
56 ARTICLE 19, ‘Nigeria: Crackdown on Journalists Suffocates Press Freedom’ (ARTICLE 19, 3 November 2020) 
<https://www.Article19.org/resources/nigeria-crackdown-on-journalists/> accessed 12 May 2021. 
57 CPJ, ‘Journalist Arrested, Charged under Cybercrime Law in Nigeria ’ (Committee to Protect Journalists, 7 March 2019) 
<https://cpj.org/2019/03/journalist-arrested-charged-under-cybercrime-law-i/> accessed 22 May 2021. 
58 Premium Times, Tukur S, ‘Judge Convicts Nigerian Activist ‘I G Wala’ for Criminal Defamation, Others’ (Premium Times, 15 April 2019) 
<https://www.premiumtimesng.com/news/top-news/325487-judge-convicts-nigerian-activist-i-g-wala-for-criminal-defamation-others.html> accessed 25 
March 2021 
59 Sahara Reporters, ‘Ibrahim was later granted a presidential pardon; ‘Rights Activist, IG Wala Who Was Sent to Prison over Facebook Post Receives 
Presidential Pardon’ (Sahara Reporters, 21 April 2020) <http://saharareporters.com/2020/04/21/just-rights-activist-ig-wala-who-was-sent-prison-over-
facebook-post-receives-presidential> accessed 22 May 2021. 
60 Eniola Akinkuotu, ‘Student Arrested for Opening Jonathan Parody Account Denied Access to Lawyers’ (Punch, 25 July 2020) 
<https://punchng.com/student-arrested-for-opening-jonathan-parody-account-denied-access-to-lawyers/> accessed 12 May 2021.  
61 Adeoye O, ‘Court Dismisses Charges Against Madonna University Students Arraigned over Facebook Post’ (Today 24 July 2020) 
<https://www.today.ng/news/nigeria/court-dismisses-charges-madonna-university-students-arraigned-facebook-post-308827> accessed 25 March 2021 
62 Tomiwa Ilori, ‘The Nigerian Cybercrimes Act 2015: Is It Uhuru Yet?’ (7 April 2016) <https://orderpaper.ng/nigerian-cybercrimes-act-2015-uhuru-yet/> 
accessed 12 May 2021. 
63 Okedara v. A.G Federation (2019) LPELR-47298(CA) 
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In addition, the Court of Justice of the Economic Community of West African States (the ECOWAS 

Court) ruled that the provision of the Act is excessive and contrary to established international norms 

and conventions on human rights. In July 2020, the ECOWAS Court ruled that Section 24 of the 

Cybercrimes Act violates Articles 9 (2) of the African Charter on Human and Peoples' Rights and 19 

(3) of the ICCPR.64 

Consequently, the Court ordered the Nigerian government to repeal or amend the section, following 

its obligation under Article 1 of the African Charter and other applicable provisions of the ICCPR.65 

Currently, the law is yet to be amended. The legislative proposal to amend the Act is currently 

pending before the National Assembly, and it does not include the amendment of Section 24.66 

Information disorder  

Fake news has been reported to be responsible for violence in some parts of the country. In 2018, 

the Nigerian Police declared that ‘false information and incendiary images on Facebook have 

contributed to more than a dozen recent killings in Plateau State.’67 The Police statement came after 

a spate of violence attributed to sharing gory images online with nothing to do with the State, 

situated in the Northern parts of Nigeria.  

The Ebola virus and coronavirus pandemic outbreak also increased the volume of disinformation in 

Nigeria, claiming an unverified cure being shared. Social media and other communication tools have 

emerged as a viable tool used to spread unverified information.68 The 201569 and 201970 election 

cycles also witnessed the wave of false news and propaganda online. 

Beyond the legislative attempts, the government has also been vocal about its intent to regulate the 

use of social media. For example, after the #EndSars nationwide protest in 2020, the Minister of 

Information, Lai Muhammed, claimed that fake news threatened the country's existence and 

attributed the problem to the use of social media. According to the Minister:  

“ 
We must regulate social media in a manner that it does not become a purveyor of fake news and hate speech. We 

will not fold our arms to allow purveyors of fake news and hate speech to use social media to destabilise the 

country.71 

” 

 
64 The Incorporated Trustees of Laws and Rights awareness initiatives v Federal Republic of Nigeria. SUIT No ECW/CCJ/APP/53/2018 - JUDGEMENT 
ECW/CCJ/JUD/16/20 (July 2020) 
<http://prod.courtecowas.org/wp-content/uploads/2020/09/JUD_ECW_CCJ_JUD_16_20.pdf> accessed 14 May 2021 
65 Ibid. 
66 HB 969: Cybercrimes (Prohibition, Prevention, etc.) Act (Amendment) Bill 2020 (PLAC BILLSTACK) <https://placbillstrack.org/view.php?getid=7586> 
accessed 4 May 2021 
67 Yemisi Adegoke, ‘Like. Share. Kill’. (BBC, 2020) <https://www.bbc.co.uk/news/resources/idt-sh/nigeria_fake_news> accessed 20 May 2021. 
68 Yomi Kazeem, ‘Nigeria: Use of WhatsApp among Older Generations Contributing to Spread of Fake News, Includes Company Comments’ (Business & 
Human Rights Resource Centre, 2019) <https://www.business-humanrights.org/en/latest-news/nigeria-use-of-whatsapp-among-older-generations-
contributing-to-spread-of-fake-news-includes-company-comments/> accessed 22 May 2021. 
69 Nwachukwu Andrew Egbunike, Noel Ihebuzor and Ngozi Onyechi, ‘Nature of Tweets in the 2015 Nigerian Presidential Elections’ (2015) 2 International 
Journal of Civic Engagement and Social Change 34 <https://www.igi-global.com/gateway/Article/142486> accessed 22 May 2021. 
70 Nwachukwu Andrew Egbunike, ‘Twitter Was a Minefield of False Information during the 2019 Nigerian Elections’ (Global Voices, 8 November2019) 
<https://globalvoices.org/2019/11/08/twitter-was-a-minefield-of-false-information-during-the-2019-nigerian-elections/> accessed 20  May 2021. 
71 Yomi Kazeem, ‘#EndSARS: Nigerian government Looks to Regulate Social Media’ (Quartz, 3 November 2020) <https://qz.com/africa/1926334/endsars-
nigerian-government-looks-to-regulate-social-media/> accessed 20 May 2021. 
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Minister added that ‘we need technology and resources to dominate our social media72 a claim 

equally supported by some Governors calling for regulation of social media ‘to avoid the spread of 

fake news.’73  

The exercise of freedom of expression comes with responsibilities and needs to be balanced with 

the public's interest. In the case of President F.R.N. v. Isa, the Court of Appeal held that ‘there must 

be boundaries for the protection of society and to avoid anarchy. The right to disseminate 

information carries with it the responsibility to investigate the accuracy of the information. It can 

never be absolute.’74 While the Court's pronouncement may initially seem consistent with the 

provisions of Section 39 and 45 of the 1999 Constitution and Article 19(3) of the ICCPR, it is in 

clear violation of Article 19(1) of the ICCPR that provides for non-interference with the right to 

opinion which are views that need not be based on facts. The Court’s position and the actions of 

both the executive and legislature through these laws have put the right to freedom of expression 

in Nigeria in more imminent danger.  

The Broadcasting Code and media freedoms Nigeria  

In October 2020, the Nigeria Broadcasting Commission sanctioned AIT, Channels TV, and Arise TV 

for their coverage of the nationwide #EndSars protest staged against police brutality.75 According 

to the Commission, the stations used unverified video footage in their reporting. In August 2020, a 

radio station was fined five million naira  ($12,161) for ‘unprofessional broadcast’; the radio station 

was accused of promoting ‘unverifiable and inciting views,’ leading to public disorder.76 Around the 

same period, an official of NBC warned that political leaders should not be embarrassed by 

broadcasting stations.77 Similarly, NBC issued a press statement warning media houses not to use 

user-generated sources to embarrass the government.78 The fines imposed by NBC on the stations 

are currently subject to a lawsuit before the Federal High Court.79 

In addition, the revised NBC Code introduced some provisions that are considered ambiguous80 and 

could target media houses critical of the government.81 At the time of writing this report, there are 

two cases pending before the Federal High Court challenging the legality of the Code for violating 

the constitutionally guaranteed rights to freedom of expression.82 The Code is also being challenged 

for violating a court's judgment that prohibits administrative agencies from issuing fines. The Federal 

 
72 Udora Orizu, ‘Lai Mohammed Calls for Regulation of Social Media’ (THISDAYLIVE, 27 October 2020) 
<https://www.thisdaylive.com/index.php/2020/10/27/lai-mohammed-calls-for-regulation-of-social-media/> accessed 20 May 2021. 
73 The Cable, ‘Northern Governors Call for Censorship of Social Media’(TheCable, 2 November 2020) <https://www.thecable.ng/breaking-northern-
governors-call-for-censorship-of-social-media> accessed 20 May 2021. 
74 [2017] 3NWLR (Part 1553) (P. 383, paras.A-E). 
75 The regulator imposed various fines on Arise TV, African Independent Television (AIT) and Channels Television between two million and three million 
naira. Ukpe W, ‘#EndSARS: NBC Fines AIT, Channels and Arise TV over Use of ‘Unverifiable’ Footages’ (Nairametrics, 26 October 2020) 
<https://nairametrics.com/2020/10/26/endsars-nbc-fines-ait-channels-and-arise-tv-over-use-of-unverifiable-footages/> accessed 4 May 2021. 
76 Akinola Ajibola, ‘Mailafia: NBC Fines Radio Station N5m for Unprofessional Broadcast’ (Channels Television, 3 January 2015) 
<https://www.channelstv.com/2020/08/13/mailafia-nbc-fines-radio-station-n5m-for-unprofessional-broadcast/> accessed 4 May 2021. 
77 The warning was premised on Article 3.1.19 of the Code. Nwafor, ‘‘You Will Be Punished If You Insult, President, Governors, Senators, Others in 
Nigeria’’ (Vanguard News, 13 August 2020). <https://www.vanguardngr.com/2020/08/you-will-be-punished-if-you-insult-president-governors-senators-
others-in-nigeria/> accessed 4 May 2021. 
78 National Broadcasting Commission, <https://twitter.com/nbcgovng/status/1318630417566715912/photo/1> accessed 4 May  2021. 
79 Bolanle Olabimtan, ‘Media Rights Agenda Sues NBC over Fines on TV Stations’ (TheCable, 9 November 2020) <https://www.thecable.ng/media-rights-
agenda-sues-nbc-over-fines-on-tv-stations> accessed 20 May  2021. 
80 Nigeria Communications Week, ‘NBC Should Clear Ambiguity, Iroko TV Boss’ (Nigerian CommunicationWeek, 7 September 2020) 
<https://www.nigeriacommunicationsweek.com.ng/broadcast-code-nbc-should-clear-ambiguity-iroko-tv-boss/> accessed 12 May 2021. 
81 Chizoba Ogbeche, ‘NBC Code Amendment: Can the Media Survive?’ (Blueprint Newspapers, 22 August 2020) <https://www.blueprint.ng/nbc-code-
amendment-can-the-media-survive/> accessed 12 May 2021. 
82 Intel Region, ‘Lai Mohammed and NBC Sued over N5 Million Hate Speech Fine’ (Intel Region, 18 August 2020) <https://www.intelregion.com/news/lai-
mohammed-and-nbc-sued-over-n5-million-hate-speech-fine/> accessed 4 May 2021; Saxone Akhaine and Sunday Aikulola, ‘MRA Sues NBC over Fines on 
Radio, TV Stations’ (The Guardian Nigeria, 10 November  2020) <https://guardian.ng/news/mra-sues-nbc-over-fines-on-radio-tv-stations/> accessed 4 May 
2021. 
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High Court has decided in a case that a government agency cannot impose a fine without first 

approaching the Court.83 The Code is also being challenged before the ECOWAS Court for violating 

the right to freedom of expression, access to information, and media freedom guaranteed under 

Section 39 of the Nigerian Constitution, Article 9 of the African Charter on Human and Peoples' 

Rights, and Article 19 of the International Covenant on Civil and Political Rights.84  

Anonymity and encryption policies  

Nigeria is one of the countries where it is mandatory to register biometric information to obtain a 

SIM card.85 The argument of the government for this solely rests on security and the ability to identify 

subscribers.86  Similarly, it is no longer possible to own a SIM card, make calls, send text messages, 

and access the Internet without registering biometric data supported by Nigeria's government-issued 

National Identification Number.87  

In December 2020, the NCC announced88 that it would no longer be possible to register a SIM card 

without a National Identification Number (NIN) issued by the National Identity Management 

Commission (NIMC). Furthermore, NCC announced that it would block subscribers who fail to link 

their NIN to their SIM in two weeks. In response, Paradigm Initiative, a civil society organisation, filed 

a lawsuit before the Federal High Court, asking the Court to declare the policy unconstitutional and 

that blocking of subscribers who are unable to register their SIM with NIN within the short time frame 

is a violation of the right to freedom of expression guaranteed under the Constitution.89 In another 

lawsuit, the Federal High Court ordered the extension of the registration deadline prescribed by the 

Minister of Communication and Digital Economy.90  

As a fallout of these policies, media practitioners, activists, and government critics have been 

targeted. In 2018, Samuel Ogundipe, a journalist with an online news outlet, Premium Times was 

arrested by the Police by obtaining his phone records from the network providers.91 The Committee 

to Protect Journalists (CPJ) reported that a similar tactic had been used to arrest two other journalists 

in the country since 2017.92  

Similarly, in May 2021, the Nigerian government announced the Revised National Identity Policy for 

SIM Card Registration, which stipulates that a Central Equipment Identity Register (CEIR) serves as a 

repository for all registered mobile phones' IMEI and owners of such devices be created and 

maintained by the NCC. According to the government, it has become necessary,  

 
83 National Oil Spill Detection & Response Agency (NOSDRA) vs. Mobil Producing Nigeria Unlimited (2018) LPELR-44210(CA).; Nairametrics, ‘Federal High 
Court Declares It Is Unlawful for Regulatory Agencies to Impose Fines’ (Nairametrics, 16 May 2017) <https://nairametrics.com/2017/05/16/federal-high-
court-declares-it-is-unlawful-for-regulatory-agencies-to-impose-fines/> accessed 4 May 2021. 
84 Olasunkanmi Akoni, ‘Nigeria: Channels TV, Others - SERAP Sues Govt, Wants NBC Broadcasting Code Quashed’ (AllAfrica, 2 May2021) 
<https://allafrica.com/stories/202105020190.html> accessed 20 May 2021. 
85 Privacy International, ‘Timeline of SIM Card Registration Laws’ (Privacy International2019) <https://privacyinternational.org/long-read/3018/timeline-
sim-card-registration-laws> accessed May 10, 2021. 
86 One of the arguments advanced by the Nigerian government is that SIM registration will curb crime. https://www.facebook.com/eribake.akintayo; 
Babajide Komolafe, ‘Can SIM Registration Curb Mobile Payment Fraud? - Vanguard News’ (Vanguard NewsApril 3, 2011) 
<https://www.vanguardngr.com/2011/04/can-sim-registration-curb-mobile-payment-fraud/> accessed May 10, 2021. 
87 NCC, 'Remarks by Dr. Eugene Juwah, Executive Vice Chairman of The Nigerian Communications Commission (NCC) at The Flag-Off Of Nationwide Sim 
Card Registration' (Ncc.gov.ng, 2011) <https://www.ncc.gov.ng/accessible/documents/186-flag-off-of-nationwide-sim-card-registration/file> accessed 25 
March 2021. 
88 NCC, 'Press Statement: Implementation of New Sim Registration Rules' (Ncc.gov.ng, 2020) <https://www.ncc.gov.ng/media-centre/news-
headlines/928-press-statement-implementation-of-new-sim-registration-rules> accessed 25 March 2021. 
89 Paradigm Initiative, ‘PIN Asks Court to Stop NCC from Disconnecting over 100 Million Nigerians - Paradigm Initiative’ (Paradigm InitiativeDecember 17, 
2020) <https://paradigmhq.org/pin-asks-court-to-stop-ncc-from-disconnecting-over-100-million-nigerians/> accessed May 21, 2021. 
90 Ifeoluwa Adediran, Court Orders Extension of NIN Registration (Premium Times NigeriaMarch 24, 2021) 
<https://www.premiumtimesng.com/regional/ssouth-west/450883-court-orders-extension-of-nin-registration.html> accessed May 21, 2021. 
91 Jonathan Rozen, ‘How Nigeria’s Police Used Telecom Surveillance to Lure and Arrest Journalists’ (Committee to Protect Journalists, 13 February 2020) 
<https://cpj.org/2020/02/nigeria-police-telecom-surveillance-lure-arrest-journalists/> accessed 20 May 2021. 
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“ 
to curtail the counterfeit mobile phone market, discourage mobile phone theft, enhance National Security, protect 

consumer interest, increase revenue generation for the government, reduce the rate of kidnapping, mitigate the 

use of stolen phones for crime, and facilitate blocking or tracing of stolen mobile phones and other smart devices. 

” 

Mandatory SIM registration and the combination with NIN have been shown to negatively impact 

anonymity which is necessary in order to enjoy both the right to protection of one’s personal 

information and the right to freedom of expression.93 The introduction of the policies highlighted 

above could threaten freedom of expression and protection of personal information by impeding 

journalists from carrying out their work which largely involves holding both State and non-State 

actors accountable for violations.94 This often plays out in that ‘restrictions on anonymity have a 

chilling effect, dissuading the free expression of information and ideas95 and undermines the ability 

to communicate anonymously, organise and associate with others. 

The Committee to Protect Journalists (CPJ) reported in 2019 that the Nigerian security forces seized 

the mobile phones and computers of a journalist to conduct a forensic investigation.96 Hamza Idris 

of Dailytrust, a newspaper, reported that some soldiers visited the bureau and carted away with 

twenty-four computers belonging to the newspaper.97 In another incident, Abubakar Uthman of the 

same newspaper was arrested and held for two days; his two phones and computer were seized. 

Abubakar confirmed the gadgets were taken to conduct a forensic search on them.98  

The admission by security agencies to procuring surveillance tools capable of assisting the 

government with decryption of encrypted data also suggests that the Nigerian government is 

complicit in carrying out anti-encryption policies.99 While it appears there is no express obligation 

on communication platforms using end-to-end encryption like WhatsApp or Signal to weaken 

encryption, there are existing legal measures that allow law enforcement agencies to decrypt the 

communication in Nigeria.100 In July 2021, the Nigerian Senate approved 4.8 billion naira ($11 

million) to the Nigerian Intelligence Agency for the purchase of WhatsApp Intercept Solution and 

Thuraya Interception Solution, a communications system used for monitoring voice calls, call-related 

information, short message service (SMS) and data traffic, among others.101 The deployment of these 

tools will impact end-to-end encryption and a threat to integrity of communication. 

 
93 Unwanted Witness, ‘Unlawful SIM Card Validation Exercise Is a Threat to Anonymity and Privacy : Unwanted Witness’ (Unwanted Witness 12 
December 2017) <https://www.unwantedwitness.org/unlawful-sim-card-validation-exercise-is-a-threat-to-anonymity-and-privacy/> accessed 22 May 
2021. 
94 Privacy International, ‘Two Sides of the Same Coin – the Right to Privacy and Freedom of Expression’ (Privacy International, 2018) 
<https://privacyinternational.org/blog/1111/two-sides-same-coin-right-privacy-and-freedom-expression> accessed 20 May 2021. 
95 Unwanted Witness, ‘Unlawful SIM Card Validation Exercise Is a Threat to Anonymity and Privacy’: Unwanted Witness (12 December 2017) 
<https://www.unwantedwitness.org/unlawful-sim-card-validation-exercise-is-a-threat-to-anonymity-and-privacy/> accessed 20 May 2021. 
96 CPJ, ‘Nigerian Military Targeted Journalists’ Phones, Computers with ‘Forensic Search’ for Sources’ (Committee to Protect Journalists, 22 October 
2019) <https://cpj.org/2019/10/nigerian-military-target-journalists-phones-forensic-search/> accessed 20 May 2021. 
97 Ibid. 
98 CPJ, ‘Nigeria’s Military Raids Daily Trust Offices, Arrests Editor ’ (Committee to Protect Journalists, 8 January 2019) <https://cpj.org/2019/01/nigerias-
military-raids-daily-trust-offices-arrest/> accessed 20 May 2021. 
99 Ibid. 
100 Cybercrimes Act 2015, s 45(2)(f). 
101 Queen Esther Iroanusi, ‘Nigerian Govt Moves to Control Media, Allocates N4.8bn to Monitor WhatsApp, Phone Calls’ (Premium Times Nigeria July 12, 
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Network disruption in Nigeria 

In 2013 and 2014, the Nigerian government shut down the Internet in three Northeastern states of 

Borno, Adamawa, and Yobe to fight against the Boko Haram insurgency.102 These shutdowns 

occurred between May to December 2013 and in March 2014.103 During the #EndSars protests in 

2020, there were also speculations that the government was planning to shut down the Internet.104 

Notwithstanding such speculations, in the past, the Nigerian government has a history of blocking 

access to websites105 and throttling Internet connections. 106 

On 1 June 2021, The President's official Twitter handle shared a thread in which he threatened the 

actors responsible for growing violence and attacks on government buildings in the South Eastern 

parts of the country while also referring to the country's Civil War.107 On 4 June 2021, the Nigerian 

government announced the indefinite suspension of popular social media platform Twitter for 

‘activities that can undermine Nigeria’s corporate existence.’108  

After the announcement made by the Ministry of Information and Culture, the NCC directed the 

telecommunication companies and ISPs to block access to Twitter, which was immediately 

implemented.109 In a press release by the Association of Licensed Telecommunications Operators of 

Nigeria (ALTON) — the official industry body for all providers of telecommunications and subsidiary 

services in Nigeria, the directive was complied with  

“ 
based on national interest provisions in the Nigerian Communications Act, 2003, and within the licence terms 

under which the industry operates; our members have acted in compliance with the directives of NCC. 

” 
A day after the suspension, the Attorney General of the Federation also announced that the country 

would arrest and prosecute those who continue to use Twitter, a threat it later backed down on.110  

The indefinite suspension has been described as a violation of the constitutionally guaranteed right 

to freedom of expression and contrary to Nigeria's commitment to international human rights 

 
102 Ola Audu, ‘Borno Residents Want Phone Network Restored as Boko Haram Gets Deadlier’ (Premium Times Nigeria, 29 September 2013) 
<https://www.premiumtimesng.com/news/145640-borno-residents-want-phone-network-restored-boko-haram-gets-deadlier.html> accessed 12 May 
2021. 
103 A state of emergency was imposed in these states around the same period.  
See BBC, ‘Nigeria’s President Goodluck Jonathan Declares State of Emergency’ (BBC News, 15 May 2013) <https://www.bbc.com/news/av/world-africa-
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Demands Nigerian Authorities Unblock Websites It Targeted’ (IFEX, 9 December 2020) <https://ifex.org/mra-demands-nigerian-authorities-unblock-
websites-it-targeted/> accessed 12 May 2021. 
106 This was the case when there was a report of throttling of the Internet during the Lekki Massacre on 20 October 2020; Emmanuel Paul, ‘Internet 
Service Disruptions Trail Shooting of #EndSARS Protesters at Lekki, Nigeria’ (Techpoint Africa, 21 October 2020) 
<https://techpoint.africa/2020/10/21/service-disruption-mtn-lekki/> accessed May 12, 2021; Benjamin Dada, ‘The Protracted History of Internet 
Shutdowns in Africa’ (Benjamin Dada, 25 January 2021) <https://www.benjamindada.com/history-of-Internet-shutdowns-in-africa/> accessed 11 May 
2021. 
107 Aljazeera, ‘Between 1967-1970, the country fought a civil war that claimed the lives of over three million people. Twitter Removes Nigerian 
President’s ‘Abusive’ Civil War Post (June 2, 2021) <https://www.aljazeera.com/news/2021/6/2/twitter-removes-nigerian-presidents-abusive-civil-war-
post> accessed June 7, 2021. 
108 Aljazeera, ‘Nigerian Gov’t Says It ‘Indefinitely’ Suspends Twitter’ (June 4, 2021) <https://www.aljazeera.com/news/2021/6/4/nigeria-suspends-
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norms.111 The policy is also contrary to the principle of open internet under the Internet Code of 

Practice issued by the NCC.112  However, it is unclear which law the government relied on to block 

access to Twitter in Nigeria. Section 36(12) of the Nigerian constitution expressly states that for 

anyone to be prosecuted for a crime, the offence must be contained and defined in a written law 

and the prescribed penalty. The constitutional provision has been upheld in Aoko v Fabgemi,113 

where the court dismissed the case for violating the provision. 

The overdrive of both State and non-State actors on platform Regulation and intermediary liability 

During the #EndSars protest, it was reported that Facebook and Instagram made it difficult for 

protesters to share content about the protest.114 Eventually, Facebook apologised and admitted it 

wrongly labelled the contents after a public outcry.115  

Additionally, the government also sends takedown notices to intermediaries to remove content or 

request citizens’ information. Google's transparency report shows that between January and 

December 2020, the Nigerian government sent content removal requests on the grounds of national 

security, defamation, and other unspecified reasons.116 Telecommunication companies can also be 

required to block Internet access to specific websites by the government. For instance, in November 

2017, ISPs were required to block 21 websites, including Naij.com, at the request of the NCC.117118 

In January 2021, access was blocked to the Peoples Gazette, an online news publisher.119 In 2015, 

there was a legislative proposal to block access to pornography, which did not materialise.120 

According to Google Transparency Report, in 2020, there were a total of eighty-seven requests for 

removal of content, ten emanated from government officials, while 53 were court-ordered. In 

addition, Google delisted eight Uniform Resource Locators (URLs) containing sensitive content about 

an elected official uploaded without the official's consent.121 There have been seven information 

requests on Twitter since 2015.122 In the first half of 2020, Facebook received four user accounts 

preservation requests, 14 requests from the government123 , and one content restriction request.124  

In June 2021, after announcing the indefinite suspension of the operations of Twitter in Nigeria, the 

Minister of Information and Culture also directed the Nigeria Broadcasting Commission (NBC) to 

commence the process of regulating and licensing all Over the Top (OTT) media service providers 

 
111 Access Now, ‘Nigeria Blocks Twitter in Flagrant Violation of Human Rights’ | Access Now (June 5, 2021) <https://www.accessnow.org/nigeria-blocks-
twitter-keepiton/> accessed June 7, 2021. 
112 Internet Code of Practice, para. 3. 
113 (1961) 1 All NLR 400. 
114 Uwagbale Edward-Ekpu, ‘Facebook Hurt Nigeria’s #EndSARS Protest While Twitter Boosted It’ (Quartz, 24 October 2020) 
<https://qz.com/africa/1922372/facebook-hurt-nigerias-endsars-protest-while-twitter-boosted-it/> accessed 11 May  2021. 
115 Hebe Campbell, ‘Facebook Admits to Incorrectly Labeling #EndSARS Content’ (euronews, 22 October  2020) 
<https://www.euronews.com/2020/10/22/facebook-admits-to-incorrectly-labeling-endsars-content-as-misinformation> accessed 11 May 2021. 
116 Google, ‘Google Transparency Report’ <https://transparencyreport.google.com/government-removals/by-
country/NG?country_breakdown=period:Y2020H1;country:NG&lu=country_breakdown> accessed 13 April 2021. 
117 Paradigm Initiative, ‘President Buhari’s Secret War on Free Speech’ (Paradigm Initiative, 17 November 2017) <https://paradigmhq.org/president-
buharis-secret-war-on-free-speech/> accessed 13 April 2021 
118 Many of the blocked sites were said to have promoted the independence of the Biafra region that attempted to secede from Nigeria in 1967; Xynou 
M and Evdokimov 2018-06-11 L, ‘Nigeria: Measuring Internet Censorship’ (11 June 2018) <https://ooni.org/post/nigeria-Internet-censorship/> accessed 13 
April 2021. 
119 The Guardian Nigeria, ‘Clampdown on People Gazette as Telcos Block Access to News Website’ (26 January, 2021) 
<https://guardian.ng/news/clampdown-on-peoples-gazette-as-telcos-block-access-to-news-website/> accessed 11 May 2021. 
120 Gbenga Onalaja, ‘Nigeria’s Legislature Wants to Ban Internet Porn but They Have No Clue How’ (TechCabal, 12 November 2015) 
<https://techcabal.com/2015/11/12/nigerias-legislature-wants-to-ban-Internet-porn-but-they-have-no-clue-how/> accessed 11 May 2021. 
121 Ibid. 
122 Twitter, ‘Nigeria - Twitter Transparency Center’ (2021) <https://transparency.twitter.com/en/reports/countries/ng.html> accessed 12 May 2021. 
123 Facebook, ‘Facebook Transparency Report | Gov Data Requests’ (2020) <https://govtrequests.facebook.com/government-data-
requests/country/NG/jan-jun-2020> accessed 12 May 2021. 
124 Facebook, ‘Facebook Transparency Report | Content Restrictions’ (2020) <https://govtrequests.facebook.com/content-restrictions/country/NG/jan-
jun-2020> accessed 12 May 2021. 
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and social media.125 Similarly, an amendment to the Nigeria Broadcasting Commission Act was 

proposed in the House of Representatives. During a public hearing of the bill, the Minister of 

Information suggested that internet broadcasting and online media be included in the amendment. 

According to the Minister, "internet broadcasting and all online media should be included in the 

bill".126 The proposal, if accepted, online media and internet broadcaster will require approval from 

NBC to operate in Nigeria. Under the proposed bill, the Minister is granted wider powers that could 

affect the independent operation of the NBC. The Minister's proposal has been criticised for making 

NBC subservient to its control.127 Finally, a proposed amendment to the Nigeria Film and Video 

Censorship, Classification, Exhibition Regulatory Commission Act is pending before the House of 

Representatives. The bill makes it mandatory for online platforms distributing or exhibiting video to 

obtain a license to operate in Nigeria and get approval before uploading contents. The legislative 

proposal could impact platforms driven by user-generated content and potentially stifle freedom of 

expression. 

3.4.2. Status of protection of personal information in Nigeria 

• Constitutional provision 

The Nigerian Constitution does not explicitly provide for the protection of personal information; 

however, the most proximate fundamental right to protecting personal information is the right to 

privacy guaranteed under Section 37 of the Constitution. It protects citizens' rights to their privacy 

and the privacy of their homes, correspondence, telephone conversations, and telegraphic 

communication.  

• Other laws  

Nigeria Data Protection Regulation (NDPR) 

In January 2019, the National Information Technology Development Agency (NITDA) published the 

National Data Protection Regulation (NDPR). The Regulation applies to the processing of personal 

data regarding Nigerian citizens and residents.128 Even though it is not a primary law, the NDPR has 

created several obligations on both data controllers and processors, created rights for data 

subjects,129 defined a set of principles that needs to be implemented, and designated NITDA as the 

supervisory authority. The Regulation also created a  set of rules for the transborder transfer of 

data.130 In November 2020, NITDA released the Data Protection Implementation Framework (DPIF), 

an addendum to the NDPR.131 The Framework complements the NDPR to ensure a tailored 

implementation of Nigeria's data protection regime. In addition, it serves as a guide to data 

controllers and processors to understand their respective compliance obligations. 

Other laws impacting data protection in Nigeria include the Freedom of Information Act of 2013, 

Credit Reporting Act of 2017, National Health Act of 2014, National Identity Management 

 
125 Abiola Odutola, ‘Twitter Ban: FG Directs NBC to Commence Process of Licensing All Social Media Operations in Nigeria’ (June 4, 2021) 
<https://nairametrics.com/2021/06/04/twitter-ban-fg-directs-nbc-to-commence-process-of-licensing-all-social-media-operations-in-nigeria/> accessed 
June 7, 2021. 
126 Oladayo Jonathan, ‘Nigerian Govt Seeks to Amend NBC Act, Wants Control over Online Broadcasting’ (June 16, 2021) 
<https://www.premiumtimesng.com/news/headlines/468090-nigerian-govt-seeks-to-amend-nbc-act-wants-control-over-online-broadcasting.html> 
accessed June 19, 2021. 
127 Ibid. 
128 Nigeria Data Protection Regulation 2019 <https://ndpr.nitda.gov.ng/Content/Doc/NigeriaDataProtectionRegulation.pdf> accessed March 15 2021. 
129 NDPR 2019, article 3.1. 
130 NDPR 2019, article 2.11 and 2.12. 
131 ‘NDPR Implementation Framework’ < https://nitda.gov.ng/wp-content/uploads/2021/01/NDPR-Implementation-Framework.pdf> accessed 7 May 2021. 
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Commission Act of 2007, and the Child Rights Act of 2013. Additionally, the Nigeria Communication 

Commission (NCC),132 Central Bank of Nigeria (CBN),133 NITDA,134 Nigeria Insurance Commission 

(NAICOM)135 have all issued guidelines, regulations, or Framework on the protection of personal 

data. 

3.4.3. Intersection of freedom of expression online and protection of personal 

information in Nigeria 

Journalistic exception  

While the freedom of expression extends to free media, media houses are responsible for 

implementing and respecting data protection rules with the constitutional limitation of registration 

and licensing.136 Journalists and media organisations can access personal data while producing 

journalistic content because personal information forms part of journalism's raw materials.137 The 

right of journalists and media organisations to use personal data and information finds expression 

under Section 39 of the Nigerian Constitution.138 Publication of journalistic content online is an 

extension of the right to freedom of expression. To this extent, Section 22 of the Constitution 

explicitly provides that: 

“ 
the press, radio, television and other agencies of the mass media shall at all times be free to uphold the fundamental 

objectives contained in this Chapter and uphold the responsibility and accountability of the government to the 

people. 

” 
Both the NDPR and the DPIF are silent about journalistic exceptions as a derogation to the 

application of the NDPR. As a result, the right of the data subject available under the Regulation may 

be used to restrict journalistic reporting, which could conflict with the public interest in knowing the 

facts. Unfortunately, it is hard for journalists to do their job without derogation if an individual subject 

of news content invokes any rights available to them under the data protection law.  

Interestingly, the Code of Ethics for Nigerian Journalists also requires them to respect individuals' 

privacy rights. In balancing the right, exceptions are recognised in the interest of the public.139 The 

other exception is if the content aims to expose crime and anti-social conduct, protect public health, 

morality, and safety, and prevent disinformation. However, the disclosure of any material by the 

journalist must be done in good faith. 140 Additionally, the draft Data Protection Bill, while creating 

an exemption for ‘literary and artistic work’, omits journalistic work.141 The intersection of the two 

 
132 Consumer Code of Practice Regulations 2007, Internet Code of Practice 2019, Registration of Telephone Subscribers Regulations 2011. 
133 Consumer Protection Regulation 2019, Guidelines on Mobile Money Services 2015, and Risk-Based Cybersecurity Framework 2018. 
134 Framework and Guidelines for Public Internet Access, Nigeria Cloud Computing Policy, and Guidelines for The Management of Personal Data By 
Public Institutions In Nigeria, 2020. 
135 National Insurance Industry ICT Guidelines and Market Conduct and Business Practice Guidelines for Insurance Institutions in Nigeria. 
136 Section 39 (2) ‘…every person shall be entitled to own, establish and operate any medium for the dissemination of information, ideas and opinions:  
Provided that no person, other than the government of the Federation or of a State or any other person or body authorised by the President on the 
fulfilment of conditions laid down by an Act of the National Assembly, shall own, establish or operate a television or wireless broadcasting station for, 
any purpose whatsoever’. 
137 ‘Intermediary Liability’ (eReader) <https://www.mediadefence.org/ereader/publications/advanced-modules-on-digital-rights-and-freedom-of-
expression-online/module-5-trends-in-censorship-by-private-actors/intermediary-liability/> accessed 24 March 2021. 
138 1999, CAP C23 Laws of the Federation of Nigeria 2004 <https://lawsofnigeria.placng.org/laws/C23.pdf> accessed March 15 2021. 
139 The Nigerian Press Council, ‘CODE OF ETHICS Article 3 ’ <http://www.presscouncil.gov.ng/?page_id=281> accessed 13 April 2021. 
140 The Code of Conduct is issued under Section 9 of Nigeria Press Council Act. Section 9(4) of the Act makes it binding on all journalist. 
141 Data Protection Bill 2020, s 35(1)(e).  
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rights creates a scenario where there is a need to balance the public's interest in knowing the truth 

and the data protection rights of an individual.  

Right to Erasure  

An erasure request could be a request to the data controller to remove links to private information 

and takedown contents. In Nigeria, the NDPR grants data subjects the right to request their individual 

data deletion or erasure.142 Section 3.1 (9) of NDPR provides that: 

“ 
the Data Subject shall have the right to request the Controller to delete Personal Data without delay, and the 

Controller shall delete Personal Data where one of the following grounds applies:  

 

(a) the Personal Data are no longer necessary in relation to the purposes for which they were collected or 

processed;  

 

(b) the Data Subject withdraws consent on which the processing is based;  

 

(c) the Data Subject objects to the processing, and there are no overriding legitimate grounds for the 

processing;  

 

(d) the Personal Data has been unlawfully processed; and  

 

(e) the Personal Data must be erased for compliance with a legal obligation in Nigeria. 

 

” 
As a result, once a data erasure request is submitted, the data controller will trace all personal 

information relating to the data subject and review it to see if it is still being processed or comes 

under one of these grounds. If it does, the data controller then deletes the data and informs other 

entities who have gained access to process the data subject's data subject to delete links to, copies, 

or replication of that data. 143   

The exercise of this right could conflict with the right to freedom of expression online, especially 

considering social media or journalistic content takedown requests. The right to erasure provides an 

essential safeguard for personal data. However, it may lead to Internet censorship because data 

subjects can force those who hold their personal data to it, which may undermine the access to and 

the free flow of information online as a significant aspect of the right of expression online. At the 

time of this report, there is no reported judgment on exercising the right to be forgotten or erasure 

under the NDPR. This right is also contained under the draft Data Protection Bill 2020.144 

Encryption and anonymity 

In 2019, the National Information Technology Development Agency (NITDA) issued the Framework 

and Guidelines for Public Internet Access145 to regulate access and communication on the Internet 

 
142 Nigeria Data Protection Regulation 2019, article 3.9. <https://ndpr.nitda.gov.ng/Content/Doc/NigeriaDataProtectionRegulation.pdf> accessed 13 April 
2021; Article 2.2(f), and 12.3 Nigeria Data Protection Regulation Implementation Framework 2020 <https://nitda.gov.ng/wp-
content/uploads/2021/01/NDPR-Implementation-Framework.pdf> accessed 13 April 2021 
143 NDPR 2019, article 3.1 (13). 
144 draft Data Protection Bill 2020, s 20. 
145 National Information Technology Development Agency, ‘Framework and Guidelines for Public Internet Access (PIA)’ ( 2019) 
<https://sidebrief.com/wp-content/uploads/2019/06/FrameworkAndGuidelinesForPublicInternetAccessPIA.pdf> accessed 25 March 2021. 
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provided by Public Internet Access Providers (PIAPs).146 The Guidelines prohibit access to the Internet 

by users who do not complete mandated registration requirements or users without mobile 

numbers.147  

Section 38 of the Cybercrimes Act also mandates that service providers retain traffic data and 

subscriber information for two years,148 and intercept communication is mandated to be stored for 

three years.149 In addition, the Cybercrimes Act gives law enforcement agents unrestricted access to 

traffic data, subscriber information, content, and non-content data held by Internet service providers. 

150 Under the Lawful Interception of Communications Regulations, law enforcement agencies can 

access encrypted communications without the Court's intervention upon request.151 Similarly, Section 

45(2)(f) of the Cybercrimes Act allows law enforcement agencies to ‘use any technology to decode 

or decrypt any coded or encrypted data contained in a computer into readable text or 

comprehensible format.’  

In 2013, A Bill for an Act to Provide for the Interception, Development, and Protection of 

Communications Networks and Facilities for Public Interest and Other Related Matters was proposed 

in the Senate. The Bill sought to grant law ‘enforcement agencies the powers to monitor and seize 

Internet and phone data including emails, text messages, phone records and more from several 

millions of Nigerians.’152 However, the Bill was later abandoned.   

Concerning encryption and anonymity, the Digital Rights and Freedom Bill stipulates that individuals 

can access the Internet using instruments or technical systems to protect their identity if they wish 

to be anonymous.153 However, this right may be restricted where it is necessary to safeguard ‘public 

interest, and as necessary, proportional and grounded in law and following the basic features of a 

democratic society154 as a court may order the identification of an individual where there is a violation 

of the fundamental rights of another person.155  

These legislative measures pose threats to the right to privacy of Nigerians. The government’s 

insistence on mandatory excessive data retention by third parties and their penchant for unjustified 

collection of personal information could violate anonymity. Their misuse of power could also weaken 

encryption and violate the right to freedom of expression.156 However, anonymity online and 

communication encryption are essential to preserving freedom of expression for activists, journalists, 

and citizens. Therefore, the revised Declaration allows Internet anonymity or pseudonyms157 and 

prohibits the weakening of encryption.158  

 
146 PIAPs are Internet providers who provide Internet services for free or at subsidized rates for Internet users. 
147 Article 2.3 and 2.4 of Framework and Guidelines for Public Internet Access, 2019 <https://nitda.gov.ng/wp-
content/uploads/2019/01/FrameworkAndGuidelinesF….> accessed 13 April 2021.  
148 UNHRC, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, David Kaye’ (22 
May 2015) UN Doc A/HRC/29/32. 
149 Lawful Interception of Communication Regulations, article 6(3). 
150 Cybercrimes (Prohibition, Prevention, etc.) Act 2015, s 38 (1)(2)(3) <https://cert.gov.ng/images/uploads/CyberCrime_(Prohibition,Prevention,e….> 
accessed 13 April 2021 
151 Lawful Interception of Communications Regulation 2019 art 9(1) <https://www.ncc.gov.ng/accessible/documents/839-lawful-interception-of-
comunications-regulations-1/file> accessed 13 April 2021. 
152 Ini Ekott, ‘Senate Backs Controversial Internet, Phone Spy Programme’ (Premium Times Nigeria, 19 September  2013) 
<https://www.premiumtimesng.com/news/144915-senate-backs-controversial-Internet-phone-spy-programme.html> accessed 21 May 2021. 
153 Digital Right and Freedom Bill 2019,s 4(1).   
154 Digital Right and Freedom Bill 2019, s 4(2). 
155 Digital Right and Freedom Bill 2019, s 4(3). This is also consistent with the provision of Section 45 of the 1999 Constitution of the Federal Republic of 
Nigeria, LFN 2004 
156 Amul Kalia, ‘Encryption Is a Human Rights Issue: Your Privacy and Free Speech Depend on It - Students for Liberty North America’ (Students For 
Liberty North America, 28 July 2020) <https://studentsforliberty.org/north-america/blog/encryption-is-a-human-rights-issue-privacy-and-free-speech/> 
accessed 10 May 2021. 
157 Principle 40(2) of the Declaration of Principles of Freedom of Expression and Access to Information in Africa 
158 Principle 40(3) of the Declaration of Principles of Freedom of Expression and Access to Information in Africa 
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3.4.4. Conclusion  

This report highlights the laws on freedom of expression online and protection of personal protection 

in Nigeria and their acceptable limitations. It highlights the attitude of security agencies and the 

Nigerian courts towards violating or upholding these rights. The report also examined various 

aspects of both rights and their intersections. In conclusion, the report notes that, 

(a) The right to freedom of expression is constitutionally guaranteed in Nigeria. 

 

(b) The Constitution and other laws impose limitations on the exercise of the right to freedom 

of expression. 

 

(c) Some laws interfere and negatively impact the proper enjoyment of the right to freedom of 

expression online in Nigeria. The Cybercrimes Act 2015 is an example of such problematic 

laws affecting the right to freedom of expression online. Since its enactment, digital 

technology users, including bloggers, journalists, content creators, activists, media 

personnel, students, and politicians, have been intimidated, harassed, summoned, or 

arrested using various provisions.  

 

(d) The Nigerian courts have been protective of the Cybercrimes Act, and it only took the 

intervention of the Regional Court to declare the provision a violation of human rights.  

 

(e) The attempt to regulate disinformation is widely criticised and not enjoying public popularity. 

 

(f) The Framework regulating intermediaries' liability is currently inadequate. 

 

(g) The legal framework on network disruptions requires more robust safeguards, including 

oversight mechanisms and opportunities for seeking redress. 
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*|Specific recommendations to state actors| 

• Botswana 

State actors should:  

Ensure that the Data Protection Act of 2018 is commenced and the constitution of the 

Information and Data Protection Commission is implemented. 

Amend the problematic provisions such as those on alarming publication, hate speech and 

insulting the president as provided under sections 59(1), 92 and 93 of the Penal Code, 

respectively. 

Review laws that unjustifiably limit freedom of expression, such as the Media Practitioners 

Act of 2008 and Cybercrimes and Computer Related Crimes Act of 2018. 

Review the powers of search and seizure by the Directorate of Intelligence Security in terms 

of Section 22 of the Intelligence & Security Services Act of 2007 as well as section 27 of the 

Cybercrime & Computer Related Crimes Act of 2018 to provide means of redress for 

violations and limit access to devices and the information stored on them. 

Enact rights-respecting laws that address thematic areas such as intermediary liability and 

platform regulation. 

PART 4 

Recommendations 
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• Ethiopia 

State actors should: 

Enact a rights-respecting and stakeholder-driven draft data protection law and ensure the 

establishment and operationalisation of a Data Protection Commission or any other 

independent body. 

Ensure the operationalisation of an independent and regulatory oversight mechanism 

concerning communication interceptions and surveillance.   

Respect human rights defenders and opposition political parties' privacy by refraining from 

confiscating phones and spying on their social media accounts and communication materials. 

Initiate a constitutional amendment process to expressly reclaim the courts' inherent power 

of judicial review from a non-judicial body, i.e. the House of Federation. 

Re-draft the Hate Speech and Disinformation Proclamation No.1185/2020 with precision 

taking the legality requirement under international human rights law into account. These 

sections include:  

▪ Article 2(2), which has a vague definition of hate speech; Article 2(3) for its sweeping 

scope, which may violate the legality requirement of Article 19(3) of the ICCPR; and Art 

8(1) for its sweeping and overboard provisions thereby violating the provisions of Article 

19 of the ICCPR. 

▪ Article 24(1) of the draft Computer Crime Proclamation 2020, which normalises Internet 

shutdown and censorship. 

▪ The Computer Crimes Proclamation No.958/2016. Such revision must provide clear 

definitions for vague terms such as 'hatred' by taking inspiration from the Camden 

Principles on Freedom of Expression and Equality, an authoritative but non-binding 

principle drafted by experts in the field. 

▪ Article 2116(3) the Civil Code Proclamation No. 165/1960 to adequately define privacy 

and provide meaningful compensation for damages. 

• Kenya 

State actors should: 

Ensure that the transformative nature of the 2010 Constitution is not watered down by 

primary and secondary laws.  

Conduct a comprehensive review of all problematic laws which infringe on the right to 

freedom of expression online and data protection. This review must be guided by the three-

part test under international human rights law, which requires any restriction on the right to 

freedom of expression to adhere to the legality, legitimacy, necessity and proportionality 

requirements. 
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Ensure that the Communications Authority of Kenya discloses its' social media monitoring 

system' capacity and demonstrate how its deployment protects the rights to freedom of 

expression and data protection. 

Supervise the development and release of guidelines by the Office of the Data Protection 

Commissioner on the 'journalistic exemption' provision to ensure that the right to freedom of 

expression and data protection are appropriately balanced.  

Amend the following laws in compliance with international human rights standards: 

▪ Section 84(d) of the Kenya Information and Communications Act of 1998 as decided by 

the Court in Cyprian Andama v Director of Public Prosecution & another. 

▪ Section 30(A) of the Prevention of Terrorism Act (PTA) of 2012 to align Kenya's 

international obligations under Article 19 of the ICCPR. 

▪ Section 16 (A) of the Defamation Act disproportionately balances the pecuniary damage 

award left to the judges' discretion. 

▪ The problematic provisions of the right to freedom of expression under the Intellectual 

Property Bill of 2020. 

• Nigeria  

State actors should:  

Strengthen the Nigerian courts through more training and independence to uphold existing 

law. 

Uphold the rule of law and be guided by internationally set human rights standards and the 

Nigerian Constitution. 

Withdraw the proposed bills to regulate hate speech and the use of social media to allow for 

more inclusive and diverse deliberations and leave the courts to determine what constitutes 

hate speech. 

Review laws on blocking of contents and platforms to require the independent oversight of 

the court and not just at the prerogative of a Minister. 

Stop the harassment and unjust prosecution of journalists and abide by the Constitution while 

complying with its international human rights obligations. 

For policymakers and legislators 

Amend the following law to comply with international human rights standards:  

▪ Section 24(1)(a) of the Cybercrimes Act of 2015 as does not define the use of vague 

terms like 'inconvenience', 'annoyance', or 'insult', which leaves room for vague 

interpretation and is being used for censorship and suppression of opinion online. 

▪ The Lawful Interception of Communications Regulations so that law enforcement agencies 

cannot access encrypted communications without judicial review. 
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▪ Section 45(2)(f) of the Cybercrimes Act of 2015 such that there should be a judicial review 

of law enforcement agencies powers to decode or decrypt encrypted information. 

Enact a rights-respecting law for determining intermediary liability. 

Enact a comprehensive Data Protection Act and ensure an independent data protection 

authority. 

Include provisions on 'journalistic exceptions' in applicable laws and the draft Data Protection 

Bill. 

 

*|General recommendations to non-state actors| 

Civil society should:  

Monitor the governments' compliance with the rule of law. 

Collaborate with relevant stakeholders on the need to ensure rights-respecting legal reforms. 

For example, there is a need to build additional capacity within each country's legal, civil 

society and academic research communities to effectively monitor, map and analyse the 

existing violations of these rights. 

Sensitise the public on their free speech and data rights. 

Maximise the use of various legal and advocacy tools such as freedom of information requests, 

strategic litigation, human rights monitoring mechanisms like the Universal Periodic Review 

(UPR) and others. 

Researchers and philanthropy organisations should:  

Carry out more contextually relevant research on the need to protect digital rights. 

Act as bridges between quality research and policy reform. 

Journalists should: 

Report more on the various developments concerning the digital rights sector. 

Improve their digital safety skills. 

Invest in more capacity building to understand the implications of digital rights. 
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The development of digital rights research, campaigns, and advocacy, especially in Africa, is still 

growing. In addition to this, the awareness of what they mean is also nascent. Ensuring these, 

therefore, require concerted efforts towards beaming more focus on these digital rights issues. The 

primary objective of this report is to examine the two most proximate and affected rights with respect 

to human rights online–the right to freedom of expression online and the protection of personal 

information in four African countries, namely Botswana, Ethiopia, Kenya, and Nigeria.  

The report finds that all four countries have obligations to protect both rights internationally through 

their various obligations under the international human rights system and locally through their 

respective constitutions. This was done by assessing the various incidents that bear on the enjoyment 

of these rights. Therefore, for each country assessed in this report to comply with their international 

human rights obligations and constitutions, they must pay close attention to the respective 

recommendations.  

In order to ensure that this is done and carried out effectively, various stakeholders, primarily States, 

should lead the charge towards amending relevant laws and enacting the long overdue ones. Civil 

society organisations should also continue to hold States to account concerning these obligations 

while businesses ensure that their profit-making needs are not the opportunity cost for human rights 

protection. In ensuring that human rights offline are also protected online, major stakeholders like 

States, businesses, civil society, the media, research and development, academia and others must 

commit towards more rights-respecting policies on protecting the right to freedom of expression 

online and offline. 
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